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1 Reason for Contribution

Section 12.1 of the DRM specification discusses how ROs can be bound to an IMSI.  This input proposes revised text for section 12.1.  

2 Summary of Contribution

The revised text addresses the following issues:

· Binding to multiple IMSI’s

· Updated References

· Support for 3GPP2

3 Detailed Proposal

2. References

2.1 Normative References

[3GPP PSS]
Transparent end-to-end packet switched streaming service (PSS); 3GPP 26.234; Protocols and codecs - Release 5.  http://www.3gpp.org/

[3GPP TS 24.008]
Technical Specification Group Core Network; Mobile radio interface layer 3 specification; Core Network Protocols; Stage 3(Release 5)

[3GPP TS 31.102]
Technical Specification Group Terminals; Characteristics of the USIM Application (Release 5).

[3GPP TS 510.11]
Specification of the Subscriber Identity Module -Mobile Equipment (SIM - ME) interface (Release 5)
ftp://ftp.3gpp.org/specs/latest/Rel-4/51_series/

[3GPP2 C.S0023-A]
http://www.3gpp2.org/Public_html/specs/C.S0023-A_v2.0_021004.pdf

[AES]
NIST FIPS 197: Advanced Encryption Standard (AES). November 2001. 

http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 

[CP]
OMA Certificate and CRL Profiles, draft version 2003-02-16

[CREQ]
“Specification of WAP Conformance Requirements”. Open Mobile Alliance(. WAP‑221‑CREQ. URL:http//www.wapforum.org/ <to be replaced by an OMA ref when available>

[DRM]
“Digital Rights Management”, Open Mobile AllianceTM, OMA-Download-DRM-v1_0, http://www.openmobilealliance.org/ 

[DRMARCH]
DRM Architecture Specification, Open Mobile Alliance, OMA-Download_DRMARCH_v1_0

http://www.openmobilealliance.org/

[DRMCF]
“DRM Content Format”, Open Mobile AllianceTM, OMA-Download-DRMCF-v1_0, http://www.openmobilealliance.org/

[DRMCF-v2]
DRM Content Format, OMA, v2

[DRMREL]
“DRM Rights Expression Language”, Open Mobile AllianceTM, OMA-Download-DRMREL-v1_0, http://www.openmobilealliance.org/

[DRMREL-v2]
DRM Rights Expression Language, OMA, v2

[DRMREQ-v2]
DRM Requirements Specification, OMA, v2

[HMAC]
RFC 2104: HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, and R. Canetti. Informational, February 1997. 

http://www.ietf.org/rfc/rfc2104.txt 

[HTTP]
RFC 2616. Hypertext Transfer Protocol – HTTP/1.1. J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, T. Berners-Lee. June 1999. http://www.ietf.org/rfc/rfc2616.txt

[MIME]
RFC 2045. Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies. N. Freed & N. Borenstein. November 1996.

http://www.ietf.org/rfc/rfc2045.txt

[OCSP]
Online Certificate Status Protocol,  http://www.ietf.org/rfc/rfc2560.txt

[OCSP-MP]
OMA Online Certificate Status Protocol (profile of [OCSP]), draft version 2002-08-09

[RFC2119]
“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

[RFC2045]
"Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies", N. Freed & N. Borenstein, November 1996, http://www.ietf.org/rfc/rfc2045.txt

[RFC2234]
“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
November 1997. URL:http://www.ietf.org/rfc/rfc2234.txt

[RFC2387]
“The MIME Multipart/Related Content-type”, E. Levinson, 1998,  http://www.ietf.org/ 

[RFC2396]
“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

[RFC2616]
“Hypertext Transfer Protocol -- HTTP/1.1”. R. Fielding, et al. June 1999.

http://www.ietf.org/rfc/rfc2616.txt.

[RFC 2965]
“HTTP State Management Mechanism”. D. Kristol, L. Montulli, October 2000

http://www.ietf.org/rfc/rfc2965.txt.

[XML-DSIG]
XML-Signature Syntax and Processing. D. Eastlake, J. Reagle, and D. Solo. W3C Recommendation, February 2002. 

http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/ 

[XML-Encryption]
XML Encryption Syntax and Processing. D. Eastlake and J. Reagle. W3C Candidate Recommendation, December 2002. 

http://www.w3.org/TR/2002/CR-xmlenc-core-20020802/ 

[XML-Schema]
XML Schema Part 1: Structures D. Beech, M. Maloney, and N. Mendelsohn. W3C Recommendation, May 2001. 

http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

XML Schema Part 2: Datatypes. P. Biron and A. Malhotra. W3C Recommendation, May 2001. 
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[WAPWIM]
"Wireless Application Protocol Architecture Specification", Open Mobile Alliance(. OMA-WAP-WIM-v1_1-20021024-C

12. Binding Rights to User Identities

As specified with [DRMREL-v2], the <Individual> element specifies the individual to whom the content is bound. It does so by binding content to the user identity specified via its <context> child element.  Within an <individual> element there are two formats for the value of the <uid> element of the child <context> element:

(ii) “IMSI:xxxxxxxxxx” where xxxxxxxxxx represents the IMSI that the content is bound to.

(iii) “WIM:xxxxxxxxxxxxxxxxxxxx where xxxxxxxxxxxxxxxxxxxx represents  the PKC_Id that the content is bound to.

12.1 IMSI uid

When the <uid> element of a child <context> element of an <individual> element specifies an IMSI the DRM agent MUST observe the following behaviour.

When the associated content is selected for rendering the DRM agent MUST check that the IMSI on the currently installed SIM/USIM/R-UIM (as stored within EFIMSI elementary file, which is defined in [3GPP TS 51.011],[3GPP TS 31.102] and 3GPP2 C.S0023-A) matches the IMSI specified within the <uid> element or in the case where the the RO is bound to multiple IMSIs one of the IMSI’sspecified within the  <uid> element.  






If the IMSI of the currently installed SIM/USIM/R-UIM matches the value (or in the case when the RO is bound to multiple IMSIs one of the values) specified in the <uid> element, as specified in [DRMRELv2], then the <permission> SHOULD be exercised if all other constraints are fulfilled. 
If the IMSI of the currently installed SIM/USIM/R-UIM does not matches the value (or in the case where the the RO is bound to multiple IMSI’s any of the values) specified in the <uid> element then the <permission> MUST NOT be exercised. 
4 Intellectual Property Rights Considerations

None known

5 Recommendation

Consider the text for inclusion in the latest version of the DRM specification.
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