RSA Security's review comments on

OMA-DRM-DRM-v2_0-20040420-D

The comments are classified into four groups, and numbered within each group:

a) Editorial corrections (E-x)

b) Editorial suggestions (S-x)

c) Technical corrections (C-x)

d) For discussion (D-x)

Further, some corrections are marked as [Important]. These ones need to be addressed by the group.

General

E-1 There is still some confusion/inconsistencies between "DRM Agent" and "Device" – e.g. in Section 6.2, which talks about both.

E-2 There is still a mixture of fonts for running text – Arial, Times New-Roman. Needs to be fixed.

E-3 "A RI" and "An RI" (or "a RI" and "an RI") – alignment is needed. Similar for "A RO" and "An RO" and "A riURL" and "An riURL".

E-4 Change all "RO-Request" to "ROAP-RORequest" etc.

S-1 It is in general better practice to avoid "hanging paragraphs” since reference to them is ambiguous. A couple of examples of this are Section 10 and Section 11: The first paragraph in each is hanging and should better be in new sub-sections 10.1 and 11.1 respectively (e.g. 10.1 Introduction (or 10.1 Overview)). It is not too hard to go through the document and fix this.

D-1 [Important] OCSP responses: If the RIs OCSP responder is revocable, or if there are intermediary CAs in the path between the Device's trust anchor and the RI's certificate who can be revoked, then the current text does not guarantee that the Device gets a chance to do a full certificate path validation since the RI is not required to provide a complete set of OCSP responses. The suggestion here is to:

a) Change the semantics of the "No OCSP Response" extension to be: "I have all needed OCSP responses, no need to send any."

b) Require RIs to always send a complete set of OCSP responses to Devices unless they receive the "No OCSP Response" extension. This will include OCSP responses for any CAs or OCSP responses that are revocable and are needed for the Device to validate the chain.

c) Change the description of the RIs behavior upon receiving a "OCSP key identifier" extension to be: "Is allowed to remove any certificates from the OCSP response for the RI's certificate" (i.e. it cannot remove certificates from any other OCSP response).

Section: Contents

S-2 It seems better to move 5.1.6 to be the first sub-subsection in 5.1, since logically the trigger is followed by the messages.

S-3 For logical flow, Section 14 should be before Section 11. Also, transport mappings should be one of the last sections.

E-5 For the appendices, since every appendix is normative unless otherwise mentioned, there is no need (and just confusing) to explicitly state "(Normative)" for some of them.

S-4 Suggest moving all examples into Appendix I (why single out ROAP and Export examples?)

D-2 One could consider to move the current Section 5 to be after the sections describing basic features of the system, e.g. after the "Protection of Content and Rights section (whose name implies that it should be a core, early one), the "Domains" section, the Super Distribution section, the "Unconnected Device support" section (which is really late as it is now), and the "Exports" section. Here's one suggestion:

4. Introduction

5. Protection of Content and Rights

6. Domains

7. Unconnected Device support

8. Super Distribution

9. Export to other DRM systems

10. ROAP (Current section 5)

11. Certificates… (Current section 6)

12. Key management (Current section 7)

13. Transport mappings

14. Capability signaling (could be an Appendix)

15. Binding to User Identities (should be an Appendix IMO)

16. Security Considerations

I.e. the idea is to present core features first, then their realization in the protocol, and finally how the protocol is mapped to various transports
Section 1: Scope

S-5 For clarity, suggest changing the last paragraph to:

This specification defines the mechanisms and protocols necessary to implement the OMA DRM release 2 system. The specification addresses specific requirements enumerated in the Release 2 Requirements document [DRMREQ-v2].

Note: The specification relies on the existence of a PKI facilitating certain security services. With a few exceptions, it is however out of scope for this specification to define the specifics of such a PKI.

Section 2: References

E-6 Several references made in the body of the text are missing here, at least the following ones: [X9.42] (informative), [X9.63] (informative), [RFC3546] (informative), [MMSENC] (?), [SMIL] (?), [Bluetooth SDP] (?), and [3GPP2 C.S0023-A] (?).

S-6 For the [WAPWIM] and the [WAPCertProf] references, it may be possible (depending on when they get approved), and even preferable, to reference the OMA versions of these specifications.

Section 4: Introduction

S-7 Second paragraph: For clarity, and also to some extent to correct the current text, suggest rephrasing to:

The OMA DRM system enables Content Issuers to distribute Protected Content and Rights Issuers to issue Rights Objects for the Protected Content. The DRM system is independent of media object formats, operating systems, and runtime environments. Content protected by the DRM can be of a wide variety: Games, ring tones, photos, music clips, video clips, streaming media, etc. For User consumption of the Content, Users acquire Permissions to Protected Content by contacting Rights Issuers. Rights Issuers grant appropriate Permissions for the Protected Content to User Devices. The Content is cryptographically protected when distributed; hence, Protected Content will not be usable without an associated Rights Object issued for the User's Device.
S-8 For clarity, suggest rephrasing the third paragraph to:

The Protected Content can be delivered to the Device by any means (over the air, LAN/WLAN, local connectivity, removable media, etc.), but the Rights Objects are tightly controlled and distributed by Rights Issuers in a controlled manner. The Protected Content and Rights Objects can be delivered to the Device together or separately. The system does not imply any order or “bundling” of these two objects. It is not within the scope of the DRM system to address the specific payment methods employed by Rights Issuers.
E-7 In the 4th paragraph, replace ". And for…" with ". For…"

S-9 For clarity, suggest rephrasing the fourth paragraph to:

This specification defines an end-to-end system for Protected Content distribution. Section 5 specifies a Rights Object Acquisition Protocol (ROAP). Section 6 describes the key management schemes utilized in this specification. Section 7 describes the Domains functionality – sharing of content and rights among a set of Devices enrolled into a Domain. Section 8 through 16 deals with various other aspects of this system: super distribution, transport mappings for ROAP, etc. Finally, the appendices describe related normative as well as informative topics.
Section 5.1.1

E-8 "crytptographic" -> "cryptographic"

S-10 Second paragraph: Suggest skipping the "to acquire and install Device ROs and to join/leave Domains." part – what the other protocols do has already been stated.

S-11 I don't see a need for a capital "MUST" here since the section is entitled "Overview". The conformance statement is anyway present later in Section 5.

S-12 Last paragraph, suggest removing the added text (see further comment S-36)

Section 5.1.4

S-13 For editorial consistency (c.f. the description of the RO acquisition protocol), and to avoid repeats (c.f. the Domain key mentioning in 1st and 2nd para), it would be better if the 1st paragraph read something like the following:

The Join Domain protocol is the protocol by which the Device joins a Domain. The protocol assumes an existing RI context with the RI administering the domain.
Section 5.1.5

S-14 Same comment as S-13 applies here (just replace "join" with "leave").

Section 5.1.6

C-1 Change "are initiated using a ROAP trigger" to: "may be initiated by a ROAP trigger. The Device MAY also initiate them unilaterally as a result of user interactions". Reason: Users can initiate protocol executions too.

Section 5.2

S-15 Suggest removing the text before Section 5.2.1. It is not needed, it is just a repeat of what was said in 5.1, and it has the same problem as mentioned in C-1.

Section 5.2.1

S-16 First paragraph: For consistency with other XML schema descriptions, suggest rephrasing the text before the schema to:

The ROAPTrigger type is a sequence of a chosen ROAP trigger (see below), an optional MAC on the ROAP trigger, and an optional <encKey> element containing the wrapped MAC key in cases of authenticated triggers. The purpose of a ROAP trigger is to initiate a particular ROAP protocol.
And move the statement about the MIME type to the end of Section 5.2.1.

S-17 The URN for the namespace should, for consistency, be:

urn:oma:bac:dldrm:roap-trigger-1.0

E-9 The paragraph (including the subsequent bullet items) starting "The DRM Agent MUST…" shall be moved to be right after the paragraph starting "The <riID> element…" or else the ordering does not follow the type sequence.

E-10 The description of the proxy attribute should be moved to be right after the paragraph starting "The <encKey> element…"

C-2 The paragraph starting "In the case where…": The text needs to be changed slightly since the MAY is not normative for a Device, rather the Device MUST always ask for user consent unless the RI is on a white list. The text should also be moved into the <riID> paragraph right after the schema. Finally part of the text is repeating what is already in that other paragraph. Suggest changing to:

The Device MUST have user consent in order to initiate the indicated ROAP protocol with the Rights Issuer identified by the <riID> element. This consent may have been given at some earlier point in time if  the Device has a valid RI Context for the Rights Issuer.
E-11 The paragraph starting "The <ds:Reference> element…": Change "DomainTrigger" to "ROAPTrigger", and change "ROAP Trigger's id" to "ROAP trigger element's id"

D-3 The last three paragraphs do not seem to belong here but rather in the transport mapping section?

Section 5.3.4

S-18 "SHALL be stored in the RI context" reads better than "MUST be stored in the RI context" and indicates the expected operation.

Section 5.3.5

E-12 Change "NotSupported indicates the…" to "NotSupported indicates that the…". Also, change "invald" to "invalid".

E-13 For clarity, suggest changing the text for UnsupportedAlgorithm to (new text is underlined):

UnsupportedAlgorithm indicates that the Device suggested algorithms that are not supported by the RI (this error should not occur as long as all Devices and all RIs implement the mandatory algorithms, since any negotiation successfully will fall back on these).

D-4 [Important] DeviceTimeError and NotRegistered: I am slightly concerned about using the RI URL as indicated in a response to connect to an RI when there already is an RI Context with an authenticated RI URL. The unauthenticated RI URL could have been provided by anyone and point anywhere. For NotRegistered the descriptive text should probably be updated too, as the Device well may have completed a registration with the RI but the RI subsequently has purged it from memory or similar.

Section 5.3.6

E-14 "5.4in" -> "5.4 in"

Section 5.3.7

S-19 First paragraph, suggest changing the last sentence (for clarity) to: 

The ProtectedRO type is used to carry protected Rights Objects in ROAP-ROResponse messages and Domain ROs (when sent in DCFs or separately).

Also, remove the comment in the XML schema snippet.

S-20 Last paragraph, since the first part of the sentence already has been mentioned, suggest simplifying to (will also align with the ROAP trigger text on MIME, and no need for normative statement here):

The MIME type for the Protected Rights Object is application/vnd.oma.drm.pro+xml

D-5 Did we register the MIME types with IANA?

Section 5.3.8

C-3 First paragraph, change (two places) "REL elements" to "rights".

Section 5.3.9

E-15 "Nonce, as the name implies…" -> "Nonces, as the name implies…" (or "A nonce, as the name implies…")

Section 5.4.2.1.1

C-4 [Important] Add statement to the description of "Version":

Devices MUST support all versions prior to the one they suggest.

If not, the handshake cannot be guaranteed to succeed.

E-16 "messages.)If" -> "messages.) If"

Section 5.4.2.1.2

E-17 Spacing before schema snippet for "Version" shall be increased.

E-18 "The following schema fragment defines the Identifier type" -> "The following schema fragment defines the Identifier type"

Section 5.4.2.2.1

D-6 I wonder about the usefulness of the riURL in an RIHello. The Device just used a URL to contact the RI in a DeviceHello. Is it now directed elsewhere?

E-19 If the riURL is kept, it should be "RI URL" in the table and the description. That is the name of the parameter. The XML attribute is riURL. Same comment applies to 5.4.3.2.1 and 5.4.4.2.1 and 5.4.4.4.1.

E-20 Spacing before the description of the "Selected Version" parameter should be increased.

S-21 To clarify and to reduce the amount of information sent, suggest changing the RI behavior for selected algorithms as follows (new text is underlined):

Selected Algorithms specifies the cryptographic algorithms (hash algorithm, signature algorithm, MAC algorithm and key transport algorithm) to use in subsequent ROAP interactions. If the Device indicated support of only mandatory algorithms (i.e. left out the <supportedAlgorithms> element), or the RI only supports the mandatory algorithms, then the RI need not send this field. Otherwise, the RI MUST provide this parameter and MUST identify one algorithm of each type. This information is part of the RI context

E-21 In the "Device Details" description, change font of <extension…/> to boldface (it is an XML element).

C-5 Last paragraph is not quite correct – Peer Key Identifier does not imply that the RI stores Device certificate information. Also, RI may purge the cache at any point. Suggest correcting and simplifying to: 

The Device SHOULD note in the RI Context whether the RI has a correct public key for the Device stored and/or whether the RI has the capability to store information about the Device's certificate.

Section 5.4.2.2.2

E-22 Spacing before first and last schema snippet shall be increased, and empty line after second schema snippet removed.

Section 5.4.2.3.1

E-23 The right table header is of the wrong type.

C-6 "otherwise the RI shall terminate…" -> "otherwise the RI SHALL terminate…"

E-24 "5.3.95.3.9" -> "5.3.9"

E-25 ""Undefined"" -> ""Undefined"" (XML value). In two places in this sub-section.

S-22 In the description of the Certificate Chain extension, suggest removing the sentence starting "If the ROAP-RIHello message contained…" – it has already been described.

C-7 For clarity, change the initial description of the OCSP key identifier to (added text is underlined):

"This extension identifies a trusted OCSP responder key…"

D-7 In the sentence starting "If the Device has stored…", the last part is confusing – does it only apply to that extension? I'd say it does not, and hence the text should be changed. The opposite is true: If the Device sends a Peer Key Identifier, then the Device MUST have stored the RI public key. Or: "The Device MUST send [these extensions] if, and only if, it has [stored etc.]". Finally, for clarity, change "If the Device has a valid OCSP Response…" to "If the Device has a valid (i.e. verified and not expired) OCSP Response…" 

C-8 [Important] To avoid misunderstandings relating to the attributes of the message, in the description of the Signature parameter, change ""and all elements of this message…" to "and the current message…"

E-26 Move the definition of the dateTimeOrUndefined type and the UundefinedString from the first schema snippet and place it after the description of the <time> element (but before the "The following schema fragment defines the CertificateChain type").

E-27 Spacing before the CertificateChain snippet needs to be increased. Same for the NoOCSPResponse snippet.

Section 5.4.2.4.1

D-8 Same comment as D-6. If it is kept, change "indictates" to "indicates".

C-9 In the new text starting "If the Device does store RI…" change "expiry period" to "expiry time" and add "in the RI context" after "of the RI's certificate (…)" (I also suggest this text forms a new paragraph).

E-28 Change "1 OCSP Response" to "one OCSP response"

C-10 [Important] In the description of the OCSP response parameter, add the following statement:

A Device, which did not send the No OCSP Response extension in its ROAP-RegistrationRequest message, MUST check that an OCSP response is present in the received ROAP-RegistrationResponse. If no OCSP response is present, then the Device MUST abort the Registration protocol.

C-11 The description of the contents of the RI Context does not seem entirely correct. E.g. RI URL is a SHOULD. Try to list all MUSTs first, and then all SHOULDs, and then all MAYs.

E-29 "time.If…" -> "time. If…" and change riURL to RI URL.

D-9 Paragraph starting "If the Device has stored…", same comment as D-7.

Section 5.4.3.2.1

D-10 Again, I'm concerned about the presence of this RI URL. It is not authenticated, and the underlying problem is solved by providing the URL in the registration protocol (when successful) or in the ROPayload.

S-23 The description of the RI ID parameter, suggest rephrasing (for clarity) to:

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID value sent by the Device in the preceding ROAP-RORequest message. In the 1-pass protocol, the value MUST be an identifier as specified in Section 5.4.2.2.1.
Section 5.4.4.1

S-24 For clarity and consistency with other sub-sections, and to eliminate the need for the new sentence, suggest rephrasing to:

The ROAP-JoinDomainRequest is sent from a Device to an RI and is a request to join a Domain. This message is the first of the 2-pass Join Domain protocol.

D-11 Paragraph starting "If the Device has stored…", same comment as D-7.

Section 5.4.4.1.1

E-30 "5.3.95.3.9" -> "5.3.9"

Section 5.4.4.1.2

C-12 In the XML schema snippet, remove the following line (since this functionality is already provided by an extension):

<attribute name="notMember" type="boolean"/>

The text within parenthesis before the snippet will also need to be deleted.

S-25 [Important] Suggest changing the definition of DomainIdentifier to allow for 1000 generations rather than 100 (this to enable certain business models and policies where domain generations may be more short-lived, e.g. multicast scenarios)(if accepted, this suggestion will also affect the text in the paragraph preceding the snippet as well as section 8.7 and some examples):

<simpleType name="DomainIdentifier">

  <restriction base="string">

    <pattern value=".{1,17}\d{3}"/>

  </restriction>

</simpleType>

Section 5.4.4.2.1

D-12 RI URL – see D-10
D-13 The two paragraphs starting with "For Connected Devices…" and ending with "Unconnected Devices that …" should either be present in the description of all applicable responses (RegistrationResponse, ROResponse, and JoinDomainResponse) or in none of them – and instead moved to the current Section 6.3. The latter is what I recommend.

S-26 Suggest moving the paragraph starting "If the RI detects…" to Section 6.3 as well (and clarify that it applies to JoinDomain, LeaveDomain and ROResponse). Otherwise the paragraph should be in all those subsection and not just this one.

Section 5.4.4.2.2

C-13 In the second XML schema snippet, change "dateTimeOrInfinite" to "roap:dateTimeOrInfinite", and change (the first occurrence of) "InfiniteString" to "roap:InfiniteString".

Section 5.4.4.4.1

D-14 RI URL – see D-10
Section 6.2

S-27 Suggest simplification from: "are specified in the ROAP description above." to: "are described in Section 5."

E-31 In the bullet list, change "Clients" to "DRM Agents", and change the font of "authorityInfoAccess" to Courier (it is an ASN.1 type)

Section 6.3

E-32 "will synchronize the Device DRM Time…" -> "will synchronize the Device's DRM Time…"

Section 7.2.1

S-28 Change the order of KREK and KMAC in the title, the first, and the second paragraph. This to eliminate any confusion about the concatenation order. I.e. the new text will begin:

Distributing KMAC and KREK under a Device Public Key

This section applies when protecting a Rights Object for a Device.

KMAC and KREK are each 128-bit long keys generated randomly by the sender. KREK ("Rights Object Encryption Key") is the wrapping key for the content-encryption key KCEK in Rights Objects. KMAC is used for key confirmation of the message carrying KREK.

The asymmetric encryption scheme RSAES-KEM-KWS shall be used with the AES-WRAP symmetric-key wrapping scheme to securely transmit KMAC and KREK to…

Section 7.3

S-29 Suggest to change the text "is then distributed as described in section 6.3.4.2 as the first key for Domain D" to "is then distributed as described in section 6.3.4.2 as the first key (generation number 0) for Domain D" to clarify that the first domain generation is zero – this also to align with Section 8.7.

Section 8.2

C-14 Since a Device cannot establish an RI Context in the Join Domain protocol, change the first sentence to:

To join a Domain, a Device must have an RI Context established with the RI administering the domain.

S-30 Third paragraph, for clarity, suggest rephrasing to:

A Device executes the Join Domain protocol (see Section X.Y) to join a given Domain. The result of a successful execution is the establishment in the Device of a Domain Context for the given Domain. The Domain Context includes Domain Key(s), Domain Identifier(s) and a Domain Expiry Time.

Section 8.6.1

E-33 "either on" -> "either in"

S-31 Suggest removing the "for all Domain ROs that are to be used by the Device" part – that it applies to all Domain ROs follows from the subsequent subsections, and this subsection is introductory anyway. This will make the text easier to read.

Section 8.6.2.1

E-34 First paragraph, change the start of it to:

When a Device receives a Domain RO, it SHOULD compare the <domainId> field within the Domain RO with the domain identifiers for any Domain Contexts already established with the RI that issued the Domain RO…

E-35 In the numbered list, replace all occurrences of "domainId" in running text (i.e. not <domainId> occurrences) to "domain identifier". Lower-case "Generation". Remove "," after "then".

D-15 [Important] I don't quite understand the first six paragraphs of this section. They talk about using HTTP but HTTP is not the only transport. The natural thing for me would have been to require the Device to do a ROAP-JoinDomainRequest (after user consent or if the domain RO signature verified and the RI context was ok and the user had previously given consent for silent retrieval for this RI). But even if it is an HTTP request, then what kind of request is it?? Also, the last of the six paragraphs (the one starting "Prior to sending…") seems to be a better fit before the numbered list than after.

D-16 Last paragraph: Why should the Device delete the Domain Context? It means content I already have will be unusable.

Section 8.6.2.2 and 8.6.3

D-17 To be honest, I don't understand what this post-processing is about, and anyway it seems unnecessary to split the discussion in two subsections.

Section 9.3

D-18 The second and third paragraph talks about how the DRM REL document calls for the use of digital signatures within the Rights Object. But we decided to have the digital signature outside of the REL rights object. Is this text obsolete or am I missing something?

Section 9.4.2.1

S-32 First paragraph, suggest to add a final sentence:

The mechanism assumes at least loosely synchronized time across the set of RIs and OCSP responders that may be accessed by a Device.

E-36 Change item c) to:

Failing b), if the <GUID, RITS> replay cache is not full, the Device MUST accept the RO and insert the ROs GUID and RITS values as an entry in the replay cache. Note: The GUID value is the id attribute of the roap:ROPayload value.

Section 11

D-19 The "hanging" first paragraph: Isn't it "Examples are provided…" rather than "Examples are illustrated"? This comment applies to all of Section 11 and elsewhere too.

Section 11.1.2 and 11.1.3

D-20 Why are only two messages listed? I would assume that either are all messages listed or none. Also, I'm missing text stating that ROAP requests are sent in HTTP POST messages, about what headers shall be present, etc.

Section 11.5.3.2

E-37 "support these OBEX operations" -> "support these OBEX headers"

C-15 First table, "Connection ID" row, change to (the change is underlined):

Value is set by the Unconnected Device in response to the Connect operation.

Section 11.5.3.6

C-16 The "Type" entry: The value is not always the indicated one; it may also be "application/vnd.oma.roap-trigger+xml".

Section 11.5.4

E-38 First paragraph, change "…and sends the ROAP…" to "…and send the ROAP…"

S-33 2nd paragraph, first sentence, suggest replacing current text with:

When receiving a ROAP message in the body of an OBEX response message from the Unconnected Device, the Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger, possibly re-using the maintained connection to the RI.

C-17 [Important] In the 4th paragraph, change the last sentence to (the change is underlined):

A Connected Device that has sent a PUT request with the final bit set and receives a response with response code 0x90 MUST issue GET requests until the complete ROAP message has been received (response code 0xA0).

Section 12.2

S-34 Third paragraph, suggest changing (for a better read) to:

If a DRM Agent receives an RO Response containing an RO and a TransactionID it MUST ask the user for consent to replace the TransactionID in the DCF/PDCF. This can be done in general or on a case-by-case basis. When consent is given, the DRM Agent MUST replace the TransactionID contained in the OMADRMTransactionTracking box of the corresponding DCF or PDCF with the received TransactionID.  Otherwise (no consent given) the DRM Agent MUST NOT change the DCF/PDCF. Note: a Device neither needs to generate an OMADRMTransactionTracking box nor change the size of the DCF/PDCF.

Section 12.3

D-21 The section claims that the only mutable field is the OMADRMTransactionTracking box. But how about the possibility of inserting Domain ROs? Or does it not apply here?

Section 14

S-35 I would not expect this section to be the first section read by implementers of Connected Devices. Hence I don't understand why the statement "Connected Devices MUST support DRM time" is placed here. IMO, both this statement and the previous one belongs in the current Section 6.3.

S-36 I suggest changing "Unconnected Devices MAY support DRM time" to "Unconnected Devices are RECOMMENDED to support DRM time" (but I may fail to remember some decision regarding this).

E-39 In the numbered list, step 4, should say (changes underlined):

The Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger, re-using the maintained connection if possible. If the Unconnected Device has an RI Context then steps 5 – 7 do not apply.

E-40 Step 7, it is "ROAP-RegistrationResponse"

E-41 First paragraph after the numbered list, change to (changes underlined and removed a "to"):

In the above diagram and text it is assumed that no ROAP specific errors occur during the ROAP session.  If ROAP specific errors occur during the ROAP session then the Unconnected Device SHOULD use the value of the status parameter as defined in Section X.Y and act accordingly

Section 15.1

E-42 "EFIMSI" -> "EF.IMSI"

Section 15.2

E-43 In the numbered list, item 3, change to: "Check that the hash matches the value of the PKC_ID". Item 5, change to: "Ensure that the rights to access the WIM signature key are granted."

S-37 In the paragraph after the numbered list, append the corresponding text as in the corresponding paragraph in 15.1, i.e. about what to do when the signature verification is NOT successful.

Section 15.2.1

D-22 Should the normative statements in this subsection really be normative? They imply conformance rules for WIM issuers…

Section 16

D-23 While acknowledging the work put into this section, it was done in a very short time frame, and, as it currently stands, the section feels somewhat immature and in need of several corrections/updates before included in a final document. A possible way forward could be to remove it for now, but continue to work on it and add it in a CR as soon as it is ready.

Appendix F

C-18 As noted by Alex, change the max length for country name to 2.

Appendix G.1

S-38 Suggest changing first sentence to:

This appendix describes messages sent between the DRM agent and the WIM when the DRM agent needs to verify the presence of a WIM bound to an RO.

