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1 Reason for Contribution

Inclusion of new use cases as part of the next version of the DRM Specification, which provides more value addition to the user.
2 Summary of Contribution

To allow a user to forward partially consumed or unused rights to another user.

To allow a user to submit unused rights back to the Rights Issuer in return for another set of rights.
3 Detailed Proposal

Use Case Scenarios:

1. Maria purchased a Rights Object for an audio content that she had downloaded earlier. The Rights Object contains permission to play the audio content 10 times (<play> constraint count=10). Maria plays the audio content 4 times. Then she decides that she would not like to play the content any more. But, at the same time she does not want the purchased Rights to get “wasted”. Hence, she decides to forward the unconsumed rights to her friend Susan who has the same content. Susan had downloaded the content earlier. Also, Susan’s device supports OMA-DRM. Maria then submits the unconsumed rights back to the same Rights Issuer from where she had purchased the rights and also mentions the recipient’s id (Susan). The Rights Issuer, in turn, forwards the Rights Object to Susan. Susan receives the Rights Object and uses the same to play the audio content 6 times. Maria can no longer play the audio content. The received Rights Object is now bound to Susan’s device.

2. Maria purchased a Rights Object for an audio content that she had downloaded earlier. The Rights Object contains permission to play the audio content 10 times (<play> constraint count=10). After some time, due to some reason, Maria decides that she would NOT like to play the audio content. She decides to “return” the issued rights to the Rights Issuer in return for another set of rights. Hence, she submits the unused rights back to the same Rights Issuer from where she had purchased. The Rights Issuer validates the unused rights and issues another set or rights.
Approach:

Implement a two-pass protocol to transfer the RO from Device 1 to Device 2 via the RI (subject to approval from the RI)

Device 1 shall execute the two-pass protocol to submit the Rights to the RI. The RI, in-turn, shall push the rights to Device 2 using 1-pass Rights Object Acquisition Protocol. The RI may decide whether the rights can be forwarded.
RO Submit Request

RO Submit Request, having partially consumed or unused rights, is sent from the device to RI

Message description

	ROAP-ROSubmit

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Protected ROs
	M

	Certificate Chain
	O

	Extensions
	O

	Signature
	M


Extensions defined for ROSubmitRequest are 

Redirect identifier – Redirect Identifier extension, when present, specifies the id of the recipient device. The id may be the MSISDN (Mobile Station International ISDN number) of the user which the cellular operator specifies for each device. If this extension is not present in the request, it implicitly indicates to the RI that the device is submitting the unused rights objects for another set of rights.
Schema for ROSubmitRequest is as given below.
<!-- Used in ROAP-Submit Request message -->

<complexType name="RedirectIdentifier">

  <complexContent>

    <extension base="roap:Extension"/>

        <sequence minOccurs=”0”>

          <element name="id" type="string"/>


<minLength value=”12”/>

        </sequence>

    </extension>

  </complexContent>

</complexType>

<!--ROSubmitRequest -->

<element name="roSubmitRequest" type="roap:ROSubmitRequest"/>

<complexType name="ROSubmitRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to request submit RO (partially consumed).

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="protect RO" type="roap:rights "/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

RO Submit Response

RO Submit Response is sent from RI to Device 1 in reply to ROSubmit Request message. 

Message description

	ROAP-ROSubmitResponse

	Parameter
	Mandatory/Optional

	Status
	M

	Device ID
	M

	Domain ID
	O

	RI ID
	M

	Device Nonce
	M

	Signature
	M


Schema for RO Submit Response is as given below

<element name="roSubmitResponse" type="roap:ROSubmitResponse"/>

<complexType name="ROSubmitResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a ROSubmit.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

Example – ROSubmitRequest
<?xml version="1.0" encoding="utf-8"?>

<roap:roSubmitRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <protectedRO>

        <ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0">

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

           <signature>

           
<ds:SignedInfo>

        
<ds:CanonicalizationMethod 

          Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

        
<ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-pss-default"/>

        
<ds:Reference URI="#REL1">

          
<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          
<ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        
</ds:Reference>

      
</ds:SignedInfo>

      
<ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      
<ds:KeyInfo>

        
<roap:X509SPKIHash>

          

<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        
</roap:X509SPKIHash>

      
</ds:KeyInfo>

    
</signature>
        </ro>

       </protectedRO>

    <extensions>

        <extension xsi:type="roap:RedirectIdentifier">

            <id>093210932091</id>

        </extension>

    </extensions>

<signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:roSubmitRequest>

Example - RO Submit Response

<?xml version="1.0" encoding="utf-8"?>

<roap:roSumbitResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance

  status = “success”>

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

  <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:roSumbitResponse>
Points to note:
· Forwarding of the Rights Object from RI to Device 2 is achieved via the 1-pass Rights Object Acquisition Protocol.

· The Rights Object shall be unusable on Device 1 during the execution of the 2-pass RO Submit Protocol.

· DRM agent MUST ensure that the RO is deleted from Device 1 immediately after the ROSubmitResponse with success status has been received from the RI.

· Device 1 MUST not submit an RO with empty permissions/constraints back to the RI. The DRM Agent MUST validate the same before submitting.

· It is assumed that media content associated with the Rights Object being forwarded is already available on the receiving device.

· If the RedirectIdentifier extension is not present in the ROSubmitRequest, then the RI MUST assume that the user intends to return unused rights in return for another set of rights.
· The composition of the new set of rights is left to the discretion of the Rights Issuer. Alternately, the Rights Issuer may add the submitted rights to the credit of the user. The same could be handled appropriately when User 1 purchases new rights.

Sequence Chart:
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Inclusion of the use cases and related approach in the next version of Digital Rights Management specification.
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