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1 Reason for Contribution

The OMA DRM 2.0 candidate enabler specifies the protection of content and the associated key management and security mechanisms. Super-distribution of content, where the receiving device needs to acquire a rights object corresponding to the content object, is one of the enabled distribution models. However, one specific aspect of super-distribution has not been considered, namely transcoding of content sent between devices. Transcoding of content sent between devices is commonly applied in MMS (Multi-Media Messaging Service) Systems, in order to adapt content to the properties of the receiving device. This adaptation is commonly done with respect to supported codecs, screen resolution, colour resolution and other capabilities of the receiving device. The importance of transcoding has been recognized by OMA, for example by establishing the Standard Transcoding Interface (STI) work item. It is a shortcoming of DRM 2.0 that transcoding of DRM content is not per se possible, even if the Content Issuer (CI) and Rights Issuer (RI) wish to do so.

2 Summary of Contribution

This input proposes to complement the DRM specification and explicitly allow transcoding by entities trusted by the Rights Issuer (i.e., within trusted domains). This change would allow operators to use their existing MMS transcoding infrastructure also for DRM protected content. Whether transcoding of a specific content is actually permitted always remains an individual Rights Issuer decision. 

This input mainly proposes explanatory text in the specs; no major functional changes in the DRM specification are foreseen.

3 Detailed Proposal

This input proposes to complement the DRM specification and explicitly allow transcoding of DRM protected content, e.g. for MMS super-distribution (but not restricted to MMS, or to super-distribution), by entities trusted by the Rights Issuer (i.e., within trusted domains). 

When protected content, encapsulated into an MMS message, is sent from one device to another, or from a VASP or content provider e.g. via the MM3 or MM4 interfaces, it traverses an MMS-Server (MMS-C) (see Fig.1). This MMS-C may have transcoding capabilities (for example via the OMA Standard Transcoding Interface, STI). 

The proposal is that the DRM specs shall explicitly allow that the transcoding module can communciate with the RI, and receive the implicit or explicit permission to transcode the content in question, together with the content encryption key (CEK). This proposal suggests that this interface and the communication between transcoding module and RI don’t need to be fully specified and can be proprietary. It is not the ambition of this input to specify the interface between transcoding module and RI, since this would constitute a more detailed addition to the DRM 2.0 specs. However, it may in fact be advantageous if this interface between transcoding module and RI would be standardized. DLDRM should discuss this issue and decide whether the transcoding module-RI interface should be fully specified, or does not need detailed specification. 

After transcoding, the transcoded DRM protected content is sent to the receiving device. In general, the DRM Content Format (DCF), i.e. the container for DRM protected content, will be different from the DCF that arrived at the MMS-C (possibly different size, possibly different MIME type of the encapsulated content, different hash value, etc). The transcoding module needs to communicate back necessary information to the RI so that the RI can issue a valid RO for the new DCF after transcoding. Also, it must be possible to distinguish between the DCF before and after transcoding. Whether this is facilitated using a new ContentID or by modifying the ContentVersion header should be a Rights Issuer decision.
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Fig. 1: MMS super-distribution of DRM content with transcoding

A possible flow of events would look like this:

· Device A sends an MMS containing DRM content to device B. The DRM protected content does not match the capabilities of device B. The MMS is routed across the MMS-C. The MMS-C, unlike device A, has knowledge of the capabilities of device B

· Alternatively, the MMS may arrive at the MMS-C over the MM3 or MM4 interfaces, or from a VASP

· The transcoding module attached to the MMS-C examines the MMS and the contained DCFs, recognizes the MIME types of the protected content, and recognizes that the RI URL points to a RI that the transcoding module has a trust relation with (e.g., because they belong to the same operator network).

· The transcoding module communicates with the RI, and receives the CEK.

· The transcoding module transcodes the content, and generates an updated DCF.

· The transcoding module communicates the changes made back to the RI (so that the RI is able to issue valid ROs for the transcoded content)

· The MMS-C forwards the MMS with the updated DCFs containing transcoded content to device B
Assuming that the interface between transcoding module and RI is proprietary, all required mechanisms (DCF format, ContentID, ContentVersion header) are already specified. It is thus anticipated that no major changes besides an explanation of the event flow above is necessary. No mandatory functionality is implied; all changes are optional and/or informative.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group decides to follow the proposal to explicitly allow transcoding of DRM protected content. Further, it is recommended that DLDRM discusses whether the interface between RI and transcoding module should be standardized, and takes a decision on that issue.

Depending on the decision, the proposing company will submit a detailed CR to one of the next meetings. 
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