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1 Reason for Change

So far, the DRM specification does not contain a normative reference to a document that defines the mandatory standard digital signature scheme RSA-PSS. This Change Request suggests to include such a reference in order to avoid confusion among implementers regarding which digital signature scheme to use. It is also the intention to provide implementers that are not familiar with RSA-PSS with a link to more information.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

None.

5 Recommendation

It is recommended that BAC DLDRM approve the proposed changes to the DRM specification. No functionality is added or removed by these changes.

6 Detailed Change Proposal

First, a normative reference should be added to section 2.1:

7. Normative References

	[3GPP TS 31.102]
	Technical Specification Group Terminals; Characteristics of the USIM Application (Release 5).

	[3GPP TS 51.11]
	Specification of the Subscriber Identity Module –Mobile Equipment (SIM – ME) interface (Release 5). ftp://ftp.3gpp.org/specs/latest/Rel-4/51_series/

	[3GPP2 C.S0023-B]
	http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[AES]
	NIST FIPS 197: Advanced Encryption Standard (AES). November 2001. 

http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf 

	[AES-WRAP]
	Advanced Encryption Standard (AES) Key Wrap Algorithm. RFC 3394, J. Schaad and R. Housley, September 2002. http://www.ietf.org/rfc/rfc3394.txt

	[Bluetooth SDP]
	Assigned Numbers – Service Discovery Protocol (SDP), Bluetooth SIG, August 2003.

	[CertProf]
	“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org

	[DRM]
	“Digital Rights Management”, Open Mobile AllianceTM, OMA-Download-DRM-v1_0, http://www.openmobilealliance.org/ 

	[DRMARCH]
	DRM Architecture Specification, Open Mobile Alliance, OMA-Download_DRMARCH_v1_0

http://www.openmobilealliance.org/

	[DRMCF]
	“DRM Content Format”, Open Mobile AllianceTM, OMA-Download-DRMCF-v1_0, http://www.openmobilealliance.org/

	[DRMCF-v2]
	DRM Content Format, OMA, v2

	[DRMERELD-v2] 


	"Enabler Release Definition for DRM V2.0". Open Mobile AllianceTM. OMA-DRM-ERELD-V2_0. http://www.openmobilealliance.org/

	[DRMREL]
	“DRM Rights Expression Language”, Open Mobile AllianceTM, OMA-Download-DRMREL-v1_0, http://www.openmobilealliance.org/

	[DRMREL-v2]
	DRM Rights Expression Language, OMA, v2

	[DRMREQ-v2]
	DRM Requirements Specification, OMA, v2

	[HMAC]
	RFC 2104: HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, and R. Canetti. Informational, February 1997.  http://www.ietf.org/rfc/rfc2104.txt 

	[HTTP]
	RFC 2616. Hypertext Transfer Protocol – HTTP/1.1. J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, T. Berners-Lee. June 1999. http://www.ietf.org/rfc/rfc2616.txt

	[IETF-KEM]
	Kaliski B., “Use of the RSA-KEM Key Transport Algorithm in CMS”, IETF work in progress, 2003.

	[IOPPROC]
	"OMA Interoperability Policy and Process", Version 1.1, Open Mobile Alliance(tm), OMA-IOP-Process-V1_1, http://www.openmobilealliance.org/

	[ISO/IEC 18033]
	ISO/IEC 18033-2, Information technology – Security techniques – Encryption algorithms – Part 2: Asymmetric ciphers. CD3, January 2004.

	[OBEX]
	IrDA Object Exchange Protocol (OBEX), Version 1.3, January 2003.

	[OCSP]
	Myers, M., Ankney, R., Malpani, A., Galperin, S. and C. Adams, "Internet X.509 Public Key Infrastructure: Online Certificate Status Protocol - OCSP", RFC 2560, June 1999. http://www.ietf.org/rfc/rfc2560.txt

	[OCSP-MP]
	OMA Online Certificate Status Protocol (profile of [OCSP]) V 1.0, http://www.openmobilealliance.org/

	[PKCS-1]
	“PKCS #1 v2.1: RSA Cryptography Standard”, RSA Laboratories. June 2002. http://www.rsasecurity.com/rsalabs

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed & N. Borenstein, November 1996, http://www.ietf.org/rfc/rfc2045.txt

	[RFC2387]
	“The MIME Multipart/Related Content-type”, E. Levinson, 1998,  http://www.ietf.org/ 

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, R. Fielding, L. Masinter. August 1998. http://www.ietf.org/rfc/rfc2396.txt

	[RFC 2965]
	“HTTP State Management Mechanism”. D. Kristol, L. Montulli, October 2000 http://www.ietf.org/rfc/rfc2965.txt.

	[RFC3280]
	Housley, R., Polk, W., Ford, W. and D. Solo, "Internet Public Key Infrastructure - Certificate and                 Certificate Revocation List (CRL) Profile", April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[RFC3546]
	S. Blake-Wilson, M. Nystrom, D. Hopwood, J. Mikkelsen, T. Wright, “Transport Layer Security (TLS) Extensions”. June 2003. http://www.ietf.org/rfc/rfc3546.txt

	[X9.42]
	ANSI X9.42 Public Key Cryptography For The Financial Services Industry: Agreement of Symmetric Keys Using Discrete Logarithm Cryptography, 2003.

	[X9.44]
	Draft ANSI X9.44, Public Key Cryptography for the Financial Services Industry – Key Establishment Using Integer Factorization Cryptography. Draft 6, 2003.

	[X9.63]
	ANSI X9.63 Public Key Cryptography for the Financial Services Industry: Key Agreement and Key Transport Using Elliptic Curve Cryptography, 2001.

	[XC14N]
	Exclusive XML Canonicalization: Version 1.0, John Boyer, Donald E. Eastlake 3rd and Joseph Reagle, W3C Recommendation 18 July 2002. This document is http://www.w3.org/TR/xml-exc-c14n/.

	[XML-DSIG]
	XML-Signature Syntax and Processing. D. Eastlake, J. Reagle, and D. Solo. W3C Recommendation, February 2002. http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/ 

	[XML-Encryption]
	XML Encryption Syntax and Processing. D. Eastlake and J. Reagle. W3C Candidate Recommendation, December 2002. http://www.w3.org/TR/2002/CR-xmlenc-core-20021210/ 

	[XML-Schema]
	XML Schema Part 1: Structures D. Beech, M. Maloney, and N. Mendelsohn. W3C Recommendation, May 2001. http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/ 

XML Schema Part 2: Datatypes. P. Biron and A. Malhotra. W3C Recommendation, May 2001. 

http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/ 

	[WIM]
	“Wireless Identity Module Version 1.1. Part: Security”, OMA-WAP-WIM-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org


A first link to the new reference should be inserted in the Abbreviations table:

3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP PSS
	3rd Generation Partnership Project Packet-switched Streaming Service

	CA
	Certification Authority

	CEK
	Content Encryption Key

	CI
	Content Issuer

	DCF
	DRM Content Format 

	DD
	Download Descriptor 

	DER
	Distinguished Encoding Rules

	DRM
	Digital Rights Management

	GUID
	Globally Unique Identifier

	HTTP
	HyperText Transfer Protocol

	ISO
	International Standards Organization

	IMSI
	International Mobile Subscriber Identity

	LAN
	Local Area Network

	ME
	Mobile Equipment

	MMS
	Multimedia Messaging Service

	MPEG
	Moving Picture Expert Group

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority (see http://www.openmobilealliance.org/tech/omna/index.htm) 

	OCSP
	Online Certificate Status Protocol

	OTA
	Over The Air (i.e. transfer over a wireless connection)

	PC
	Personal Computer

	PDA
	Personal Digital Assistant

	PDCF
	Packetized DRM Content Format

	PDU
	Protocol Data Unit

	PKI
	Public Key Infrastructure

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PSS
	Probabilistic Signature Scheme (see [PKCS-1])

	REL
	Rights Expression Language

	REK
	Rights Encryption Key

	RFC
	Request For Comments

	RI
	Rights Issuer

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SCR
	Static Conformance Requirement

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SMIL
	Synchronized Multimedia Integration Language

	USIM
	Universal Subscriber Identity Module

	SMS
	Short Messaging Service

	TLS
	Transport Layer Security 

	UA
	User Agent

	URI
	Uniform Resource Indicator

	URL
	Uniform Resource Locator

	UTC
	Coordinated Universal Time

	WIM
	Wireless Identity Module

	WLAN
	Wireless Local Area Network


A further link should be inserted before the single ROAP commands get explained in detail. In this way, it is unequivocally clear which default signature scheme is to be used.

5.1.3 Canonicalization and Digital Signatures
This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N]. DRM Agents and RIs MUST send integrity-protected information in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content. Despite this, DRM Agents SHOULD, and RIs MUST, canonicalize received and integrity protected information before verifying digital signatures and MACs calculated on the information.

The following section on the ROAP Trigger signature should reference to the general statements about Digital Signatures made in 5.3.3.

7. The ROAP Trigger

[...]

The Rights Issuer MAY authenticate the ROAP Trigger by including a signature of the trigger in the <signature> element (see section 5.3.3 for information on digital signatures). The RI MUST include a <signature> element if a <leaveDomain> element is present. With one exception (see below), Devices MUST verify signed ROAP triggers. If the Device cannot verify the signature, the Device SHOULD inform the user and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the trigger is a "LeaveDomain" trigger, the Device is not a member of the identified Domain, and the trigger has been authenticated with a MAC based on the Domain Key. In this case, the Device MUST acquire user consent before initiating the ROAP.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute. In the case of a “LeaveDomain” trigger, the <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1".

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

The RSA-PSS signature scheme defines an “Encoding Method” which gets applied to the message that is to be signed. This Encoding Method is a bit more complicated than just “a hash” of the message data. In order to avoid misunderstandings, the wording in the following paragraphs should thus be changed:

In 5.4.2.3.1:

Signature is a signature on data sent so far in the protocol. The signature is made using the Device's private key on the two previous messages (ROAP-DeviceHello, ROAP-RIHello) and the current message (besides the Signature element itself). The signature method is as follows:

The previous messages and the current one except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

The three messages are concatenated in their chronological order, starting with the ROAP-DeviceHello message. The resulting data d is considered as input to the signature operation.

The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-RegistrationRequest message.

In 5.4.2.4.1:

Signature is a signature on data sent in the protocol. The signature is made using the RI's private key on the previous message (ROAP-RegistrationRequest) and the current message (besides the Signature element itself). The signature method is as follows:
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