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1 Reason for Change

Since not all right restriction has time property, we suggest that RI do not check Device’s DRM time unless it receives a ROAP-RegistrationRequest. 

The standard has not suggested a reasonable drift in the Device’s DRM Time. We propose a reasonable time drift that can be defined within several seconds.

2 Impact on Backward Compatibility

None known of.

3 Impact on Other Specifications

None known of.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and approve this CR.

6 Detailed Change Proposal

We propose section 6.3 to change as the followings:
 6.3  Device DRM Time Synchronization

Devices support DRM time SHOULD attempt to re-register with the RI by initiating the Registration protocol to check their local DRM time when they try to apply a RO which has a time property.

An RI, which receives a ROAP-RegistrationRequest, and detects that the Device's time as specified in the request is inaccurate, MUST send an OCSP request to its responder, and include the nonce sent by the Device in the OCSP request. The nonce-based OCSP response returned from the OCSP responder MUST be included in the RegistrationResponse message sent back to the Device. 

A Device, which receives a ROAP-RegistrationResponse message containing a nonce-based OCSP response where the nonce in the OCSP response matches the nonce sent in the Device's ROAP-RegistrationRequest, MUST adjust its time to match the time in the producedAt component of the OCSP response, assuming the Registration protocol exchange otherwise was successful. Barring network latency and response times, the procedure described here will synchronize the Device’s DRM Time with the OCSP responder's.

To avoid excessive re-registrations and a high load on OCSP responders,

Rights Issuers MUST use the time obtained from the OCSP responders as its reference time in order to judge the inaccuracies in the Device’s DRM Time. Rights Issuers MUST assure that its reference time is consistent with the OCSP’s time.
Rights Issuers SHOULD allow for a reasonable drift in the Device’s DRM Time. Rights Issuers SHOULD provide methods to set a drift. With a view of the network latency and response time, we propose a reasonable time drift that can be defined within several  seconds.
Connected Devices and Unconnected Devices that support DRM Time should maintain DRM Time to an accuracy of 120ppm (this equates to approximately 60 minutes per year).

Connected Devices Should support DRM Time,otherwise they should not apply RO related to time.When Devices that not support DRM Time  receive a RO with time property ,they should not apply RO and  should prompt the user.
Unconnected Devices are RECOMMENDED to support DRM Time. An Unconnected Device might not support DRM Time because it is considered too onerous for a limited functionality Device, but, in order to maximize the security of the overall OMA DRM Version 2 system, implementers are encouraged to implement Unconnected Devices supporting DRM Time whenever possible. 
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