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1 Reason for Change

It is not sufficiently clear from the text in 6.1 and 6.2 that OCSP responses are required for all certificates in the chain of an RI. The editorial changes below clarify this.

2 Impact on Backward Compatibility

This is a clarification of the standard. The clarified text was the intended meaning. Implementation that have taken a less strict interpretation of Section 6.1 and 6.2 are not compliant and might need to add more certificate handling capabilities.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

None

5 Recommendation

DLDRM WG to approve this CR.

6 Detailed Change Proposal

Replace Section 6.1 and 6.2  as follows:

6.1 Certificate status checking by RI

For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST verify the signature on the request and perform a full certificate path validation for the Device certificate, including revocation status checking.


6.2   Certificate status checking by DRM Agents

A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity and status of the RI certificate and any other certificates in the RI certificate chain. To allow the Device to do the certificate status check, the RI MUST include a complete set of OCSP responses for its certificate chain when sending signed responses to the Device. The only exception to this is when the Device has sent the No OCSP Response extension in the request that triggered the RI response.

When providing OCSP responses to Devices that do support DRM time, the RI MAY disregard whether a nonce is present in an OCSP response or not. The exception to this is when the RI deems the Device's time to be out of sync during Registration, see further Section Error! Reference source not found..

To reduce the load on OCSP responders, RIs SHOULD use locally cached OCSP responses to the extent possible.

Unconnected Devices that do not support DRM Time will not be able to use time-based OCSP responses. Because of this, RIs SHOULD only use nonce-based OCSP responses (with the nonce supplied by the Device) when communicating with Unconnected Devices that do not support DRM Time.

The Device MUST verify that the OCSP-provided status of all certificates in the RI certificate chain is good. A Device MUST be able to detect that an OCSP responder certificate is non-revocable through the use of the id-pkix-ocsp-nocheck extension (see further Error! Reference source not found.).

DRM Agents MUST support all client requirements in [OMA-OCSP-MP] with the following exceptions:

· DRM Agents need not be able to generate OCSP requests

· DRM Agents need only be able to handle OCSP responses with one SingleResponse value

· DRM Agents need not support the authorityInfoAccess certificate extension (as they will not contact OCSP responders directly)

· DRM Agents need not support OCSP over HTTP/1.1 (as they will not contact OCSP responders directly)

Devices MUST be able to match a nonce sent for OCSP purposes in the ROAP protocol with a nonce in the received OCSP response.
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