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1 Reason for Change

The current version of the specification is not very clear in how to deal with the DeviceID element in several ROAP messages in case the device has more than one public key (and possibly more certificates).

This CR is a proposal for editorial changes in the specification that will make these requirements more explicit.

2 Impact on Backward Compatibility

As this CR is related to editorial changes only, there are no compatibility issues.

3 Impact on Other Specifications

As this CR is related to editorial changes only, there is no impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to modify the text of the specification as detailed in section 6.

6 Detailed Change Proposal

Section 5.4.2.1.1

Device ID identifies the Device to the RI. The only identifier currently defined is the hash of the Device's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device's certificate). The default hash algorithm is SHA-1. Other identifiers are allowed but interoperability when using them is not guaranteed. In case the device contains more than one public key it SHALL send all Device ID’s corresponding to all public keys.
Section 5.4.2.2.1

Peer Key Identifier: An identifier for a Device public key stored by the RI.  If the extension is empty, it means that the RI has already stored all DeviceID’s and corresponding Device certificate chains for this device, and the Device need not send its certificate chain in a later request message. In case the Device has sent more than one DeviceID in the DeviceHello message and the RI has sent an empty Peer Key Identifier, the RI will use the signature of the Registration Request message to determine the Device certificate chain and the corresponding DeviceID that will be used in later ROAP messages.
If the extension contains an identifier that matches one of the Device’s public keys, it means that the RI has already stored this specific Device ID and corresponding certificate chain, and the Device need not send its certificate chain in a later request message.
Keys are identified in the same way as Devices are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device's certificate). 

Section 5.4.3.1.1 

Device ID identifies the requesting Device as specified in section 5.4.2.1.1. The Device SHALL use the Device ID corresponding to the certificate used when registering with the RI.
Section 5.4.3.2.1

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the RI selects the Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU.

Section 5.4.4.1.1

Device ID identifies the requesting Device as specified in section 5.4.2.1.1. The Device SHALL use the Device ID corresponding to the certificate used when registering with the RI.
Section 5.4.4.2.1

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-JoinDomainRequest message that triggered this response.
Section 5.4.4.3.1

Device ID identifies the requesting Device as defined in section 5.4.2.1.1. The Device SHALL use the Device ID corresponding to the certificate used when registering with the RI.
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