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1 Reason for Change

Section 5.3.9, The Rights Object Payload type of OMA-DRM-DRM-V2_0-20041210-C does not explicitly state how to establish a Rights Object Payload for a rights object without a <ds:KeyInfo> element as is typically the case for a parent right. (See OMA-DRM-REL-V2_0-20041210-C, section 5.2.2: “Note that the <KeyInfo> element SHOULD be omitted if the Rights Object functions as a parent Rights Object in the inheritance case”).

This change request proposes an explicit specification for this case so that any ambiguity on the packaging of the REK key is removed.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None: This Change Request is a clarification of the DRM V2.0 Specification.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Modify the text of the DRM V2.0 specification in OMA-DRM-DRM-V2_0-20041210-C as below.
6 Detailed Change Proposal

5.3.9 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted portions of the rights.

<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

   <element name="rights" type="o-ex:rightsType"/>
   <element name="signature" type="ds:SignatureType" minOccurs="0"/>

   <element name="timeStamp" type="dateTime" minOccurs="0"/>

   <element name="encKey" type="xenc:EncryptedKeyType"/>

  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XMLDsig] and MUST be present when the RO is a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). Before performing the signature calculation, the Rights Issuer MUST canonicalize all elements the signature shall be made over, in accordance with [XC14N]. See also Section 5.3.3. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay protection, see further in section 9.4.

The <encKey> element is of type xenc:EncryptedKeyType from [XMLEnc]. It consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. If the <rights> element does not contain a <ds:KeyInfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the RO encryption key, KREK, is still required in the <encKey> element but it is not used. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> elements (if present) inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights Object intended for a Device, the child of the <ds:KeyInfo> element SHALL be of type roap:X509SPKIHash, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate. In the case of a Rights Object intended for a Domain, it will be of the type roap:DomainIdentifier, identifying the correct Domain key.

Note that the encrypted key material consists of two keys - a MAC key and a Rights Object Encryption key. A Rights Object Encryption key MUST be present, also if it is not used because the <rights> object does not contain a <ds:KeyInfo> element. For further information on packaging the MAC key and the Rights Object Encryption key, see the Key Management discussion in section 7.
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