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1 Reason for Change

This is a first contribution to the subject of offline notification of an Action Request Code (a.k.a. ARC) to an RI that is part of the Broadcast Extensions for OMA DRM.

This document describes a new mechanism to notify an ARC to the RI in offline situations, that is when there is no interactive connection between the RI and the device. When the interactivity channel is available, the device may use (ROAP) protocols according to OMA DRM 2.0. But in the case where there is no interactivity channel and only a broadcast channel, the device must be able to notify an ARC to the RI in another way. This CR describes how.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The new offline notification protocol of short device data is intended to be used without interactivity channel, c.q. in a scenario not applicable to standard OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

6.1 General context 

Since this CR is part of multiple CRs describing the registration for unconnected mode of operation, this general section describes the context of the problem and the focus in this particular CR (as stated at the end of this section)

The end user of a device might wish to formulate a particular request to the RI. He uses following specified behaviour:
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Figure 1: action request round trip

Explanation of the protocol:

· The end user of the device formulates a request and notifies this request to the user [1] as specified in this CR.

· The end user waits after the request has been notified to the Customer Operations Centre in a successful way [2].

· The RI might execute additional checks and composes the data [3].

· The RI MAY send a data message to the device to update data in the device, start the execution of a particular action to produce a desired result or to inform an error status. [4]. The protocol to do this is specified in another CR.

This CR focuses on the notification of the detailed device data (arrow number [1] in Figure 1).
6.2 Theory of operation

offline Notification of Short Devicedata protocol

N.B.: This protocol is also known as the “offline NSD protocol”, short for offline Notification of Short Data protocol.
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Figure 2: offline NSD protocol  

N.B.: Notification of device data is performed off-line. Refer to Table 2 for an overview of the possible “requests”.

Explanation of the protocol:

· The user may notify a short decimal code called the action request code (ARC) to the RI via offline methods (e.g. telephone call or SMS or else). The code SHALL be constructed as follows:
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Figure 3: Action Request Code (ARC)

Table 1: NSD action request code fields

	ARC fields
	Length (digits)
	supporting up to

	short_udn
	8
	100 Million devices

	action_code
	2
	99 action codes

	checksum
	2
	refer to A.1

	
	12
	


short_udn. The offline notification can be performed faster if the long form UDN is not used, but a shorter form instead. After first time notification of the device data to the RI, the RI MAY issue a short version of the full UDN (called short_form_udn) that is carried in the device_registration_respons message. The short_form_udn number is used to speed up the offline interaction with the RI. If this number is stored into the device, subsequent “requests” by the end user of the device can be notified offline much quicker by using the short_form_udn number concatenated by a standardised action code. 

Please note: In cases where the device needs to be identified uniquely in another network than it’s home network where it was registered, the short_udn cannot be used because the (new / different) RI does not have the short_udn in it’s database. In this case the only possibility for the hosting RI to identify the device uniquely would be via the long_udn. It is the responsibility of the device to decide when it is appropriate to use the long_udn instead, for example by comparing the Service Operations Centre (SOC) ID received with the SOC ID remembered from registration. 

action_code. Following the short_udn the user of the device can notify an action code to the RI. Following action codes are defined:

Table 2: NSD action types

	action type
	action code (d)
	described in section

	join domain
	011-020
	TBD

	leave domain
	021-030
	TBD

	re-registration (only at same RI)
	01
	TBD

	purchase
	02, while content identification is supplied by ESG.
	TBD

	resend BCRO
	03
	TBD


checksum. The constructed short_udn and action_code is appended by checksum digits. Please refer to section A.1 for an explanation of the algorithm.

An example: In order to request to re-register, a sample NSD action request code could look like:
“1660 8731 0112”. An example of a displayed message follows, where the following information is reported back to the RI
:
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Figure 3: samples of notification displays showing an ARC message

A.1 Checksum algorithms

Definition:

The checksum on the ARC is calculated by F-SDN
Take n=12, r=2 and p=11. We consider the code deﬁned by the r=2 following check equations: 

3*c1 + 6*c2 + 4*c3 +...+ 1*c12 = 0 (modulo 11)

8*c1 + 8*c2 + 6*c3 +...+ 1*c11 = 0 (modulo 11)

In other words, a string (c1,c2,...,c12) with elements from Z11is a codeword if and only if it has inner product zero (modulo 11) with both rows of the following matrix H1: 

	
	n1
	n2
	n3
	n4
	n5
	n6
	n7
	n8
	n9
	n10
	n11
	n12

	H1
	8
	8
	6
	5
	10
	5
	6
	4
	1
	4
	1
	0

	
	3
	6
	4
	2
	6
	8
	2
	1
	2
	4
	0
	1


Error detection simply takes place by checking if the received word r = (r1,r2,...,r12) satisﬁes the two parity check equations. Encoding can for example be done as follows: choose c1,c2,...,c10 in any way. If we deﬁne

c11 = - ( 3*c1 + 6*c2 + 4*c3 +...+ 4*c10) modulo 11

c12 = - ( 8*c1 + 8*c2 + 6*c3 +...+ 4*c10) modulo 11

then (c1,c2,...,c12) is a codeword. We can view c11 and c12 as parity check digits. Note that we may restrict c1,c2,...,c10 to be any of the numbers 0,1,2. . . ,9. Any of the two parity check digits can be ’10’. This ’10’ can be represented by an alphanumerical character different from 0,1,. . . ,9, for example X or Z. 

Decoding is done by:

c11 = ( 3*c1 + 6*c2 + 4*c3 +...+ 1*c12) modulo 11

c12 = ( 8*c1 + 8*c2 + 6*c3 +...+ 1*c11) modulo 11

From this table, we draw the following conclusions. 

· All single and double substitution errors are detected. 

· All single and double transposition errors are detected. 

· Any combination of a substitution error in position 12, and transposition error in positions not involving position 12 is detected. 

· A substitution error not in position 12 ”matches” exactly one one transposition er-ror. About 1% not detected. 

where a transposition is ab => ba and a substitution is a => b.

Example:

N.b.: following example illustrates the use of the algorithm on valid ARC as input number :

	position (n)
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	

	input number
	1
	6
	6
	0
	8
	7
	3
	1
	0
	1
	
	
	choose a digit (0..9)

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	matrix
	8
	8
	6
	5
	10
	5
	6
	4
	1
	4
	0
	1
	line for C12 & S12

	
	3
	6
	4
	2
	6
	8
	2
	1
	2
	4
	1
	0
	line for C11 & S11

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	coding
	checkdigit = -sum(n1..n10) mod 11

	C11
	3
	36
	24
	0
	48
	56
	6
	1
	0
	4
	
	
	9

	C12
	8
	48
	36
	0
	80
	35
	18
	4
	0
	4
	
	
	9

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	codeword
	1
	6
	6
	0
	8
	7
	3
	1
	0
	1
	9
	9
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	

	decoding
	checkdigit = +sum(n1..n11 or n12) mod 11

	S11
	3
	36
	24
	0
	48
	56
	6
	1
	0
	4
	9
	0
	0

	S12
	8
	48
	36
	0
	80
	35
	18
	4
	0
	4
	0
	9
	0


.



































































































































































� Note: It is the sequence of the defined values that is specified. The use of dashes as the delimiter is shown with an example placement to be consistent with the examples used elsewhere in this specification. The text portion of this screen is shown as an example only; there is no implied requirement to duplicate the exact wording or formatting shown. The numeric fields MUST be included as defined above (please note: the short UDN will only be displayed after the first registration, when that data MAY available for display
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