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1 Reason for Contribution

The Pre-downloading media object use case and the removing media object use cases were agreed to be included in the DLOTAv2.0 RD, and these detailed solutions were introduced by NTT DoCoMo (OMA-DLDRM-2004-0236-Support-of-Notifications-for-DLOTAv2) at the OMA Barcelona meeting.

This input contribution proposes actual texts for the DLOTAv2.0 technical specification (TS) to support the use cases.
2 Summary of Contribution

The input contribution proposes to add new status codes and download descriptor attributes. The input contribution also proposes additional texts to the draft OMA DLOTAv2.0 TS (OMA-TS_DLOTA-V2_0-20050113-D.doc) to support following use cases.
· Pre-downloading media object

· Removing media object
3 Detailed Proposal
Editors Note: In Section 5.2.
5.2 Object Installation process

Object installation is the process by which a Media Object is downloaded onto the device and made available for execution or rendering. 

To install a Media Object, the Download Agent that is responsible for the processing of the Download Descriptor performs a number of actions, and SHOULD provide the user with appropriate feedback would one of the actions fail. It MUST also use the Status Report mechanism (if requested in the Download Descriptor) to give the server infrastructure feedback about a possible failure of the download event, and MUST use the mechanism to report on a successful installation.

There are three notifications.  Each of which is used to give the server entities a crude understanding of the status of a download operation.  It is in many cases important feedback to a service to learn how many media objects are downloaded and installed, or that a large number of devices reject the content, or that a large number of users abort the download when presented with a formal description of the media object.
· Download Completion Notification
The download completion notification indicates to the server that the Download Agent has successfully downloaded the Media Object.  In this state, the media object is yet to be available to the user.  This notification is often used to achieve the pre-downloading media objects use case [DLREQ].
· 
Installation Notification
The installation notification indicates to the server that the Download Agent has successfully installed the Media Object, and the media object (to the best knowledge of the Download Agent) will be made available to the user.  The installation notification also indicates to the server that the Download Agent has an error to install the Media Object.
· Deletion Completion Notification
The deletion completion notification indicates to the server that the media object has removed from the device, and the media object (to the best knowledge of the Download Agent) will not be available to the user.





Table 1. Installation status code and associated message

	Status Code
	Status Message
	Informative description of Status Code usage

	900
	Success
	Indicates to the service that the media object was downloaded and installed successfully. 

	901
	Insufficient memory
	Indicates to the service that the device could not accept the media object as it did not have enough storage space on the device. This event may occur before or after the retrieval of the media object.

	902
	User Cancelled
	Indicates that the user does not want to go through with the download operation. The event may occur after the analyses of the Download Descriptor, or instead of the sending of the Installation Notification (i.e. the user cancelled the download while the retrieval/installation of the media object was in process).

	903
	Loss of Service
	Indicates that the client device lost network service while retrieving the Media Object.

	905
	Attribute mismatch
	Indicates that the media object does not match the attributes defined in the Download Descriptor, and that the device therefore rejects the media object. 

	906
	Invalid descriptor
	Indicates that the device could not interpret the Download Descriptor. This typically means a syntactic error.

	912
	Deletion Completion
	Indicates that the media object is deleted from the device.

	951
	Invalid DDVersion
	Indicates that the device was not compatible with the “major” version of the Download Descriptor, as indicated in the attribute Version (that is a parameter to the attribute Media).

	952
	Device Aborted
	Indicates that the device interrupted, or cancelled, the retrieval of the media object despite the fact that the content should have been executable on the device. This is thus a different case from  "Insufficient Memory" and "Non-Acceptable Content" (where the device has concluded that it cannot use the content).

	953
	Non-Acceptable Content
	Indicates that after the retrieval of the media object, but before sending the installation notification, the Download Agent concluded that the device cannot use the media object.

	954
	Loader Error
	Indicates that the URL that was to be used for the retrieval of the Media Object did not provide access to the Media Object. This may represent for example errors of type server down, incorrect URL and service errors.

	955
	Reservation Error
	Indicates that the Download Agent was not able to execute the download transaction at the designated time,

	956
	Download Completion
	Indicates that the Media Object is correctly downloaded to the Download Agent.  In this state, the media object is yet to be available to the user.


Editors Note: Create a new section
5.2.5   Step 6; Sending Download Completion Notification
The purpose of the download completion notification is to provide the download server with an indication that the Media Object has been properly downloaded.  In this step, the media object is yet to be available to the user.  Since the download completion notification function is optional, this step may be skipped.
This step, the sending of the Download Completion Notification, is valid only in the cases where it has been explicitly requested through the use of the attribute downloadNotifyURI in the Download Descriptor.

If the downloadNotifyURI attribute is present in the Download Descriptor, the Download Agent MAY send the Download Completion Notification (956) status report to the address defined in the downloadNotiryURI attribute.  If the downloadNotiryURI attribute is missing from the Download Descriptor then no Status Report can be sent.
The Download Agent SHOULD NOT send the status codes other than the Download Completion Notification (956) status report.  The Download Agent SHOULD use the InstallNotifyURI to send such error status codes.
How to send the Download Completion Notification is the same as sending the install notification as explained in section 5.3.

Editors Note: In section 5.2.6.
5.2.7  Step 8; Sending Installation Notification

This step, the sending of the Installation Notification, is valid only in the cases where it has been explicitly requested through the use of the attribute InstallNotifyURI in the Download Descriptor.

The purpose of the Status Report mechanism is to provide the download server with an indication that the Media Object has been properly received and installed. This functionality is available as the success or failure of the installation of a Media Object may be critical to execute certain business models within the content service realm.
This step, the sending of the Instillation Notification, is valid only in the cases where it has been explicitly requested through the use of the attribute InstallNotifyURI in the Download Descriptor.

If the InstallNotifyURI attribute is present in the Download Descriptor, the Instillation Notification status report MUST be sent to the address defined in the InstallNotifyURI attribute. If the InstallNotifyURI attribute is missing from the Download Descriptor then no Status Report can be sent.
If the network service is lost during installation, an Error Code “Loss of Service” MUST be used in a Status Report if possible (it may be impossible to deliver the status report due to the network-service outage).
The installation status is reported by the use of the schema defined in the InstallNotifyURI attribute. The Download Agent MUST at a minimum support either [W-HTTP] or [WSP] protocols. If the scheme is HTTP then an HTTP POST request to the defined URL is performed. The HTTP scheme MUST be supported. However, if the transfer of the Media Object has been performed using a different scheme than HTTP then the Download Agent MUST be able to execute also the installation notification using this same scheme. 

In case the defined scheme of the Installation Notification is HTTP or HTTPS then the content of the body of the POST request MUST include on the first line a status code and status message. The table  “Installation Status Code and Associated Message” in Section 5.2 lists the valid status message codes and messages. The Section 5.3.1 defines the format of the installation notification.

The Media Object MUST NOT be released for use at the device unless the sending of the installation notification succeeds (in case the InstallNotifyURI has been defined in the Download Descriptor). 

The sending of the Installation Notification is regarded as successful if the Download Agent receives a reply from the server with any 200-series response code. All other HTTP-response codes (100-, 300-, 400- and 500-series HTTP-response codes) MUST be handled as either temporary or permanent errors. The Download Agent MUST implement the behaviour associated with response codes representing temporary errors (for example “401” and “407”) as defined in [RFC2616].

The exception to the logic defined above is the semantics of a “Well-Intentioned Attempt”. If the well-intentioned Installation Notification attempt brings no response from the server then the Download Agent MUST equal the situation to the reception of a 200-series response code. This may for example occur in the situation when the Download Agent experiences a timeout before the response is received. The time to wait for the HTTP-Reply is implementation specific.
No content body should be returned in the HTTP reply to the device and, if any is sent, the Download Agent MUST ignore the body part. If a request brings no response, the request MAY be retried, but it SHOULD NOT be retried if any response is received (except in case, e.g. “401 unauthorised”, the reply prompts a modified retry).

If no well-intentioned attempt can be made then the device MUST NOT allow for the use of the media object. The device MUST indicate to the user that the download failed and remove the content from the device. 

5.2.1.1 Installation Notification semantics

An important aspect of the Installation Notification mechanism in the Download Descriptor is to prevent a situation where the server has “knowledge” that the transaction completed, but the client perceives the transaction as failed (and doesn’t release the Media Object for use in the device). This logic has to function properly also in situations where a proxy separates the Download Agent and the download server.

The implementation of the Download Agent in the device MUST make at least one well-intentioned attempt to send the Installation Notification to the address defined in the InstallNotifyURI attribute. By “well-intentioned” is meant an attempt where the network connection is known (to the extent possible) to be present. If such “well-intentioned” attempt cannot be made, despite multiple retries, then the media object MUST immediately be removed from the device.

Editors Note: New Section.
5.2.10.   Step 10; Sending Deletion Notification
The purpose of the Deletion Completion Notification is to provide the download server with an indication that the Media Object has been removed from the device.
This step, the sending of the Deletion Completion Notification, is valid only in the cases where it has been explicitly requested through the use of the attribute deleteNotifyURI in the Download Descriptor.

If the deleteNotifyURI attribute is present in the Download Descriptor, then the Download Agent MAY send the Deletion Completion (912) status report to the URI that was designated by the deleteNotifyURI attribute.
The Download Agent SHOULD NOT send the status codes other than the Deletion Completion (912) status report.  The Download Agent SHOULD use the InstallNotifyURI to send such error status codes.

How to send the download completion notification is the same as sending the install notification as explained in section 5.3.

The Download Agent SHOULD allow users to remove media objects.  When a media object is to be removed from the device, the user SHOULD be prompted to confirm that the media object may be removed.  The Download Agent SHOULD warn the user of any special circumstances that arise during the deletion of the media object.  For example, the media object is part of compound objects, and the user SHOULD be made aware that part of the compound objects are being removed.
Editors Note: In section 6
5. Download Descriptor
downloadNotifyURI
	Name
	downloadNotifyURI

	Definition
	The URI (usually URL) to which a completion of download is to be sent.

	Status
	Download Descriptor: Optional. User Agent: Optional

	Datatype
	URI

	Refinement
	-

	Comment
	The Download Server MAY include the downloadURI attribute into the Download Descriptor if it wants to receive the download completion status report from the Download Agent.
If the attribute is defined then the Download Agent MAY send a download completion status report in the case of download completion. The status code is as defined in table 1 (Section 5.2 Object Installation Process). 

If the attribute is missing then no installation status report can be issued, neither for success nor for failure.


deleteNotifyURI
	Name
	deleteNotifyURI

	Definition
	The URI (usually URL) to which a delete completion is to be sent.

	Status
	Download Descriptor: Optional. User Agent: Optional

	Datatype
	URI

	Refinement
	-

	Comment
	The Download Server MAY include the deleteNotifyURI attribute into the Download Descriptor if it wants to receive the deletion completion status report from the Download Agent.
If the attribute is defined then the Download Agent MAY send the deletion completion status report in the case of deletion completion. The status code is as defined in table 1 (Section 5.2 Object Installation Process). 

If the attribute is missing then no installation status report can be issued, neither for success nor for failure.


4 Intellectual Property Rights Considerations

No IPR implications known.

5 Recommendation
DLDRM WG agrees to include the proposal into the draft OMA DLOTAv2.0 technical specification (OMA-TS_DLOTA-V2_0-20050113-D.doc).


























































































�DLDRM needs further discussion on how to handle error status codes.


�DLDRM needs further discussion on how to handle error status codes.
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