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1 Reason for Change

The CR “OMA-DLDRM-2005-0113-Examples-KeyInfo-Fix” was submitted on 08 April 2005. With further discussion on this CR, it was felt that there is need to change REL schema for <EncryptedKey> element with respect to <KeyInfo> element to be compliant with that of w3c defined at http://www.w3.org/TR/xmlenc-core/. This is important from interoperability perspective. The changes needed for REL specification are addressed in CRs 0117 and CR 0123. This CR gives the changes needed for Examples in Appendix G.

This revision is further to discussion with Mr Oliver Bremer of Nokia that a CR should not supersede previously approved CRs and clear explanation given by Alex Zhao for the change:

In Section G1.6: In the current example:
 

<ds:KeyInfo>

       <xenc:EncryptedKey>                                
                               <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>
                            <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>                               
 </ds:KeyInfo> 
 

This is pathological from processing point of view. When we enter <ds:KeyInfo> node, we first encounter <xenc:EncryptedKey> element, which after transformation should produce the clear text CEK. However, the key (KREK) to perform kw-aes128 operation needs to come from the tag <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>, which <xenc:EncryptedKey> is not aware of. Therefore, processing of <xenc:EncryptedKey> cannot succeed. If we continure and encounter the <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/> node, we would be able to retrieve the concatnated KMAC and KREK. To make this work for us, we would then have to step back to do the kw-aes128 with the key just retrieved. At least in the case of xmlsec library (http://www.aleksey.com/xmlsec/), this is not what happens. KMAC and KREK will be returned once we exit <ds:KeyInfo> tag. 
Logically speaking, <ds:RetrievalMethod> is meant to produce the key for kw_aes128, it should therefore be wrapped inside another <ds:KeyInfo> element and live inside the <xenc:EncryptedKey> element. 
2 Impact on Backward Compatibility

N/a

3 Impact on Other Specifications

None
4 Intellectual Property Rights Considerations

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification. 
6 Detailed Change Proposal

G.1.6    RO Response

The response is a Rights Object intended for the recipient only. Note that the response indicates that the Rights Object is stateful.

<?xml version="1.0" encoding="utf-8"?>

<roap:roResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <protectedRO>

        <ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0">

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                        <ds:KeyInfo>

                            <xenc:EncryptedKey>
                                <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>
                                <ds:KeyInfo>
                                    <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

                                </ds:KeyInfo>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>


                        </ds:KeyInfo>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

            <encKey Id="K_MAC_and_K_REK">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

        </ro>

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod 

          Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

                <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>

    </protectedRO>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="roap:TransactionIdentifier">

            <id>09321093209-2121</id>

        </extension>

    </extensions>

    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>

G.1.7   Domain RO

The Domain RO may be sent separately, as here, or within a ROAP-ROResponse.

<?xml version="1.0" encoding="UTF-8"?>

<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="1.0"

      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>

    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.0</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>
            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

            <ds:KeyInfo>
               <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

             </ds:KeyInfo>
            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>


          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod 

          Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

        <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

  </ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>
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