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1 Reason for Change

In section 8.6.2.1, the processing rules for installing Domain RO are specified. It is specified which checks SHALL (or in one case SHOULD) be performed but it does not specify what shall be done if the check fails.

This CR is an attempt to correct this.
2 Impact on Backward Compatibility

Backward compatibility is questionable because it is not clear what functionality has been implemented in current devices.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to adopt the modifications in the text as detailed in section 6.

6 Detailed Change Proposal

Section 8.6.2.1 Installing a Domain RO

When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and SHOULD register with the RI by sending a ROAP-DeviceHello request to the URL specified in the riURL attribute of the roap:ROPayload. The Device MUST acquire the user's consent prior to initiating the protocol.

The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending a request to the RightsIssuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST compare the <domainId> field within the Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainId> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain Ro.

2. The <domainId> field matches the first 17 digits of a Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domainId. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the URL specified in the riURL attribute of the roap:ROPayload (see section Error! Reference source not found.). The Device SHOULD perform this action silently, if the user has given permission for silent communication with this RI. If the user has not given permission for silent communication, the Device MUST acquire the user's consent prior to sending the request, but SHOULD present messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain. If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 
3. The <domainId> field does not match a Domain identifier in any valid Domain Context already established with the RI. The Device MAY attempt to join the Domain by sending a ROAP-JoinDomainRequest to the URL specified in the riURL attribute of the roap:ROPayload. The Device MUST acquire the user's consent prior to sending a request. If the JoinDomain protocol is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 
When an RI receives a ROAP-JoinDomainRequest, it will decide (using its own criteria) whether to allow the Device to join the Domain or not. If the RI chooses to allow the Device to join the Domain then the RI MUST return a successful ROAP-JoinDomainResponse to the Device. In the event that the RI chooses not to allow the Device to join the Domain, the Device MAY request a Device RO by sending a request to the RightsIssuerURL in the relevant DCF.

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). If this verification fails, the Device SHALL NOT install the Domain RO. In this case the Device MAY request another RO by sending a ROAP-RORequest to the URL specified in the riURL attribute of the roap:ROPayload. 

If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain. 

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the Domain RO, the Device MUST remove the Domain RO from the DCF and discard it. The Device MAY request a valid RO for the DCF by sending a request to the RightsIssuerURL in the DCF.
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