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1 Reason for Change

The first paragraph in the section 5.3.8 of the DRM specification describes
The ProtectedRO type is a sequence of an <ro> element of type roap:ROPayload and a <mac> element carrying a MAC value over the <ro> element. The ProtectedRO type is used to carry protected Rights Objects in ROAP-ROResponse messages and Domain ROs (when sent in DCFs or separately).

​​​​​​​​​​​​​​​​​​​​

The second sentence means that only Domain ROs in DCFs can use the ProtectedRO type that can be inserted into a DCF. However, after the discussion on CR0099(Installing DeviceRO), we concluded that a DCF can hold either a protected Domain RO or protected Device RO. 
This CR is an attempt to correct this.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to modify the text in section 5.3.8.

6 Detailed Change Proposal

5.3.8      The Protected Rights Object type

The ProtectedRO type is a sequence of an <ro> element of type roap:ROPayload and a <mac> element carrying a MAC value over the <ro> element. ProtectedRO can be sent separately or included in a ROAP_ROResponse message or a DCF.
<element name="protectedRO" type="roap:ProtectedRO"/>

<complexType name="ProtectedRO">

  <sequence>

    <element name="ro" type="roap:ROPayload"/>

    <element name="mac" type="ds:SignatureType"/>

  </sequence>

</complexType>

The <ro> element is described in the next section.

The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType from [XMLDsig]. Before applying the processing rules as defined in [XMLDsig], the Rights Issuer MUST canonicalize the <ro> element in accordance with [XC14N]. See also Section 5.3.3. 

The URI attribute of the <ds:Reference> element of the <ds:SignedInfo> child element of the <mac> SHALL reference the <ro> element by having the same value as the id attribute of the <ro> element. The URI attribute of the <ds:RetrievalMethod> element of the <ds:KeyInfo> child element of the <mac> SHALL reference a wrapped MAC key in the <ro> element’s <encKey> child element by having the same value as the Id attribute of the <encKey> element.

The MIME type for the Protected Rights Object is application/vnd.oma.drm.ro+xml.

The file extension for the Protected Rights Object MUST be “.oro”.
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