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1 Reason for Change

Since a Parent RO or a RO bound to a Group ID do not reference real Content directly, DCF hash should not be present in such ROs. Also, Transaction Identifier should not be present in a RO Response that contains a Parent RO or a RO bound to a Group ID.

These requirements for a RO bound to a Group ID are clear in the specification. However, the same is not very clear for a parent RO.

This CR aims to clarify the usage of a DCF hash value in a Parent RO and usage of Transaction Identifier in a RO Response containing a Parent RO. This CR also clarifies that a Device needs to perform Content Integrity check only if DCF hash is present in a RO.
2 Impact on Backward Compatibility

N/a
3 Impact on Other Specifications

None
4 Intellectual Property Rights Considerations

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.
6 Detailed Change Proposal

1.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in [DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended Devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as described in Section 7.2 to ensure that only the intended Devices may access the CEK and therefore the Protected Content.

For integrity protection of the DCF, a cryptographic hash value of the DCF MAY BE generated and inserted into the Rights Object. This hash value MUST BE generated according to the DCF hash calculation procedure specified in section 12.4. If the Rights Object contains a DCF hash value, DRM Agents in client Devices MUST verify that this hash value is identical to the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent MUST prohibit the DCF from being decrypted and used. In a progressive download scenario, the DRM Agent can complete hash verification only after the complete DCF has been received and possibly after DCF decryption has started. The DRM Agent MUST discontinue DCF decryption and use, if the hash verification fails.

9.5 Parent Rights Object

A Rights Object may inherit Permissions from another Rights Object, using the <inherit> syntax as specified in [DRMREL-v2]. This mechanism can be used, for example, to specify rights for content acquired as part of a subscription. 

In this section, the Rights Object that inherits permissions is referred to as a Child Rights Object (C-RO). The Rights Object that contains the Permissions that are inherited is referred to as a Parent Rights Object (P-RO).

Client Devices MUST verify that the Child Rights Object and its related Parent Rights Object were issued by the same Rights Issuer before the associated content is made available to the user.
A Parent Rights Object MUST NOT contain any DCF hash value, as described in Section 9.1 since a Parent Rights Object does not reference any DRM Content directly. 

5.4.3.2 RO Response

The ROAP-ROResponse message is sent from the RI to the Device either in response to a ROAP-RORequest message (two-pass variant) or by RI initiative (one-pass variant). It carries the protected ROs.

5.4.3.2.1 Message description

.

.

.

Extensions: The following extensions are defined for the ROAP-ROResponse message:
· Transaction Identifier: Allows an RI to provide a Device with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF). The RI MUST NOT include a TransactionIdentifier ROAP extension in the ROResponse when the ROResponse contains a Parent RO as specified in section 9.5 or a RO bound to a GroupID as specified in section 9.7. Upon reception of a ROResponse containing a TransactionIdentifier ROAP extension and a Parent RO or a RO bound to a GroupID, a Device MUST ignore the TransactionIdentifier ROAP extension.
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