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1 Reason for Change

In section 5.3.5 we can read:

The generation and delivery of any kind of Response message is conditioned by the RI and its policies. The RI MAY deny access to its resources. If this happens, the RI MUST close the protocol gracefully by sending the Device the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given RI are out of the scope of this specification.

For instance, the Rights Issuer might deny access when a Device tries to obtain a Rights Object for a second time, or when a domain is joined automatically and the request cannot be allowed at that moment.

When this occurs, the Rights Issuer has no opportunity to help the User to solve the problem. The Device is only capable of displaying ‘cryptic’ error messages, but this also will not help the User to recover from the error. This will result in a bad user experience.

The Rights Issuer should have better options for communicating with the User, for instance by adding additional text to the error message, or by providing a redirection to a Right Issuer controlled web site. A redirection by the Rights Issuer could provide the user with context sensitive support information on the error, and how to start recovering from such error.

Using the NextURL of OMA DLOTA v1 is not a feasible solution, as not all ROAP exchanges are initiated within the context of OMA DLOTA or even a ROAP trigger. Also it makes it much harder for the Rights Issuer to provide context sensitive support.

2 Impact on Backward Compatibility

None. User experience will not improve when a device would not support the new attributes.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.

6 Detailed Change Proposal

This section contains changes to the original text of the OMA DRM specification. The changes are marked with Change bars.

Changes for section 5.3.5: The Response type

All ROAP responses are defined as extensions to the abstract Response type. The elements of the Response type therefore apply to all ROAP responses.  All responses contain a status attribute that indicates whether the preceding request was successful or not. 

<complexType name="Response" abstract="true">

    <attribute name="status" type="roap:Status" use="required"/>

    <attribute name=”errorMessage” type=”string”/>
    <attribute name=”errorRedirectURL” type=”anyURI”/>

</complexType >

The generation and delivery of any kind of Response message is conditioned by the RI and its policies. The RI MAY deny access to its resources. If this happens, the RI MUST close the protocol gracefully by sending the Device the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given RI are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the RI MAY add an additional errorMessage attribute containing a RI defined description of the error. Also, in case the status attribute is not equal to “Success”, the RI MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the RI adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Device SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Device SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser. 
Changes for section 5.3.6: The Status type

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

When possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.3.5.

These error messages are valid in all ROAP-Response messages unless explicitly stated otherwise.

Changes ROAP Schema (OMA-DRM-ROAP-V2_0-20050420-C.xsd)

<complexType name="Response" abstract="true">

<attribute name="status" type="roap:Status" use="required"/>

  <attribute name=”errorMessage” type=”string”/>

  <attribute name=”errorRedirectURL” type=”anyURI”/>

</complexType>
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