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1 Reason for Change

To be able to build a system that contains OMA DRM v2, the DRM v2 specification must define hooks that can be used by system integrators. One such hook is explicitly defined, namely the ROAP trigger. But in some cases this is not enough to have proper system integration.

For specific functionality, the System integrator needs to pass information from the Store-front/Portal (the location where the User purchases content) to the ROAP server (part of the RI that handles the ROAP protocol). This information is needed to validate the incoming ROAP request, for instance a RORequest. To validate, the ROAP server must link the request to some kind of transaction database. The transaction database must not be part of the DRM specification, nor should be the exact validation details. But somehow, the ROAP server must be given data that identifies the correct transaction.

Currently, there is no well-defined mechanism to pass extra data to the ROAP server. To ensure interoperability, the DRM v2 specification must define such mechanism. It should not define the format of the data passed.

The specification has however some fields that can be used for passing data. One obvious mechanism could be the ROAP URL. A ROAP URL is a URL that is used by the Device to POST ROAP PDU’s.  This URL can contain extra arguments that are system dependant. At least one example (G.1.12) in the current specification actually shows how to do this. The problem with using this mechanism is that the usage of the ROAP URL is not well-defined, and even contradicting. 

An example of this might be the next scenario:

1. A device receives an ROAcquisitionTrigger from an RI for which it does not have a RI context.

2. As required by 5.2.1, the device sends a DeviceHello request and receives the RIHello response. Then the device sends a RegistrationRequest and receives a RegistrationResponse. All the ROAP requests send by the device are send to the roapURL as provided by the trigger.

3. After the RegistrationResponse has been processed, then the device has an RI context, with an riURL.

4. Now the device wants to send the RORequest. At this point, the device has two choices: send the request to roapURL, or the riURL from the newly established RI context.

The reasoning why there may be different interpretations is due to the generic wording of the use of the riURL:

“RI URL: if the ROAP-RegistrationRequest message was successful (Status=Success) then the RI URL parameter indicates the URL that SHOULD be stored in the RI Context. This URL SHOULD be used by the Device in later interactions with the RI to send ROAP requests.”

One can argue that this means that the RORequest is to be send to this riURL (“it is a later interaction with the RI to send a ROAP request…”), but because it is part of the 2-pass RO Acquisition protocol, one can also argue that the device should keep sending also this RORequest to the roapURL. One could even argue that both URL’s should be used at the same time.

For providing the data channel for the server, it is essential that this choice is well-defined and in favour of the ROAP trigger.

In discussions we have found no other interpretation than that in all interactions between the device and the RI that occur due to a ROAP trigger (i.e. registration, join/leave domain and RO acquisition – with any implicitly triggered protocol – the ROAP requests from the device are send to the roapURL from the ROAP trigger, regardless of the presence of any valid RI context (with riURL). 

All ROAP requests initiated by the device itself (i.e. not initiated by a ROAP trigger – including the registration protocol that is implicitly triggered as part of handling a ROAP trigger) are to be send to the riURL from a valid RI/Domain Context.

This CR tries to remove all ambiguities on the usage of ROAP URL’s. It also tries to define the legitimate use of the URL for passing data, by defining/using a prioritization list of ROAP URL’s that must be used whenever a URL to perform ROAP on is selected. The URL prioritization list used for this CR is:

1. roapURL in ROAP trigger for any ROAP exchange explicitly or implicitly triggered by such trigger. Explicitly means the PDU that is explicitly refered to by the trigger. Implicitly triggered refers to 4 pass registration in case of any trigger except the registration trigger, or to a join domain in case of an RO acquisition trigger.
2. the riURL in the RI/Domain Context
The implicit JoinDomain for a RO acquisition trigger, that is currently defined in section 8.6.2.1, is made more explicit for handling ROAP triggers, to be able to define a well-defined lifetime for the ROAP trigger.

2 Impact on Backward Compatibility

Existing implementations have to be adapted regarding ROAP URL priority handling.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.

6 Detailed Change Proposal

3.2 Definitions

	ROAP URL
	A URL according to [RFC2396] that is specifically used by a Device for exchanging ROAP PDU’s with a Rights Issuer.

	
	


5.1.7 ROAP URL’s

The value of ROAP URL’s MUST be a URL according to [RFC2396], and MUST be an absolute identifier. A Device MUST use the URL without modification, and SHOULD not try to interpret the URL in anyway except for the scheme and authority components as defined in [RFC2396].

A Rights Issuer MAY add additional arguments to the ROAP URL. Such arguments could for instance be used to match an incoming ROAP request with a transaction known to the RI. What data can be passed is outside the scope of this specification.

ROAP URL’s from ROAP triggers take precedence over other ROAP URL’s, and MUST be used for all explicitly and implicitly triggered ROAP protocols. The lifetime of the ROAP trigger is defined to end as soon as the explicitly triggered ROAP PDU is send and a Response is received. 

Which protocols might be implicitly triggered by a ROAP trigger is summarized in the next table. See section 5.2.1

	ROAP Protocol
	Possible implicit ROAP protocols

	4 pass Registration
	-

	2 pass RORequest
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error. 
2 pass JoinDomain if Domain Context is unavailable, not of correct generation, or invalid. 

	1 pass ROResponse
	-

	2 Pass JoinDomain
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error.

	2 Pass LeaveDomain
	4 pass Registration if RI context is unavailable or invalid, or in case of a DeviceTime or NotRegistered Error.


When a ROAP trigger is unavailable the riURL from the RI/Domain Context MUST be used. By using such context riURL a Device is able to perform unsolicited ROAP protocols to, for instance, leave a domain.
5.2.1 The ROAP Trigger

…..

The <riID> element identifies the RI as specified in Section Error! Reference source not found.. For triggers besides the <registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element. If the implicitly triggered Registration Protocol does not lead to a valid RI Context, then the DRM Agent MUST discard the trigger.
….

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element. The <roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.7
). The bulleted list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element. 

· If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU.

· If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU.

· If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU.

· If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU.

The <domainID> element MAY be included in certain ROAP triggers.  If included, the Device MUST incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries an <roAcquisition> element that includes a <domainID> element and the Device does not have a valid Domain Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.3.5
.
Before a Device performs this implicitly triggered JoinDomain, it must ask the User for consent depending on a possible available Domain Context:

· The <domainID> element matches a Domain identifier in any valid Domain Context already established with the RI except of the domain generation part:

If the user has given permission for silent communication with this RI, the JoinDomain can be performed silently. If the user has not given permission for silent communication, the Device MUST acquire the user's consent prior to sending the request, but SHOULD present messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain.
· The <domainID> element does not match a Domain identifier in any valid Domain Context already established with the RI:

The Device MUST acquire the user's consent prior to sending a request.
….

5.3.6 The Status type

….

DeviceTimeError indicates that a Device request was invalid due to the Device’s DRM Time being inaccurate as assessed by the Rights Issuer. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse. The Device SHOULD initiate the 4-pass Registration protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also section 5.1.7. The Device MUST have user consent to contact the RI, in the same way as for processing ROAP triggers as specified in section  0.
 

NotRegistered indicates that the Device tried to contact an RI which does not have any registration information stored for the Device. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse. The Device SHOULD initiate the 4-pass Registration protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also section 5.1.7. The Device MUST have user consent to contact the RI, in the same way as for processing ROAP triggers as specified in section 0
.

….

5.4.2.4.1 Message description
….

RI URL: if the ROAP-RegistrationRequest message was successful (Status=Success) then the RI URL parameter indicates the ROAP URL that SHOULD be stored in the RI Context. This URL can be used by the Device in later interactions with the RI to send ROAP requests. Section 5.1.7 defines the rules for ROAP URL selection. The value of the parameter MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

….

The stored RI Context SHALL at a minimum contain: Device ID, riURL, RI ID, Selected Version, Selected Algorithms, and a Certificate Caching indication if the RI has stored the Device certificate or not (all this information is carried in the ROAP-RIHello message). The RI Context MAY also contain RI certificate validation data, OCSP responder key and the current set of OCSP responses. The RI Context SHALL also contain an RI Context Expiry Time, which is defined to be the RI certificate expiry time. For Unconnected Devices that do not support DRM Time, the RI Context is infinite i.e., it does not have an expiry time. If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the Registration protocol using the URL as defined by the selection mechanism in section 5.1.7. The Device SHALL have at most one RI Context with each RI. An existing RI Context SHALL be replaced with a newly established RI Context after successful re-registration with the same RI.

….

8.4 Device Leaves a Domain

In order for a Device to leave a Domain, it must assure the RI that it has deleted all information about the Domain that enables it to use any ROs for the Domain. When leaving a Domain a Device MAY, but is not required to, remove the corresponding Domain ROs and associated Content.  The Device SHOULD obtain user confirmation before deleting Domain ROs and associated Content.

A Device MUST execute the Leave Domain protocol (see Error! Reference source not found.
) to leave a Domain. A Device may do this by sending a LeaveDomainRequest message to the riURL as stored in the Domain Context or as a result of receiving a <leaveDomain> ROAP Trigger. The riURL from a <leaveDomain>  ROAP trigger MUST be used if  the LeaveDomain is triggered by a ROAP trigger (See section 5.1.7).
Prior to sending a Leave Domain Request, the Device MUST ensure that the corresponding Domain Context is deleted.

==== Below text is based on CR146R04. =====================================

8.6.2.1 Installing a Domain RO

When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. An HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. It should be noted that in the event that a JoinDomain ROAP Trigger is returned and the Device does not have a valid RI context then the Device MUST automatically register with the RI (as specified in section 5.2.1
) prior to sending a JoinDomainRequest message. 

The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST compare the <domainId> field within the Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainId> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.

2. The <domainId> field matches the first 17 digits of a Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domainId. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the riURL  in the Domain Context. The Device SHOULD perform this action silently, if the user has given permission for silent communication with this RI. If the user has not given permission for silent communication, the Device MUST acquire the user's consent prior to sending the ROAP-JoinDomainRequest, but SHOULD present messages to the user indicating that the ROAP-JoinDomainRequest is for Domain upgrade and not for joining an entirely new Domain. 

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 

3. The <domainId> field does not match a Domain identifier in any valid Domain Context already established with the RI.  The Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device MUST acquire the user’s consent prior to sending the HTTP GET request. 

At the point where the Device sends an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger.  As a result of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the Device to join the Domain or not and SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In the event that the RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a Device RO. 

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). If this verification fails, the Device SHALL NOT install the Domain RO. In this case the Device MAY initiate the process of acquiring a new Rights Object by sending a HTTP GET request to the RightsIssuerURL in the relevant DCF

If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain. 

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the Domain RO, the Device MAY leave the Domain RO as is within the DCF. The Device MAY request a valid RO for the DCF by sending an HTTP GET request to the RightsIssuerURL in the DCF.
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