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1 Reason for Contribution

During the joint BAC-DLDRM/SEC meeting in San Diego the SEC group agreed to work with the DLDRM group to recommend appropriate security mechanisms for DLOTAv2.  This input outlines some of the threats that the recommended solution(s) should provide protection against. To enable SEC to make a recommendation based on these possible threats we also provide a priority list of use cases.
2 Summary of Contribution

This input provides details of the threats that DLOTAv2 security should provide protection against and it also outlines the use cases that are dependant in some way upon DLOTAv2 security.
3 Detailed Proposal

1. General

OMA Download Over-the-Air (OTA) defines procedures for enabling the downloading of media objects hosted on a server to a client. Download OTA version 2.0 is an evolution of the Download OTA version 1.0 protocol, it adds functionality that was missing from the version 1.0 whilst providing backwards compatibility.

1.1 Use Cases

Within the DLOTA v2 Requirements Document [OMA-RD_DLOTA-V2_0-20041117-D] 16 use cases are defined:

1. Basic download  

2. Combined delivery 

3. Authentication of the download & Integrity check

4. Update of media object

5. Remove of media object

6. Download of compound object

7. Download of multiple objects

8. Download timing reservation

9. Server initiated automatic download

10. Pre-download of media objects

11. Download of chunked media object

12. Resumable download session

13. Control over user confirmation prompt

14. Progressive download of media object

15. Download over broadcast protocols
16. Download from Multiple Servers
For further details of these use cases please refer to OMA-RD_DLOTA-V2_0-20041117-D
The architecture document can be found here and a short overview of the architecture document is also available here. 
1.2 Security Requirements

In terms of security the DLOTAv2 RD defines 4 requirements; these are shown in the table below:
	Ref
	Use Case Title(s)
	Requirements

	SEC-1
	Basic OMA Download OTA
	The DLOTA SHALL support user authentication to secure Media Object (example: HTTP Basic Authentication).

	SEC-2
	Authentication of Trusted Entity and Content Integrity Check
	The DLOTA SHALL support server authentication to secure Media Object.

	SEC-3
	Authentication of Trusted Entity and Content Integrity Check
	The DLOTA SHALL support integrity protection of the Download Descriptor.

	SEC-4
	Authentication of Trusted Entity and Content Integrity Check
	The DLOTA SHALL support integrity protection of the Media Object.


Table 1: RD Security Requirements

2. Threats
· An unauthorised service may deliver content that differs from the content that user agreed to purchase through manipulation of the meta-data elements in a DD.

· An unauthorised service may deliver a DD that has a link to unsolicited/inappropriate/malicious  content as the ObjectURI or the nextURL.

· An unauthorised service may remotely trigger the download of unsolicited/inappropriate/malicious content.

· An unauthorised service may remotely trigger the download of unsolicited/inappropriate/malicious content without the users consent.
· An unauthorised service may abuse the update features of DLOTAv2 to replace content with unsolicited/inappropriate/malicious inappropriate and/or unsolicited content through manipulation of the meta-data elements in a DD.

· An unauthorised service may remotely update/replace content without the users consent.
· An unauthorised service may remotely trigger the download of a DD that has a link to inappropriate content as the ObjectURI or nextURL.

· An unauthorised service may use mobile devices to mount denial of service (DOS) attacks on corporate or other networks using the download timing reservation capabilities of DLOTAv2.
· An unauthorised service may remotely trigger the download of a chargeable content without the user’s consent. 

· An unauthorised user may gain access to chargeable content by masquerading as a legitimate user.

3. Related/Dependant Use Cases
The following Use Cases are dependant in some way on server authentication and integrity check Use Case.
3.1 Use Case 1: Basic Download

Use Case 1 describes a scenario where DLOTAv2 provides the means for a user to download a Media Object whilst benefiting from the advantages of DLOTA. The Download Descriptor includes attributes that describe the media object, these attributes include meta-data but also the media object size and MIME type these attributes enable a device to determine if it can render the Media Object and provide meta-data so that the user can confirm that the Media Object is what they expect to receive.  Without server authentication and authorisation these attributes could be manipulated such that the user could be tricked into agreeing to download unsolicited /inappropriate/malicious content (based on this meta-data).
3.2 Use Case 4: Update of Media Object

Use case 4 describes a scenario where DLOTAv2 allows a content provider to indicate that a Media Object is an updated version of a previously downloaded Media Object.  

It may be possible to combine Use Case 4 with Use Case 9: Server Initiated Automatic Download, to produce an automatic update of Media Object.  Use case 4 can also be combined with Use Case 8: Download Timing Reservation such that the Media Objects can be automatically updated at regular intervals.  If suppression of the user confirmation step of DLOTA is requested (through inclusion of a specific element within the DD) then the update process could happen without the user’s knowledge.  Without server authentication and authorisation this feature could be used to populate a Device with unsolicited/inappropriate/malicious content.
3.3 Use Case 8: Download Timing Reservation
Use Case 8 describes a scenario where DLOTAv2 allows a content provider to indicate to a device/user that a new version of the Media Object may be retrieved at a particular time or at particular intervals.  Without server authentication and authorisation this feature could be used by an unauthorized service to employ mobile devices to mount coordinated DOS attacks on corporate or other networks. An unsuspecting user could be tricked into agreeing to the periodic update believing that it is for an attractive piece of content based on false the meta-data within the DD.  The user is able to cancel the timed download of content at any point so this may not be a sustainable threat; however it is mentioned for completeness.  Without server authentication and authorisation this feature could also be used to populate a device with unsolicited/inappropriate/malicious content.  This use case is attractive for overnight download type services and as such it may be combined with Use Case 13: Control over User Confirmation to enable download of content without user interaction.
3.4 Use Case 9: Server initiated Automatic Download

Use case 9 describes a scenario where DLOTAv2 allows a content provider to automatically trigger the download of Media Objects.  This use case is attractive for overnight download type services and as such it may need to be combined with Use Case 13: Control over User Confirmation to enable download of content without user interaction. Without server authentication and authorisation this feature could be used to populate a device unsolicited/inappropriate/malicious  content and if combined with suppression of the user confirmation this could be achieved without the knowledge of the user.
3.5 Use Case 13: Control over User Confirmation

Use case 13 describes a scenario where DLOTAv2 allows a content provider to disable or suppress the user confirmation that is normally part of the DLOTA process.  This use case was introduced to improve the end user experience since a user may well have had to agree to the download of the content on more than one occasion on a web portal.  This use case is also attractive for overnight download type services where download of content without user interaction is a string requirement. Without server authentication and authorisation this feature could be used to populate a device with inappropriate and/or unsolicited content without the knowledge of the user. 
4. Prioritisation of related Use Cases

The following list shows the priority of the related Use Cases (in order of decreasing priority).  It should be noted that this list is not a prioritised list of all the Use Cases but rather a prioritised list of the Use Cases that we believe are dependant on Use Case 3 (Server Authentication and Integrity Check) in some way.
· Use Case 1: Basic Download

· Use Case 13: Control over User Confirmation

· Use Case 8: Download Timing Reservation

· Use Case 9: Server Initiated Automatic Download

· Use Case 4: Update of Media Object

Any security mechanisms developed and designed to prevent the threats identified in section 2 should include specific measures to address the issues raised in section 3. It is also a requirement that these security features are designed so that they can be applied in a generic manner such that these security measures can be re-used for the remaining use cases.  Although the remaining Use Cases describe additional DLOTA functionality they do not appear to require any additional security features above those required to address the basic download case (Use Case 1), however, we would urge further analysis to validate this assumption, with particular attention to Use Case 15: Download over broadcast protocols.
The remaining Use Cases are:

· Use Case 2: Combined delivery 

· Use Case 5: Remove of media object

· Use Case 6: Download of compound object

· Use Case 7: Download of multiple objects

· Use Case 10: Pre-download of media objects

· Use Case 11: Download of chunked media object

· Use Case 12: Resumable download session

· Use Case 15: Download over broadcast protocols

· Use Case 16: Download from multiple servers

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  
This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the Security Group review this input in conjunction with the requirements document and provide feedback on the most suitable method(s) for providing security for DLOTAv2.
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