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1 Reason for Change

This CR fixes a bug in matching <domainId> field with the domain id part of <roap:DomainIdentifier> type field.

The schema definition for roap:DomainIdentifier type in the DRM Specification (OMA-TS-DRM-DRM-V2_0-20050614-C, OMA-DRM-ROAP-V2_0_20050420-C.xsd) and <domainId> field matching logic are defined as following: 
=== beginning of excerpt ===

[page 46]

5.4.4.1.2 Message syntax

[…]
<simpleType name="DomainIdentifier">

  <restriction base="string">

    <pattern value=".{1,17}\d{3}"/>

  </restriction>

</simpleType>

[…]
[page 59]

8.6.2.1 Installing a Domain RO
[…]
2. The <domainId> field matches the first 17 digits of a stored domain identifier, but the Domain Generation of the RO is greater than the Generation of the stored domainId.
[…]

[page 61]

8.7 Domain Upgrade

[…]

The <domainID> field matches the first 17 digits of a stored domainId, but the value of the Domain Generation in the trigger is greater than the value stored by the Device.
[…]
=== end of excerpt ===

The above schema definition says that <DomainIdentifier> is composed with domain identifier part and domain generation counter part. The last three characters (digits) represent the Domain Generation (see section 8.7 for further information). The definition, <pattern value=".{1,17}\d{3}"/>, also says that domainId consists of one to 17 length of any characters not just fixed length of 17 digits.
However, in section 8.6.2.1 Installing a Domain RO and in section 8.7 Domain Upgrade, it describes that <domainId> field matches the first 17 digits of a stored domain Identifier. This description does not match with the above definition of roap:DomainIdentifier type.
This CR suggests to fix this inconsistency and there two approaches as following:

1. to change the schema definition with <pattern value=".{17}\d{3}"/> so that the domain identifier part consists of any characters with a fixed length of 17. 
or
2. to change the description both in section 5.4.4.1.2 and in section 8.7 as following:

The <domainId> field matches the leading characters except the last 3 digits of a stored domain identifier and the length of these leading characters should be one to seventeen (17).
This CR suggests to use the second approach. 
The first approach is to make it easy in processing this domainId part. On the other hand, the second approach is more general in the sense of the definition of domain Identifier. It would be possible to debate within the working group which approach is better before approving this CR.
Another issue for discussion is <pattern value=".{1,17}\d{3}"/>, where domain identifier part could be any characters with one to seventeen length. However, does this really mean any characters or should we put some limitation on the possible character set for this?
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to include the text below into the latest DRM specification.

6 Detailed Change Proposal

8.6.2.1 Installing a Domain RO

[…]
After the Device verifies the signature of the Domain RO, it SHOULD compare the <domainId> field within the Domain RO with the Domain identifiers for any Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainId> field matches a stored domain identifier. The Device MAY install the Domain RO.

2. The <domainId> field matches leading characters except the last 3 digits of a stored domain identifier and the length of these leading characters must be one to seventeen (17), but the Domain Generation of the RO is greater than the Generation of the stored domainId. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the URL specified in the riURL attribute of the roap:ROPayload (see section 오류! 참조 원본을 찾을 수 없습니다.). The Device SHOULD perform this action silently, if the user has given permission for silent communication with this RI. If the user has not given permission for silent communication, the Device MUST acquire the user's consent prior to sending the request, but SHOULD present messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain. If the Domain upgrade is successful, the Device MAY install the Domain RO. […]
8.7 Domain Upgrade

[….]
A Rights Issuer performs a Domain upgrade using the Join Domain protocol (see sections 8.2 and 5.4.4). An RI MAY initiate this protocol for the purposes of Domain upgrade by sending a ROAP trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a Join Domain ROAP trigger, it SHOULD compare the <domainID> field with the domainId for any domains already established with the RI that sent the ROAP trigger, with the sending RI as identified by the <riID> field. There are two possible outcomes of this comparison:

1. The <domainID> field matches the leading characters except the last 3 digits of a stored domain identifier and the length of these leading characters must be one to seventeen (17), but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the Domain using the Join Domain protocol, if the user has given permission for silent communication with this RI and if the trigger was authenticated. If the user has not given permission for silent communication, or if the trigger was not authenticated, the Device MUST request user permission to upgrade the Domain, but SHOULD present appropriate messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain.
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