Doc# OMA-DLDRM-2005-0233-CR_Updated_Parent_Rights_Object[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2005-0233-CR_Updated_Parent_Rights_Object
Change Request



Change Request

	Title:
	Updated Parent Rights Object
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC DLDRM

	Doc to Change:
	OMA-TS-DRM-DRM-V2_0-20050710-C

	Submission Date:
	21 July 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Eiji Takahashi, Panasonic Mobile Communications Co., Ltd., takahashi.eiji@jp.panasonic.com

	Replaces:
	n/a


1 Reason for Change

Regarding OMA DRM2.0 ETS(OMA-ETS-DRM-Interoperability-V2_0-20050630-A), there is a test 'Updated Parent Rights Object' as following. In this test, Parent RO is updated, that is, a device replaces first Parent RO by second Parent RO.
However, there is no way for a device to know which Parent RO is new one. Receiving time of Parent RO may not be enough. For example, in domain RO case, older Parent RO may be received later.

This CR suggests <timestamp> as mandatory element for RO Payload containing Parent RO, and time-stamp comparison to update Parent RO.
6.12.2 Updated Parent Rights Object

	Test Case ID
	DRM-2.0-int-1 

	Test Object
	DRM Agent, RI Server

	Test Case Description
	To test a case where the Parent Rights Object

	Specification Reference
	[DRM-v2.0] Section 9.5, [DRMREL-v2.0] Section 5.6

	SCR Reference
	DRM-CLI-CMN-047, DRM-REL-GEN-C-026

	Tools
	None

	Test Code
	None

	Preconditions
	Equipment:

· One terminal with a DRM Agent.

· RI Server

State:

· There is a DCF stored on the terminal. 

· The RI has issued three ROs containing a permission and following constraints:

· The first RO is a Parent RO and contains a <datetime> constraint for the use of the content. The Parent RO does not reference any DCF.

· The second rights object is the Child rights object where the <uid> element of the <context> elemet in the <inherit> element matches the <uid> element of the <context> element of the <asset> element of the parent RO. The child RO refers the DCF and contains no rights.

· The third rights object is another Parent RO where the <uid> element of the <context> element of the <asset> element is the same as in the first Parent RO and it includes another <datetime> permission. 

· The same Rights Issuer has issued all three rights objects.
· The ROs are stateless or there is no same entry in replay cache on the DRM Agent.


	Test Procedure
	1. The first Parent rights object and the Child RO are delivered to the DRM Agent. 

2. The user tries to use the received content during the time the <datetime> constraint allows to do it.

3. The second Parent rights object is delivered to the DRM Agent. 

4. The DRM Agent tries to use the content during the time the new <datetime> constraint allows to do it.

	Pass-Criteria
	1. RI and DRM Agent complete either 1-pass (server push) or 2-pass (user initiated) ROAP and the first Parent RO and the Child ROs are successfully delivered to the DRM Agent. 

2. The DRM Agent allows using the delivered content during the time specified by the <datetime> constraint. The DRM Agent does not allow using the content once the <datetime> constraint has expired. 

3. RI and DRM Agent complete either 1-pass (server push) or 2-pass (user initiated) ROAP and the second Parent RO is successfully delivered to the DRM Agent. 

4. The DRM Agent allows using the delivered content during the time specified by the new <datetime> constraint. The DRM Agent does not allow using the content once the <datetime> constraint has expired.




2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

OMA DRM2.0 ETS should be modified to add time-stamp comparison to update Parent RO.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BAC DLDRM to consider and approve this CR.

6 Detailed Change Proposal

5.3.9 The Rights Object Payload type

...
The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay protection, see further in section 9.4. The <timeStamp> element MUST be present when the <rights> element is used as Parent rights, see further in section 9.5.
...

9.5.3 Updated Parent Rights Object
A Rights Issuer can efficiently extend the subscription by issuing a single, new Parent Rights Object with the same subscription URN.(see Appendix C.4 of [DRMREL-v2].) 

The DRM Agent may replace existing Parent Rights Object with older time stamp by received Parent Rights Object with newer (later) time stamp which has the same subscription URN.









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

