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1 Reason for Change

This CR is put forward in relation to the new canonicalization method that was introduced in OMA-TS-DRM-DRM-V2_0-20050712-C. 

The original concerns behind the change that was made in OMA-TS-DRM-DRM-V2_0-20050712-C were to:

· Address certain technical issues with the original canonicalization specification.

· Ensure clients did not have to reformat or re-canonicalize documents as part of client side signature validation

· Allow clients to validate canonicalized documents, and to generate canonicalized documents, using simple tools such as SAX-parsers, or even string manipulation, rather than full DOM parsers and similar resource consuming tools.

Some issues have been identified with the new algorithm that was introduced in OMA-TS-DRM-DRM-V2_0-20050712-C. To address those issues, and to better address the original concerns, this CR proposes to modify the original alorithm instead.
2 Impact on Backward Compatibility

This CR proposes to modify the original algorithm instead, and so reduces any impact on backward compatibility. 

3 Impact on Other Specifications

This CR applies only to the DRM specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR, and incorporate it as an emergency change for the September test fest.

6 Detailed Change Proposal

5.3.3
Canonicalisation & Digital Signatures

The text of this section in OMA-TS-DRM-DRM-V2_0-20050712-C is replaced in its entirety as follows. In order to highlight the proposed changes to the original algorithm, change bars indicate the difference compared to the latest specification text before the new algorithm was introduced (OMA-TS-DRM-DRM-V2_0-20050614-C).

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 0). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data as specified below DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content. 

The namespace prefix used inside attribute values MUST be the same as with the root element in all ROAP messages.

Note that all ROAP XML PDUs are XML 1.0 data.

Canonicalization MUST be in accordance with [XC14N], and the canonicalization algorithm MUST be the exclusive canonicalization method without comments (http://www.w3.org/2001/10/xml-exc-c14n#), with the following modifications:

· There MUST be no "visibly utilized" rule

· All namespace declarations MUST be kept, even the redundant ones

XML documents MUST contain redundant namespace declarations so that all parts of the document (sub trees of elements) involved in cryptographic operations MUST still be well formed and valid.
5.4.2
Registration Protocol

The following section contains change bars against the latest version of the specification, OMA-TS-DRM-DRM-V2_0-20050712-C.
5.4.2.1 Device Hello

The ROAP-DeviceHello message is sent from the Device to the Rights Issuer to initiate the 4-pass Registration protocol. This message expresses Device information and preferences.

5.4.2.1.1 Message description

[…]
Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, key transport algorithms and key wrap algorithms) that are supported by the Device. Algorithms are identified using common URIs. The following algorithms and associated URIs MUST be supported by all Devices and RIs:

Hash algorithms:

SHA-1: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Signature algorithms:

RSA-PSS-Default: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
Key transport algorithms:

RSAES-KEM-KDF2-KW-AES128:
http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
Key wrapping algorithms:

AES-WRAP: http://www.w3.org/2001/04/xmlenc#kw-aes128
Canonicalization algorithms:

Modified [XC14N] Canonicalization: http://www.openmobilealliance.org/OMA-XC14N
SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-AES128 is defined in Section Error! Reference source not found., Key Management. Modified [XC14N] canonicalization is defined in Section Error! Reference source not found. of this document.

[…]
Appendix G.
Examples (Informative)
[…]
G.1.6 RO Response

The response is a Rights Object intended for the recipient only. Note that the response indicates that the Rights Object is stateful.

[…]

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod 

          Algorithm="http://www.openmobilealliance.org/OMA-XC14N"/>

                <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>
[…]
G.1.7 Domain RO

The Domain RO may be sent separately, as here, or within a ROAP-ROResponse.

[…]

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod 

          Algorithm="http://www.openmobilealliance.org/OMA-XC14N"/>

        <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

[…]

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.openmobilealliance.org/OMA-XC14N"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>

G.1.12 Roap Trigger

This example is for a "Leave Domain" trigger.

[…]
  <signature>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod 

        Algorithm="http://www.openmobilealliance.org/OMA-XC14N"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#de32r23r4">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC"/>

    </ds:KeyInfo>

  </signature>
[…]
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