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1 Reason for Change

In section 5.7.1.1 of OMA-TS-DRM-REL-V2_0-20050712-C, it’s mentioned that:

“Note that the <KeyInfo> element SHOULD NOT be included in the <asset> element if the Rights Object does not reference DRM Content but is used as a parent Rights Object in the inheritance case. “
In section 5.7.1 of OMA-TS-DRM-REL-V2_0-20050712-C, it’s mentioned that:

“If the ContentID contained in the <asset> element matches the ContentID stored in the Common Headers Box associated with the content item (see [DRMCF-v2]), then the CEK contained in the Rights Object was used to encrypt the content directly. If the ContentID matches the GroupID value stored in the OMADRMGroupID box, then the CEK in the Rights Object was used to encrypt the content item’s encryption key. “
And in section 5.2.3.1 of OMA-TS-DRM-DCF-V2_0-20050712-C, it’s mentioned that:
“Generally each content item in a group will be encrypted with a different content item encryption key. A single additional key (used for the whole group) is used to encrypt each content item encryption key for storage in the GroupKey field. This single key is the value of the CEK in an associated group RO. “
For convenience in this CR, let’s call the single additional key mentioned above as GCEK (group content encryption key). According to the section 5.7.1 of the REL specification and the section 5.2.3.1 of DCF specification, it can be figured out that GCEK should be wrapped in an associated parent RO for inheriting purpose, and CEK be wrapped in an associated child RO. But according to section 5.7.1.1, a parent RO SHOULD NOT contain any <KeyInfo> element which makes it impossible to wrap a GCEK into a parent RO. But wrapping GCEK into child RO is apparently unreasonable for none information within a child RO can be inheritable. So a <KeyInfo> element should be present in the parent RO to wrap GCEK. Suppose that is true below.
Because a DRM agent may un-wrap the GCEK from the parent RO, and then use the GCEK as the decryption key to decrypt CEK from GroupKey field of OMADRMGroupID Box contained in DCF. So wrapping CEK in the corresponding child RO would be actually redundant. 
On the other hand, if CEK does be wrapped in child RO, DRM agent may un-wrap it out directly from the child RO without need of considering GCEK. In this way both un-wrapping GCEK out of and wrapping GCEK into the parent RO would become redundant, and further more introducing GCEK to encrypt CEK would also be unnecessary, and eventually the 3 encryption related fields, GKEncryptionMethod, GKLength and GroupKey of OMADRMGroupID Box would be all of no much meaning. 
So it would be more appreciated to exclude the redundancy of wrapping CEKs in child ROs and make it possible to wrap GCEK into the associated parent RO.

This CR is an attempt to eliminate the GCEK wrapping conflict and the CEK wrapping redundancy.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the group to modify the text in section 5.7.1.1 of OMA-TS-DRM-REL-V2_0-20050712-C.
6 Detailed Change Proposal
5.7.1.1        Element <KeyInfo>
	Element
	<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

	Semantics
	The <KeyInfo> element has a dual purposes, depending on its parent element.

1) When it is contained in an <asset> element, it contains the <EncryptedKey> element, making it the starting point for all consumption control, i.e., Content encryption, functionality. Note that the <KeyInfo> element SHOULD NOT be included in the <asset> element if the <asset> element does not contain <context> element or if the <asset> element is within a child Rights Object. But the <keyInfo> element SHOULD be included in the <asset> element if the Rights Object is used as a parent Rights Object in the inheritance case. When the group content encryption key used to encrypt the associated CEKs is wrapped into the <KeyInfo> child element of the <asset> element in a parent Right Object, the associated  CEKs should not be wrapped into any child Rights Objects any more.
2) When it is contained in the <EncryptedKey> element, it contains the <RetrievalMethod> element which references the key used to encrypt the CEK, i.e., the REK (see [DRM-v2]).
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