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1 Reason for Change

The below is quoted from Section 5.2.2, OMA-TS-DRM-DRM-V2_0-20050712-C.doc, about Initiating ROAP from a DCF.

The RI MUST return a suitable ROAP error if this RO request cannot be reconciled to a prior purchase transaction. Upon receipt of a ROAP error, the Device MAY take further action. In this case, if the context is a user-initiated session, it is recommended that the Device start a browsing session with the RI by sending a request to the DCF RightsIssuerURL. If the context is a DRM Agent-initiated session to acquire rights silently and automatically, then the DRM Agent is RECOMMENDED to abandon the rights acquisition effort.

In all other cases, the DRM Agent MUST NOT attempt to silently acquire the RO for the DCF.  It MUST obtain the user’s consent before attempting to acquire an RO for the DCF. Once the user has given consent, the DRM Agent MUST send a request to the DCF RightsIssuerURL, and MUST be prepared to receive either an XHTML page or ROAP Trigger from the RI. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent. The DRM Agent MAY store the DCF, however, even if the user does not give consent for RO acquisition.
There are some issues to be discussed about the above quotation.

1） In the whole document of OMA-TS-DRM-DRM-V2_0-20050712-C.doc, “(X)HTML” is used when treating of XHTML, which implies it support both HTML and XHTML pages. But the quotation is the only exception for it just uses “XHTML”. If this exception is not necessary indeed, then it should be better to use the same form as others.

2） In the two quoted paragraphs, it is not very clearly about the purpose of using “RightsIssuerURL” to “start a browsing session”. While in other places, the purpose of using some URL else such as “riURL” is mentioned clearly. Illuminating the purpose is to acquire Roap Trigger may be a better choice.

3） Otherwise, in order to acquire Roap Trigger, the device should provide some information such as ContentID and DeviceId. Directly indicate this in the document is also recommended. 

4） As indicated by the quotation, devices that support DRM need to process (X)HTML pages. That means the device must have the corresponding abilities. We consider two methods to process this issue while the whole document does not mention about it. The first one is to embed browser functions into DRM Agent. In this method, DRM Agent should accept, parse and process (X)HTML pages itself. The other method is to use an individual browser module processing (X)HTML pages. By this way, the DRM Agent may be simple and dedicated. We prefer the second one for it may accord with the original idea of DRM documents better. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.

6 Detailed Change Proposal

5.2  Initiating the ROAP
[……]

5.2.2  Initiating ROAP from a DCF

This section applies ONLY to Connected Devices.

If the DRM Agent receives a DCF with both a Silent header and a Preview header, the DRM Agent MUST give priority to the header that appears first in the DCF.

If the DRM Agent has a valid RI Context with the RI, the DRM Agent MAY attempt to acquire Rights silently for the DCF if the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, In this case, the DRM Agent MUST compare the domain name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST silently attempt to acquire the RO for the DCF by sending a request message to the silent or preview URL stored in the DCF, and responding to the ROAP Trigger and/or Download Descriptor that will be returned by the Rights Issuer.  

The RI MUST return a suitable ROAP error if this RO request cannot be reconciled to a prior purchase transaction. Upon receipt of a ROAP error, the Device MAY take further action. In this case, if the context is a user-initiated session, it is recommended that the Device start a browsing session with the RI by sending a request to the DCF RightsIssuerURL. If the context is a DRM Agent-initiated session to acquire rights silently and automatically, then the DRM Agent is RECOMMENDED to abandon the rights acquisition effort.

In all other cases, the DRM Agent MUST NOT attempt to silently acquire the RO for the DCF.  It MUST obtain the user’s consent before attempting to acquire an RO for the DCF. Once the user has given consent, the DRM Agent MUST send a request to the DCF RightsIssuerURL, and MUST be prepared to receive either a ROAP Trigger from the RI or an (X)HTML page that starts an interaction which may eventually lead to a ROAP Trigger. In both occasions, the DRM Agent MUST provide information such as contentID and deviceID either by comprised with the request or by the browsing session. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent.  The DRM Agent MAY store the DCF, however, even if the user does not give consent for RO acquisition.

On any occasion where the DRM Agent successfully retrieves and installs an RO acquired as a result of a Silent header or Preview header (with method preview-rights) in a DCF, the DRM Agent MUST add the domain name of the silent or preview URL to the list of authorized domain names for that RI, if the domain name is not already present. As specified in section 错误！未找到引用源。, a DRM Agent must be capable of storing a minimum of 5 domain names for each RI Context. In the case where a new domain name is to be added to the list and the list of domain names is full, then the last domain name SHOULD be deleted.  Each remaining domain name at position n, SHOULD be moved to position n+1 and the new domain name SHOULD be stored in the first position.
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