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1 Reason for Change

This CR addresses the important topic of canonicalization that is directly of influence to the way digital signatures and message authentication codes must be handled in ROAP, rights objects that embedded in DCFs and exchanged domain rights objects.

Interoperability issues that can be related to different interpretations of canonicalization and how that plays a role in the generation of digital signatures and message authentication codes, as well as raised concerns about the effect of full implementation of standard solutions has prompted a discussion on how to properly specify canonicalization. 

This discussion has been trying to address two important criteria:

1) Server implementations should be able to generate signatures and MACs use standard XML tooling as much as possible,

2) Device implementations should be able to verify signatures and MACs using simple octet-string manipulations, in particular, it should not be required to implement XML structure aware processing (i.e. XPath parsing and expression evaluation).

XMLDSig, Digests and Canonicalizations

To establish a common understanding of the discussions to follow, it is important to note the normative behaviour defined by XMLDSig when computing the digest of any XML element that is referred to by a ‘same-document’ URI (a URI that begins with a ‘#’). In that case, the specification requires that the octet-string to be digested must be the exact same as that obtained by parsing the XML input document into a XPath node-set, resolving the URI to find the proper node-(sub)set and then canonicalize this node-set to an octet-string. By default, XMLDSig demands the use of Inclusive Canonicalization (C14N), but this can be overruled by specifying a specific <ds:Transform> element.

In general, the result of such an XPath node-set extraction followed by a canonicalization algorithm does not result in an exact sub-string of the original input document, even when that input document is in canonical form already. This is mostly due to the effect of moving namespaces. The canonical form of the digested octet-string will have a namespace declaration of the namespace that applies to its first element. When inserted in a larger document that is subsequently canonicalized (as part of a new digest operation, or preparation for transmission), that namespace declaration can move. This move can be compensated by the canonicalization algorithm at the receiver side, but simple cut&paste will not.

To justify the changes proposed by this CR we now discuss five relevant parts where canonicalization plays a role:

1) Digesting ROResponse element/document

2) Extracting protectedRO element/document

3) Digesting rights element

4) Digesting ro element

5) Digesting ds:SignedInfo element

Ad 1

To digest the ROResponse element/document it is important for a device to rely on the document to be digested by the server as it is send. Canonicalization does not add any benefit in a situation where sender and receiver can rely on the medium not to modify the document in any way. However, canonicalization of ROAP messages, and especially the ROResponse is crucial for the other steps in processing the document. 

Canonicalization of the ROAP messages is also very beneficial for dedicated XML parsers as it reduces the amount of freedom in the structure of the XML documents.

Ad 2

Extraction of a <protectedRO> element from an <ROResponse> should result in a stand-alone XML document that validates against the ROAP schema, with the <roap:protectedRO> element as its apex node. To do so with standard tooling requires a modification of the ROAP schema, to make the <protectedRO> element ‘qualified’; meaning that it always must be prefixed. Only then will standard Xpath expression evaluation followed by XC14N (exclusive canonicalization) result in a proper stand-alone document that validates against the ROAP schema. 

Devices that wish to implement this without XPath processing will be able to extract the <roap:protectedRO> by simple cut&paste techniques, if the ROAP:ROResponse message is send as Exclusive Canonical XML. Such cut&paste would have to be augmented by the inserting of the roap namespace declaration (as included in the <roap:ROResponse> element) as an octet-string manipulation.

Ad 3

Digesting a <rights> element in the standard way, using XPath expression evaluation followed by XC14N yields exactly the same results as simple cut&paste, provided that the input document is in Exclusive Canonical XML.

Ad 4

Digesting a <ds:SignedInfo> element in the standard way, whether this is included in the <signature> element of the <ro> element or the <mac> element, using XPath expression evaluation followed by XC14N results in exactly the same octet-string as simple cut&paste, provided that the input document is in Exclusive Canonical XML.

Ad 3 & 4

The fact that XC14N results in exact substrings of the input document (provided that the input is Exclusive Canonical XML) relies on the fact that none of the namespaces that are declared in elements contained in the <rights> elements are used by elements that are ‘XML ancestors’ of the <rights> element, i.e. the <ro> element, the <protectedRO> element or the <ROResponse> element. The same holds for the <ds:SignedInfo> elements.

If, for example, an element from the roap namespace would be added anywhere inside a <rights> element (which is not allowed by the REL DTD), then this would result in a mismatch between the octet-string obtained by simple cut&paste and the octet-string produced by the standard XPath/XC14N approach. The latter would have a roap namespace declaration that is missing from the former.

Ad 5

Digesting the <ro> element using the standard XPath/XC14N approach results in varying results. If the <encKey> element contained in that <ro> element has a <ds:KeyInfo> element that holds a <roap:X509SPKIHash> element or a <roap:DomainIdentifier> element, then these introduce namespace declarations for the roap namespace when the <ro> element is for digesting using XPath/XC14N. These declarations are added in those respective elements. This is somewhat uncomfortable for devices, because now it is not adding a namespace declaration in the first element of the relevant octet-string, but it is somewhere inside, and some parsing will be involved.

Since digesting the <ro> element is required only for the computation of the message authentication code (contained in the <mac> element), it is possible to specify an alternative standard processing. If in this case XPath is combined with XC14N but with the roap prefix added to the InclusiveNamespaces PrefixList parameter of that XC14N algorithm, then the roap namespace is added to the first element of the resulting octet-string. This gives the cut&paste devices a better defined spot to insert the namespace declaration.

Note that the use of XC14N with this InclusiveNamespaces PrefixList parameter holding the roap prefix should not be used when digesting <rights> elements, because that would cause the roap namespace to be declared, where it is not required nor useful, and only requires devices that do cut&paste to insert this namespace declaration manually. A similar reasoning applies to the digestion of <ds:SignedInfo> elements.

The proposal can thus be summarized:

1) ROAP messages are canonicalized using XC14N before sending

2) Digest over <rights> elements use XC14N; this requires a specific <ds:Transform> element in the relevant <ds:Reference> element.

3) Signature over <ds:SignedInfo> elements use XC14N; this requires the <ds:CanonicalizationAlgorithm> to have the proper value

4) Digest over <ro> elements use XC14N, with the roap prefix on its InclusiveNamespaces PrefixList parameter; this requires a specific <ds:Transform> element in the relevant <ds:Reference> element.

It further proposes to clarify that some modifications to the extracted <protectedRO> element may be required in order to have it as a proper stand-alone XML document that can validate against the ROAP schema.

Also, in order to ease the requirement of XML processing on devices and increase the chance of interoperability, the CR proposes to fix the namespace prefixes as specified by the schema (in principle, while the namespace prefixes are part of the schema, in the actual documents different prefixes could be used, while still be compliant with the ROAP schema). 

Final note: the requirement of XC14N in these steps is when producing ROAP messages. It should be clear that there is no need for devices to implement a full XPath engine and a full canonicalization algorithm, as the effects of the algorithms are designed such that verification of the XMLDSig signatures and message authentication codes can be implemented using simple octet-string manipulations (mostly cut&paste, in some well-defined situations also the insertion of a single namespace declaration).

2 Impact on Backward Compatibility

Because of the problems with canonicalization before and after the adoption of CR0197R03, it would seem that there is no backward compatibility issue. In addition, implementations that used XC14N prior to the agreement on CR0197R03 would be close to the behaviour as specified by this CR.

3 Impact on Other Specifications

This CR applies only to the DRM specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR.

6 Detailed Change Proposal

[section 5.2.1]

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1".  In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments.
[section 5.3.3]
This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). 
· 
· 
· 
DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form. After canonicalization, DRM Agents and RIs MUST NOT employ any subsequent transformations or modifications to a ROAP message.
DRM Agents and Ris MUST not use prefixes for namespaces declared in ROAP PDUs, other than those used in the ROAP schema definition.
Note that all ROAP XML PDUs are XML 1.0 data.






All canonicalization steps required by this specification MUST be Exclusive Canonicalization without comments, as specified in [XC14N]. The InclusiveNamespaces PrefixList of this algorithm SHALL be empty, except where explicitly noted otherwise. This also applies to any canonicalization step required by any of the specifications that are normatively referred to by this specification, unless such a referred specification requires a different canonicalization algorithm.
Where applicable in the ROAP XML PDU the use of Exclusive Canonicalization without comments SHALL be signalled explicitly.

[section 5.3.8]
The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType from [XML-DSIG]. In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments, with the roap namespace prefix included as the only prefix on the InclusiveNamespaces PrefixList parameter of the canonicalization algorithm. 
[section 5.3.9]
The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

[section 5.4.2.1.1]
Canonicalization algorithms:


Exclusive Canonicalization: http://www.w3.org/2001/10/xml-exc-c14n#
SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-AES128 is defined in Section 7, Key Management. Exclusive Canonicalization is defined in [XC14N], its use is further explained in Section 5.3.3 of this document.

[section G.1.6]
<roap:roResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <roap:protectedRO>

        <ro id="n8yu98hy0e2109eu09ewf09u" stateful="true" version="1.0">

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <rights o-ex:id="REL1">

                <o-ex:context>

                    <o-dd:version>2.0</o-dd:version>

                    <o-dd:uid>RightsObjectID</o-dd:uid>

                </o-ex:context>

                <o-ex:agreement>

                    <o-ex:asset>

                        <o-ex:context>

                            <o-dd:uid>ContentID</o-dd:uid>

                        </o-ex:context>

                        <o-ex:digest>

                            <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                            <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

                        </o-ex:digest>

                        <ds:KeyInfo>

                            <xenc:EncryptedKey>

                                <ds:KeyInfo>

                                    <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

                                </ds:KeyInfo>

                                <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

                                <xenc:CipherData>

                                    <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

                                </xenc:CipherData>

                            </xenc:EncryptedKey>

                        </ds:KeyInfo>

                    </o-ex:asset>

                    <o-ex:permission>

                        <o-dd:play/>

                    </o-ex:permission>

                </o-ex:agreement>

            </rights>

            <encKey Id="K_MAC_and_K_REK">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

                    <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

        </ro>

        <mac>

            <ds:SignedInfo>

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
          
                <ds:SignatureMethod  

          Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

                <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

                    <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

                </ds:Reference>

            </ds:SignedInfo>

            <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

            <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

        </mac>

    </protectedRO>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="roap:TransactionIdentifier">

            <id>09321093209-2121</id>

        </extension>

    </extensions>

    <signature>d93e5fue3susdskjhkjedkjrewh53209efoihfdse10ue2109ue1</signature>

</roap:roResponse>

 [section G.1.7]
<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="1.0"

      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>

    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.0</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>

             <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>

          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
          
        <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">
          <ds:Transforms>

            <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
          </ds:Transforms>
          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

  </ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
        
      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">
        <ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">

            <ec:InclusiveNamespaces PrefixList="roap" xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          </ds:Transform>
        <ds:Transforms>
        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>

[section G.1.12]
<roap-trigger:roapTrigger

  xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.0"

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

version="1.0">

  <leaveDomain id="de32r23r4">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

     </keyIdentifier>

    </riID>

    <nonce>sdfknjvfda438790fdjkl4rq</nonce>

    <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

    <domainID>Domain-XYZ-001</domainID>

  </leaveDomain>

  <signature>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#de32r23r4">

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC"/>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod

     Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

    <ds:KeyInfo>

      <roap:DomainIdentifier>Domain-XYZ-001</roap:DomainIdentifier>

    </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap-trigger:roapTrigger>
[ROAP Schema]
<!-- May be sent standalone (domain ROs) -->

<element name="protectedRO" type="roap:ProtectedRO" form="qualified"/>

<complexType name="ProtectedRO">

  <sequence>

    <element name="ro" type="roap:ROPayload"/>

    <element name="mac" type="ds:SignatureType"/>

  </sequence>

</complexType>
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