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1 Reason for Change

In BCAST/DLDRM, the issue of a possible post-acquisition protection was discussed severeal times. 

The general view was that in a service protection system, content is ‘free’ after acquisition. Acquisition itself is governed by whether the device has the key to the service/programme or not. In The Hague, we discussed that ‘free’ could in certain cases not be totally free. Post-acquisition access can be governed by legislation. It can also be goverened by business models. A statement to that effect has been added to the AD document.

In San Diego, we discussed OMA-BCAST-2005-0251-service-content-protection-linkage, in which it was proposed to add something to the TKM, such that a device can see whether content is ‘free’ after acquisition, or that certain rules apply. If a device would see that, without having to implement the logic to interpret these rules, it would know that it has to protect the content and cannot record in the clear, use digital links in the clear, etc.

In OMA-BCAST-2005-0434R01-Encrypted-storage-signalling-in-TKM and in OMA-BCAST-2005-0465-Recording-with-Service-Protection, a new recording flag is proposed. This recording flag introduces some form of content protection to a service protected system. While this is useful, it does not cover everything. A device could still use an unprotected digital link for outputing the content e.g. Perhaps in certain cases the content owner wants also to restrict the use of protected links. Another disadvantage is that content protection is also governed by Rights Objects. The introduction of the recording flag would then lead to duplication of functionality and potentially conflicting info in the system. 

With the functionality already provided in the KSM, it is possible to solve this recording flag in a general way. This is with the permissions_category. There are two variations possible:

1. If the TKM contains a field permissions_category with the value 0xFF for a certain part of a programme,  no post-acquisition content protection required for that programme (e.g. export or recording in plaintext is allowed).In case this permissions_category is absent, the device must only grant consumption of that programme according to the ROs it has and possibly other permission_categories in the TKM for that programme.

This would be along OMA DRM V2 principles.

2,  If the TKM contains a field permissions_category with the value 0xFF for a certain programme, the device is only allowed to grant consumption of the content according to the ROs it has and possibly other permission_categories in the TKM for that programme. In case this permissions_category is absent, there are no restrictions to the consumption of that programme, after the service protection has been removed.
2 Impact on Backward Compatibility

Due to the fact that some bugs have been solved, this version is incompatible with the previous version. However, this is a standard under development, so this has no impact.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposal is to select either variation 1 or 2 in section 1 of this CR and include it inOMA-TS-DRM-XBS-V1_0-20050910-D.

6 Detailed Change Proposal

TBD
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