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1 Reason for Change

In order to specify the identity of the DRM Content in the <asset> element, section 5.3.3 describes that ContentURI of the DCF is used. But in the section 5.7.1, ContentID of the DCF is used to associate DCF with the <asset> element.  The similar term “content-uri” has already defined in section 5.2.2.1 of OMA-TS-DRM-DCF-V2_0-20050901-C.doc to specify the content location.
We believe that we should correct the term ContentURI in the Section 5.7.1 of REL specification to ContentID to avoid confusion of readers. 
5.7.1  Content Confidentiality

Protecting the confidentiality of Content is an essential part of enforcing consumption control of DRM Content. Enabling an authorized party to consume DRM Content is similar to granting this party access to the confidential Content. In other words, a party authorized to consume DRM Content is let into the exclusive circle of parties deemed trustworthy enough to access the  Content.

This concept is realized in [DRM-v2] by i) encrypting the Content thus transforming it into DRM Content [DRMCF-v2], and ii) sharing the key(s) required to decrypt the DRM Content only with those parties that are authorized to consume the Content.

DRM Content is protected by a symmetric algorithm (AES), i.e., the key used for decryption can be derived from the key used for encryption. Thus, henceforth, the key will be referred to as content encryption key, or short CEK.

Note that the CEK may contain an (intermediate) key that in turn encrypts the Content. . If the ContentID contained in the <asset> element matches the ContentID stored in the Common Headers Box associated with the content item (see [DRMCF-v2]), then the CEK contained in the Rights Object was used to encrypt the content directly. If the ContentID matches the GroupID value stored in the OMADRMGroupID box, then the CEK in the Rights Object was used to encrypt the content item’s encryption key.

Hence this CR tries to clarify this inconsistency.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

This CR applies only to the DRM specification listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BAC DLDRM to consider and agree this CR.
6 Detailed Change Proposal

5.3.3 Element <uid>

	Element
	<!ELEMENT o-dd:uid (#PCDATA)>

	Semantics
	If its parent <context> element is included in the <rights> element, the <uid> element constitutes the Rights Object’s identifier.

If its parent <context> element is included in the <asset> element, the <uid> element specifies the content identifier of the corresponding DRM Content. It contains the ContentID value of the DCF [DRMCF-v2]. In case of common group Rights Object, the <uid> element specifies the GroupID for the corresponding group of DRM Contents. The format used for the value MUST conform to [RFC2396]. If the <asset> element is part of a parent Rights Object (see section 5.6) it SHOULD NOT contain the content identifier of an actual DCF, but contain a “virtual” UID denoting, for example, a subscription.

If its parent <context> element is included in the <individual> element, the <uid> element(s) specifies the individual to which the content is constrained. A <uid> element can contain an IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content to the individual.

In the case of IMSI binding, the format of its value MUST be “IMSI:x” (without the quotes) where x is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> elements MUST be used.

In the case of WIM binding, the format of its value MUST be “WIM:x” (without the quotes) where x is replaced by the PKC_Id of the WIM to which content is bound.

If its parent <context> element is included in the <system> element, the <uid> element specifies the target system to which the logically integral unit of DRM Content and the Rights Object(s) are allowed to be exported / transiently rendered to. Its value MUST be the name of the target system(s) as defined by OMNA.
If the <export> permission is granted to more than one target system, then these are enumerated by using multiple <uid> elements. In this case, the <count> constraint applies to the combined export transactions of all target systems.

The only instances when a <context> element MAY contain more than one <uid> element is when the <context> element is contained in an <individual> or <system> element.
If its parent <context> element is included in the <inherit> element, the <uid> element specifies the UID of the <asset> element in the parent Rights Object from where to inherit Permissions and Constraints (see section 5.6).














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

