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1 Reason for Contribution

This use case is submitted for the inclusion in the Requirements Document (RD) for the approved SRMProfile WID, number 0127. 
2 Summary of Contribution

This use case deal with the direct provisioning of OMA DRM Rights Object in the smart card.

3 Detailed Proposal

5.1 Provisioning of OMA DRM Rights Object in the smart card
5.1.1  ASK  \* MERGEFORMAT Short Description

Alice owns a state of the art mobile phone and is a faithful subscriber enjoying the multitude of services that her operator offers. Alice wants to use the advanced features of her mobile phone but is reluctant to learn complicated technical topics. She wants a service that allows her to download music, and the associated usage rights, in a seamless manner. In fact, Alice does not know what Rights Objects are and does not want to know how to “move” these “Rights Objects”. She wants to surf to her operator’s portal, choose the music that she likes, download it, pay for the transaction and then just use it with the minimum of ease. 
Alice accepts that her smart card, which includes all her telecom account details, is required in order to enable the music license permissions. Alice acquires a new phone and wants to have her permissions transferred to the new phone along with her account details. She just want to be able to plug her smart card in her phone, or any new phone in the future, and immediately be able to get permissions to play the music for which she acquired licenses.

5.1.2 Actors
	DRM Agent
	A DRM Agent embodies a trusted entity in a device. This entity is responsible for enforcing permissions and constraints associated with Protected Contents, controlling access to Protected Contents, etc. In this specification, the DRM Agent is also responsible for enforcing permissions and constraints of Rights Objects in Secure Removable Media by interfacing with SRM Agent.

	Smart Card Agent
	A Smart Card Agent embodies a trusted entity in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights.

	User
	A user is the human user of Protected Content. Users can only access Protected Content though a DRM Agent. Users can choose Secure Removable Media as a secondary storage of their devices and enable the flexibility of moving and consuming of Protected Content or Rights Objects in other devices.


5.2.1.1 Actor Specific Issues
DRM Agent and Smart Card Agent interact with each other to communicate OMA DRM Rights Objects.

5.2.1.2 Actor Specific Benefits
User can purchase OMA DRM Protected Content, along with the needed Rights Objects, and know that she can use this content as long as her smart card is plugged in her phone. When she wants to change a phone she just needs to plug her smart card in the new device and have her Rights Objects with her.

5.1.3 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects using her mobile phone. 
5.1.4 Post-conditions
OMA DRM Protected Contents is delivered to the OMA compliant handset while the Rights Objects are directly delivered to her smart card that is plugged in the handset.

5.1.5 Normal Flow  
1. User has purchased and downloaded OMA DRM Protected Content using her mobile phone that contains a smart card (e.g. SIM) 
2. The downloaded Rights Objects are installed directly in the user’s smart card or are seamlessly transferred by the mobile phone DRM Agent, after successful mutual authentication between DRM Agent and Smart Card Agent, to the Smart Card.
3. User can play the acquired OMA DRM Protected Content according to the specified rights in the Rights Objects in her smart card.
5.1.6 Alternate flow

If there are no remaining rights or rights are expired for the OMA DRM Protected Content on the smart card, User cannot play the corresponding OMA DRM Protected Content.

If mutual authentication has failed the usage of OMA DRM Protected Contents SHALL BE prevented.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the use case in this input paper to be included in the Secure Removable Media Profile Requirement Document.
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