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1 Reason for Contribution

Secure Content Exchange WI has been approved by TP. It is looking forward to collecting corresponding use cases and its high level and system level requirements.
This contribution suggests a use case targeting the OMA DRM Secure Content Exchange Requirements Document.

2 Summary of Contribution

Temporary Sharing of Rights is one of the use case at Task #1 Flexible Rights Transfer and DRM Domain Management of the Secure Content Exchange Work Item.
3 Detailed Proposal

Include the following use case in the Secure Content Exchange Requirements Document.

3.1 Use Case <Temporary Sharing of Rights>

3.1.1 Short Description

Terminal shares Content and Rights with other neighboring terminal for a short time. Rights Issuer controls whether and how to share Rights. Temporary sharing of Rights could be terminated when network is unreachable to each other.
3.1.2 Actors
· Rights Issuer

· DRM Agent 1

· DRM Agent 2
3.1.2.1 Actor Specific Issues

· Rights Issuer : Rights Issuer should issue RO which contains information about temporary sharing, and the information can contain constraints (eg, maximum count of sharing, maximum number of concurrent sharing, valid until when, what permission to be shared, etc.)
· DRM Agent 1 : DRM Agent should be able to process temporary sharing permission. DRM Agent should be able to generate temporary RO. DRM Agent 1 should be able to authenticate DRM Agent 2.
· DRM Agent 2 : DRM Agent 2 should be able to authenticate DRM Agent 1. DRM Agent 2 should be able to detect whether network is reachable to DRM Agent 1.
3.1.2.2 Actor Specific Benefits

· Rights Issuer : Rights Issuer can control whether and how rights is temporarily shared.
· DRM Agent 1 : n/a
· DRM Agent 2 : DRM Agent2 can use Content temporarily.
3.1.3 Pre-conditions

Content is downloaded to DRM Agent 1 from Content Issuer.
3.1.4 Post-conditions

n/a
3.1.5 Normal Flow

1. Rights Issuer issues Rights Object which contains temporary sharing permission to DRM Agent 1.

2. DRM Agent 1 consumes Content using downloaded RO.
3. DRM Agent 1 and DRM Agent 2 mutually authenticate each other and establish a secure session if needed.
4. DRM Agent 1 generates temporary RO which can be consumed by DRM Agent 2.

5. DRM Agent 1 super-distributes Content and transfers temporary RO to DRM Agent 2.
6. DRM Agent 2 consumes Content using transferred temporary RO.
7. DRM Agent 2 revokes temporary RO when condition is expired.
3.1.6 Alternative Flow

DRM Agent removes temporary RO when network connection to DRM Agent 1 is broken.
The new requirements derived from the use case above are to be included in the Secure Content Exchange Requirements Document as follows:

In High Level Functional Requirements:

· It SHALL be possible for one terminal to temporarily share Rights with other terminal.
In Overall System Requirements:

· Rights Issuer SHALL be able to issue the Rights Object which contains temporary sharing permission.
· Terminal SHALL be able to process temporary sharing permission in the Rights Object.
· Terminal SHALL be able to generate temporary Rights Object.

· Terminal SHALL be able to do mutual authentication with other terminal. 

· Terminal SHALL be able to transfer temporary Rights Object to other terminal.

· Terminal SHALL be able to revoke Rights Object when other terminal cannot be reached by network.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that group members tentatively agree this document and incorporate the proposed use case and requirements into OMA DRM Secure Content Exchange Requirements Document.
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