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1 Reason for Change

CR 292R02 proposed the addition of a new section that explicitly states the desired behaviour in terms of obtaining user consent. The first bullet in this new section originated from section 5.2.2. “Initiating ROAP from a DCF” however in moving this text to the new section the context has been lost. This CR proposes the addition of some informative text to clarify context and the expected behaviour.

2 Impact on Backward Compatibility 

N/A

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves this CR.

6 Detailed Change Proposal

5.1.8 Rules for Obtaining User Consent

There are various points within the execution of ROAP, the processing of DCFs and the process of installing Domain and Device ROs that a Device may have to obtain user consent, this section defines when explicit user consent is required:

· A Device MUST obtain the user’s consent before attempting to acquire an RO for a DCF when initiating rights acquisition from a DCF i.e. when sending an HTTP GET to the RightsIssuerURL. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent.  If the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, the DRM Agent MUST compare the domain name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for that RI.  The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the format defined in [RFC2396].  For the purpose of domain name comparison, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST attempt to silently acquire the RO for the DCF. 

· Upon reception of a ROAP Trigger a Device MUST obtain user consent in order to contact the RI if it does not have a valid RI context, however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· For implied ROAP exchanges as specified in section 5.1.7 a Device MUST obtain user consent in order to contact the RI if it does not have a valid RI Context, however, f the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent If a valid RI Context has been established the Device SHOULD NOT obtain explicit user consent for any further implied ROAP exchanges.  

· If a Device receives a ROAP response with the status equal to “DeviceTimeError” and the Device already has a valid RI Context with the RI then the device SHOULD NOT obtain explicit user consent before attempting to . 

· If a Device receives a ROAP response with the status equal to “NotRegistered” and the Device already has a valid RI Context with the RI then the device SHOULD NOT obtain explicit user consent. If the Device does not have a valid RI context with the RI the Device MUST obtain user consent in order to contact the RI, however, if the FQDN (Fully Qualified Domain Name) part of the roapURL element of the original ROAP Trigger that resulted in the “NotRegistered” response corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. Also if the “NotRegistered” response was received as a result of attempting to install a Device or Domain RO and the riURL attribute of the roap:ProtectedRO corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent 
· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to attempting to join the Domain, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY attempt to join the Domain without obtaining explicit user consent. 

· If a Device receives a JoinDomain ROAP Trigger for a Domain that it is a member of, i.e. it has a corresponding Domain Context, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain. 

· If a Device receives a LeaveDomain ROAP Trigger for a Domain that it is not a member of i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to initiating ROAP, however, if the FQDN part of the roapURL element of the ROAP Trigger corresponds to an entry in the User Consent Whitelist the Device MAY initiate ROAP without obtaining explicit user consent. 

· If a Device is attempting to install a Device RO and it determines that it does not have a valid RI Context for the RI as identified by the <riID> element in the roap:ROPayload of a Device RO, the Device MUST obtain user consent prior to contacting the RI, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY contact the RI without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is not a member of the Domain for which the Domain RO is issued, i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to attempting to join the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY attempt to join the Domain without obtaining explicit user consent. 

· If a Device is attempting to install a Domain RO and it determines that it is a member of the Domain for which the Domain RO is issued, but the Domain Generation is greater than that stored in the corresponding Domain Context, the Device SHOULD NOT obtain explicit user consent prior to attempting to upgrade the Domain, this applies to both ROAP and non-ROAP communications e.g. HTTP GET requests (see section Error! Reference source not found.).

The means for provisioning and management of the User Consent Whitelist implemented for the purpose of determining if explicit user confirmation is required are outside the scope of this specification. 

For the purpose of comparing FQDNs and User Consent Whitelist entries, the DRM Agent MUST use the mechanism described in Section 1 of [RFC 2965].
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