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1 Reason for Change

The requirements in section 8.8 of OMA-TS-DRM-DRM-V2_0-20050915-C appear to be incorrect and simply misleading with respect to “Domain Upgrade” in that case that a device is NOT already a member of any generation of that domain.

Section 8.8 states:

If a Device receives a Join Domain ROAP trigger, it SHOULD compare

the <domainID> field with the domain ID for any domains already established with the RI that sent the ROAP

trigger, with the sending RI as identified by the <riID> field. There are two possible outcomes of this comparison:

1. <snipped>

2. If the Domain baseID of the <domainID> field does not match Domain baseID of a stored domain ID,

then the Device is not a member of the Domain. The Device MUST behave as if it had received a domain-

RO for a Domain it was not a member of, as specified in section 8.7.2.1.
The issue is with point 2. Section 8.7.2.1 defines that when handling a domain-RO if the device is not in the domain that the device may send a HTTP GET to the riURL of the roap:roPayload. Firstly, there is no roap:roPayload for a DRM Agent to send such a HTTP GET request to. Secondly this conflicts with the Join Domain requirements in section 8.2. Afterall, receiving a JoinDomain trigger on a device which has no existing domain context; is a Domain Join, rather than an upgrade.

Therefore this CR; proposes to change the requirements to state that receiving a JoinDomain trigger for a domain in which the device is not registered should initiate the JoinDomain ROAP protocol.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

None. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to review this CR, provide comments; and agree upon this change.

6 Detailed Change Proposal

8.8 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a Domain, an RI MUST change the Domain Key and MUST increment the Domain Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete Domain and MUST NOT allow new Devices to join an obsolete Domain. 

A Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.

A Rights Issuer performs a Domain upgrade using the Join Domain protocol (see sections 8.2 and 5.4.4). An RI MAY initiate this protocol for the purposes of Domain upgrade by sending a ROAP trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a Join Domain ROAP trigger, it SHOULD compare the <domainID> field with the domain ID for any domains already established with the RI that sent the ROAP trigger, with the sending RI as identified by the <riID> field. There are two possible outcomes of this comparison:

1. The Domain baseID of the <domainID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the Domain using the Join Domain protocol.

2. If the Domain baseID of the <domainID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the Domain. The Device MUST execute the Join Domain protocol (see 5.4.4); just as if it was joining the domain for the first time (see section 8.2)..
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