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1 Reason for Change

It has been pointed out that progressive download are changing the semantics of InstallNotify. Previously, content has not been available to the end user unless InstallNotify has been successfully sent to the Download server. With Progressive Download, the content may be available to the end user as soon as the content download is started. This can be an issue for billing systems, for example the end user can consume almost all content and then cancel the download.

This CR proposes that status code “License Retrieval Success” shall be sent immediately once the License (e.g. OMA DRM RO) is available in the device, in case the progressive download element in the Download Descriptor is true. The content shall not be available to the end user unless “License Retrieval Success” has been successfully sent. This assures that content cannot be consumed unless the Rights has been successfully installed. The semantics for InstallNotify status “Success” remains, InstallNotify “Success” is sent once all content is downloaded. 

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group agrees the changes.

6 Detailed Change Proposal
Section 5.2.5 Step 5b; License Retrieval

If a Media Object or Product has a license attribute, the Download Agent MUST pass the contents of the license attribute transparently to the appropriate DRM Agent. The DRM Agent must retrieve the appropriate License and report back to the Download Agent the result of the License retrieval. The Download Agent MUST include the License retrieval status in any report posted to the server.

If a download reservation is defined for the Download Descriptor, this reservation MUST also be used for determining when to retrieve the License.

The Download Agent MAY perform Media Object download and License retrieval in sequence or in parallel. The exact algorithm for determining the order of downloads, or for deciding to perform downloads in parallel is outside the scope of this specification. 
When the Media Object contains a <progressiveDownloadFlag> element with value “true”, the Download Agent SHOULD start the retrieval of the License at least at the same time as the download to enable progressive rendering of the content. In case the containing Product of a Media Object that contains a <progressiveDownloadFlag> element with value “true” also has a <license> element, then the Download Agent SHOULD start the License retrieval for the Product also at the same time as the download of the Media Object.
If the Media Object or Product that has a license element contains a <progressiveDownloadFlag> element with the value “true” and an installNotify element is available in the Download Descriptor, the Download Agent MUST send status report “License Retrieval Success” as soon as the License is available in the Device and before the Media Object or Product is available for use in the Device. The Download Agent MUST NOT wait to send this status until the complete Media Object or Product is downloaded. The Media Object or Product MUST NOT be released for use in the device unless the sending of the installation notification “License Retrieval Success” succeeds.
Section 5.2.8 Step 8; Sending Installation Notification

The purpose of the Status Report mechanism is to provide the download server with an indication that the Media Object or Product has been properly received and installed. This functionality is available as the success or failure of the installation of a Media Object or Product may be critical to execute certain business models within the content service realm.
This step is valid only in the cases where it has been explicitly requested, that is when the InstallNotifyURI attribute is included in the Download Descriptor.

If the InstallNotifyURI attribute is present in the Download Descriptor, the Installation Notification status report MUST be sent to the address defined in the InstallNotifyURI attribute.  If the InstallNotifyURI attribute is present for a Compound Product, the Installation Notification status report MUST be sent after the completion of retrieving all the Media Objects specified in the Download Descriptor for the Compound Product. If the InstallNotifyURI attribute is missing from the Download Descriptor for the Media Object and for the Product containing the Media Object, then no Status Report can be sent.

If the network service is lost during installation, an Error Code “Loss of Service” MUST be used in a Status Report if possible (it may be impossible to deliver the status report due to the network-service outage).

The installation status is reported by the use of the schema defined in the InstallNotifyURI attribute. The Download Agent MUST at a minimum support either [W-HTTP] or [WSP] protocols. If the scheme is HTTP then an HTTP POST request to the defined URL is performed. The HTTP scheme MUST be supported. However, if the transfer of the Media Object has been performed using a different scheme than HTTP then the Download Agent MUST also be able to execute  the Installation Notification using this same scheme. 

In case the defined scheme of the Installation Notification is HTTP or HTTPS then:

· The content of the body of the POST request MUST include on the first line a status code and status message. The table “Installation Status Code and Associated Message” in Section 5.2 lists the valid status message codes and messages. The Section 5.3.1 defines the format of the installation notification.

· In case the installNotifyURI is specified for a Media Object or Product that has a license attribute and the license installation has not been already reported as defined in section 5.2.5 during progressive download, a second line MUST be added containing the License status code and status message. The status code reported MUST be either 960 (License Retrieval Succeeded) or 961 (License Retrieval Failed). The Section 5.3.1 defines the format of the installation notification.

· In case the installNotifyURI is specified for a Product, the Download Agent MAY add additional status lines for each Media Object defined for the Product. The Download Agent MUST add additional status lines for Media Objects defined for the Product if not all install statuses of all the Media Objects for the Product are the same. In such case, the overall installation status SHOULD be set to 959 “Mixed Status” error. Also the Download Agent MUST add an additional License retrieval status lines for each Media Object of the Product that has a license attribute if the license installation has not been already reported as defined in section 5.2.5 during progressive download.

· The sending of the Installation Notification is regarded as successful if the Download Agent receives an HTTP-Response from the Status Report Server with any 200-series response code. All other HTTP-response codes (100-, 300-, 400- and 500-series HTTP-response codes) MUST be handled as either temporary or permanent errors. The Download Agent MUST implement the behaviour associated with response codes representing temporary errors (for example “401” and “407”) as defined in [RFC2616].

· No content body should be returned in the HTTP response, if any is sent, the Download Agent MUST ignore the body part. 

· If a request brings no response, the request MAY be retried, but it SHOULD NOT be retried if any response is received (except in case, e.g. “401 unauthorised”, the reply prompts a modified retry).

· The exception to the logic defined above is the semantics of a “Well-Intentioned Attempt”. If a well-intentioned Installation Notification attempt brings no response from the Status Report Server then the Download Agent MUST equate the situation to the reception of a 200-series response code. This may for example occur in the situation when the Download Agent experiences a timeout before the response is received. The time to wait for the HTTP-Response is implementation specific.
For other schema:

· The sending of the Installation Notification is regarded as successful if a response (the format of which will be dependant on the schema) indicating successful reception of the Installation Notification is received from the Status Report Server?

· If a request brings no response, the request MAY be retried. 

· If a well-intentioned Installation Notification attempt brings no response from the server then the Download Agent MUST equate the situation to the reception of a response indicating that a successful reception of the Installation Notification was received from the Status Report Server. 

If the Download Descriptor contains the InstallNofifyURI attribute then the Media Object MUST NOT be released for use at the device unless the sending of the installation notification succeeds. If the InstallNotifyURI is defined for a Product, then all the Media Objects of the Product MUST NOT be released for use at the device unless the sending of the installation notification succeeds.

If no well-intentioned attempt can be made then the device MUST NOT allow for the use of the Media Object(s). The device MUST indicate to the user that the download failed and remove the Media Object from the device. 























































�This does not make sense now we have the downloadnotfication. The error codes that are applicable to each notification need to be reviewed and clearly defined.
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