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1 Reason for Change 

This CR is proposed as a resolution of PR0012 (Test fest 11). The problem described in that report is that large JoinDomainResponses are returned when either server or device does not support hash chains and the domain is in a late generation. In this case, the specification says that the server is supposed to send domain keys for all earlier generations. For a domain in generation 25 this leads to a document of approximately 25 KB. For a domain in generation 999, this leads to a JoinDomainResponse of 1MB. It also requires the device to decrypt 1000 domain keys, which on constrained devices will take a considerable time. 

There are several possible solutions for this problem including making hash chain support mandatory for devices and servers, returning only a limited number of domain keys in the JoinDomainResponse ( e.g. last 1 or 5) or reducing the maximum number of domain generations. However, all of these solutions have some technical or business disadvantages. 
Section 8.8 of the DRM specification says that “This (domain upgrade) will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.” This implies that in practice the number of domain generations used is not expected to be very high. In addition, this problem is mainly an implementation issue rather than a specification one. For example, constrained devices can easily support download of 1MB content files. Therefore, the resolution proposed is simply to highlight the issue to client implementers and emphasise the requirement to support up to 999 generations of any domain (when domains are supported). 
2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal
8.8 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a Domain, an RI MUST change the Domain Key and MUST increment the Domain Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete Domain and MUST NOT allow new Devices to join an obsolete Domain. 

A Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.

A Rights Issuer performs a Domain upgrade using the Join Domain protocol (see sections 8.2 and 5.4.4). An RI MAY initiate this protocol for the purposes of Domain upgrade by sending a ROAP trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a Join Domain ROAP trigger, it SHOULD compare the <domainID> field with the domain ID for any domains already established with the RI that sent the ROAP trigger, with the sending RI as identified by the <riID> field. There are two possible outcomes of this comparison:

1. The Domain baseID of the <domainID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the Domain using the Join Domain protocol, if the user has given permission for silent communication with this RI and if the trigger was authenticated. If the user has not given permission for silent communication, or if the trigger was not authenticated, the Device MUST request user permission to upgrade the Domain, but SHOULD present appropriate messages to the user indicating that the request is for Domain upgrade and not for joining an entirely new Domain.

2. If the Domain baseID of the <domainID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the Domain. The Device MUST behave as if it had received a domain-RO for a Domain it was not a member of, as specified in section 8.6.2.1.

8.1.1 Use of hash chains for Domain key management

To avoid storage of multiple keys per Domain in the Device and in the RI (for the purpose of using old and new Domain ROs after Domain upgrade) it is possible to have a relation between the Domain Keys using Hash Chains (see section 7.3), as illustrated in the example below. The Device MAY support Hash Chains and the RI MAY support Hash Chains. 

Example1. Without hash chains
When generating a new Domain, the RI generates:

· a unique Domain Identifier DI, the Domain Generation is set to 000. 

· a random secret Domain Key DK0
At Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Domain Key DKg is generated. The old Domain Key(s) must be stored in RI and Device to allow use of ROs issued before the upgrade. When Devices join a Domain, all Domain Keys of this Domain are sent in the Protected Domain Info of ROAP-JoinDomainResponse (see ROAP protocol suite). Client implementers should note that JoinDomainResponses used for upgrade can become large at high generations, e.g. 1MB at 999 generations, as many domain keys are being returned. Client implementations must be able to accommodate this. This issue does not occur when hash chains are used as only one key is returned in each upgrade JoinDomainResponse,
Example 2. With Hash Chains (optional)

When generating a new Domain, the RI 

· generates a unique Domain Identifier DI, the Domain Generation is set to 000

· generates an initial master key KM for the Domain

· selects the maximum number of generations n for this Domain (not larger than 999)

· defines a sequence of Domain Keys using the method described in Section 7.3
Since old Domain Keys (with low generation value) are possible to efficiently derive from new Domain Keys (with higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the RI it is sufficient to store DKn (=KM ) and the current Domain Identifier.

Appendix A. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

A.1 Client Conformance Requirements

The table below enumerates the client conformance requirements on all Devices – Connected, as well as Unconnected Devices. The Enabler Release Definition for DRM V2.0 [DRMERELD-v2] defines the mandatory features to be supported by the Connected and Unconnected Devices. For further information, please see section 8 of [DRMERELD-v2].

	Item
	Function
	Reference
	Status
	Requirements

	DRM-CLI-CMN-001 
	ROAP Schema parsing and processing support.
	5.3
	M
	

	DRM-CLI-CMN-002 
	General XML Schema Requirements
	5.3.2
	M
	

	DRM-CLI-CMN-003 
	Nonce values in ROAP messages
	5.3.10
	M
	

	DRM-CLI-CMN-004 
	Processing and responding to status codes during ROAP protocol runs
	5.3.6,5.4.2 
	M
	

	DRM-CLI-CMN-005 
	ROAP Trigger parsing and processing
	5.2.1
	M
	

	DRM-CLI-CMN-006 
	ProtectedRO support
	5.3.8,5.3.9
	M
	

	DRM-CLI-CMN-007 
	XML Canonicalization
	5.3.9,5.4 
	M
	

	DRM-CLI-CMN-008 
	4-pass ROAP-Registration protocol
	5.4.2
	M
	

	DRM-CLI-CMN-009 
	ROAP Extensions
	5.4.2,5.4.3,5.4.4
	O
	

	DRM-CLI-CMN-0010 
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0011 
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0012 
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0013 
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0014 
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0015 
	Domains Functionality. The maximum number of domain generations, i.e. 999, must be supported. 
	5.1.4,5.1.5,5.4.4,7.2.3,7.3,8 
	O
	DRM-CLI-CMN-016,DRM-CLI-CMN-032,DRM-CLI-CMN-033,DRM-CLI-CMN-034,DRM-CLI-CMN-035,DRM-CLI-CMN-042, 

AND DRM-CLI-CD-059, DRM-CLI-CD-060 

OR DRM-CLI-UD-067, DRM-CLI-UD-068

	DRM-CLI-CMN-0016 
	Hash Chains for Domain Key Management
	5.4.4.1.1,7.3,8.7.1
	O
	

	DRM-CLI-CMN-0017 
	DRM Agent Certificates 
	D.1
	M
	

	DRM-CLI-CMN-0018 
	User Certificates for WIM Binding
	D.5
	O
	

	DRM-CLI-CMN-0019 
	RI Certificate Processing and Certificate Chain Validation
	5.4.2.4,5.4.3.2,5.4.4.2,6.2
	M
	

	DRM-CLI-CMN-0020 
	RI Signature Validation
	5.4.2.4,5.4.3.2,5.4.4.2
	M
	

	DRM-CLI-CMN-0021 
	OCSP Response Validation
	5.4.2.4,5.4.3.2,5.4.4.2,6.2,6.3
	M
	OCSP-C-006, OCSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016, OCSP-C-017, OCSP-C-019, OCSP-C-020, OCSP-C-021, OCSP-C-022, OCSP-C-022a, OCSP-C-022b, OCSP-C-022c, OCSP-C-023, OCSP-C-024, OCSP-C-028

	DRM-CLI-CMN-0022 
	IMSI Binding
	15.1
	O
	

	DRM-CLI-CMN-0023 
	WIM Binding
	15.2
	O
	DRM-CLI-CMN-018

	DRM-CLI-CMN-0024 
	Transaction Tracking
	12.3, 5.4.3.1, 5.4.3.2.1
	O
	

	DRM-CLI-CMN-0025 
	User Consent for ROAP Triggers and associated processing
	5.2.1
	M
	

	DRM-CLI-CMN-0026 
	User Consent for Silent and Preview Headers
	5.2.2
	M
	

	DRM-CLI-CMN-0027 
	RI Certificate Caching
	5.4.2.1.1 
	O
	

	DRM-CLI-CMN-0028 
	RI Certificate Verification data storage in the RI Context
	5.4.2.4.1
	O
	

	DRM-CLI-CMN-0029 
	Replay Protection for Stateful Rights Objects
	9.4,5.3.9
	M
	

	DRM-CLI-CMN-0030 
	Maintaining state information for Stateful Rights Objects
	9.4.1
	M
	

	DRM-CLI-CMN-0031 
	Domain Name Whitelists
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0032 
	Multiple Domain Contexts 
	8.2
	O
	

	DRM-CLI-CMN-0033 
	Domain Context
	5.4.4.2.1,8.2
	O
	

	DRM-CLI-CMN-0034 
	Domain Context Expiry processing
	5.4.4.2.1
	O
	

	DRM-CLI-CMN-0035 
	Installing Domain ROs
	8.6.2.1, 8.6,5.4.4.2
	O
	

	DRM-CLI-CMN-0036 
	Multiple RI Contexts
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0037 
	RI Context 
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0038 
	Use of riID as identifiers for RI Contexts stored in the Device
	5.4.2.4.1,5.3.8,5.2.1
	M
	

	DRM-CLI-CMN-0039 
	RI Context Expiry processing
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0040 
	DCF Hash verification; usage in ROAP
	5.4.3.1.1
	O
	

	DRM-CLI-CMN-0041 
	Device RO Processing
	9.3.1
	M
	

	DRM-CLI-CMN-0042 
	Domain RO Processing
	8.6
	O
	

	DRM-CLI-CMN-0043 
	MIME Types for ROAP PDU, Trigger, ProtectedRO, and Rights Objects
	5.3.8,10.2
	M
	

	DRM-CLI-CMN-0044 
	Exporting to other DRMs and Protected Links
	13
	O
	

	DRM-CLI-CMN-0045 
	Super Distribution of the DCF
	12
	O
	

	DRM-CLI-CMN-0046 
	Super Distribution of the ContentURL 
	12
	O
	

	DRM-CLI-CMN-0047 
	Parent Rights Object
	9.5
	M
	

	DRM-CLI-CMN-0048 
	Off-device storage of content and Rights Objects
	9.6
	O
	

	DRM-CLI-CMN-0049 
	Capability signaling to Content Issuers and Rights Issuers
	10
	M
	

	DRM-CLI-CMN-0050 
	Processing Content Objects, Rights Objects and ROAP Triggers received via WAP PUSH
	11.4
	M
	

	DRM-CLI-CMN-0051 
	DCF Integrity protection after the DCFs are downloaded to the Device
	12.4
	M
	

	DRM-CLI-CMN-0052 
	Backwards Compatibility to OMA DRM v1
	Appendix B
	M
	

	DRM-CLI-CD-0053 
	DRM Time 
	6.3,5.4
	O
	DRM-CLI-CD-054

	DRM-CLI-CD-0054 
	DRM Time Synchronization
	6.3,5.4
	O
	

	DRM-CLI-CD-0055 
	Connectivity for Unconnected Devices via ROAP over OBEX
	11.6
	O
	DRM-CLI-CMN-015

	DRM-CLI-CD-0056 
	Connectivity to Rights Issuers over appropriate transport connections
	14
	O
	

	DRM-CLI-CD-0057 
	2-pass ROAP-ROAcquisition protocol
	5.4.3
	O
	

	DRM-CLI-CD-0058 
	1-pass ROAP-ROAcquisition protocol
	5.4.3.2.1
	O
	

	DRM-CLI-CD-0059 
	2-pass ROAP-JoinDomain protocol
	5.4.4.1
	O
	

	DRM-CLI-CD-0060 
	2-pass ROAP-LeaveDomain protocol
	5.4.4.3
	O
	

	DRM-CLI-CD-0061 
	HTTP Transport Mapping 
	11.2
	O
	

	DRM-CLI-CD-0062 
	Capability Signalling
	10
	O
	

	DRM-CLI-CD-0063 
	Silent and Preview header processing in DCFs
	5.2.2
	O
	

	DRM-CLI-CD-0064 
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	11.3
	O
	

	DRM-CLI-UD-0065 
	Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	14
	O
	

	DRM-CLI-UD-0066 
	ROAP-OBEX Server
	14,11.6
	O
	

	DRM-CLI-UD-0067 
	2-pass ROAP JoinDomain protocol
	5.4.4.1
	O
	

	DRM-CLI-UD-0068 
	2-pass ROAP LeaveDomain protocol
	5.4.4.3
	O
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