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1 Reason for Contribution

The following contribution is a draft in response to the Liaison Statement from SC 29/WG 11 to OMA on the Inheritance Right  [SC 29/WG 11 N 7979, Attachments: SC 29 N 7312, N 7321],
http://www.openmobilealliance.org/ftp/Public_documents/BAC/DLDRM/2006/OMA-DLDRM-2006-0094-ILS-from-ISO-IEC-JTC-1-SC29-on-Inheritance-Right.zip 
The questions raised are:

(i) the entity (or entities) from which rights are inherited

(ii) the rights that are inherited and 

(iii) by whom the rights are issued.
2 Summary of Contribution

The proposal describes the environment and conditions under which the interpretation of the inheritance must happen, which might clarify the points raised.
3 Detailed Proposal

In OMA DRM v2, Rights are represented by Rights Objects (ROs). Rights Objects are cryptographically bound to a device or a domain, i.e. a collection of devices sharing a common secret. ROs are sent by Rights Issuers (RI). The entity in charge of managing the ROs on a terminal is called the DRM agent. The DRM agent is responsible for creating contexts to manage ROs delivered by each RI, and for each domain of each RI.

(i) Inheritance is a Rights capability, and as such is managed "locally" by a DRM agent when evaluating the Rights Objects available on a device. The heritage can only take place in the same context, i.e. ROs having such dependence were emitted by the same RI, and furthermore for the same domain of a RI when considering Domain ROs.
(ii) The inheritance is realized by a reference in a Child Rights Object to an asset defined in a Parent Rights Object. The approach is quite simple.
The following example aims at defining a typical subscription model based on the OMA DRM inheritance capability.

The reference consists in an identifier, SubscriptionGUID, permissions and optional constraints:

The Parent Rights Object:

...

<o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>SubscriptionGUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:end>2004-04-30T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

...
The Child Rights Object:

...

<o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

<o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>SubscriptionGUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

...

In this example, the Parent RO defines and asset which gives permission to play content until 2004-04-30T23:59:59Z. As a consequence, Child RO "inheriting" from (in fact making reference to) this RO is limited to playing a piece of content until 2004-04-30T23:59:59Z. No other permission is granted, but the play permission can be more constrained at the Child RO level.

Regarding the delivery of the ROs, OMA DRM defines one RO per content, per device or per domain. As a consequence

Though, it SHOULD be noted that in case of multiple cross-references there are rules defined regarding RO evaluation and consumption. Those rules have to be implemented by any OMA DRM agent respecting the following order:

1. Only valid rights can be considered.

2. Unconstrained rights first.

3. Rights containing a <datetime> constraint are to be considered first.

4. Rights containing a <datetime> constraint should be used first in order of expiration.

(iii) Rights Objects are issued by Rights Issuers. Rights Issuers are referenced by riID in the ROAP protocol. In order to be able acquire ROs, the DRM agent must register to the Rights Issuer, and consequently create a RI context.

Finally, OMA DLDRM has been informed that a contribution presented in April '06 to the SC 29/WG 11, referenced as M13105, contains supplementary explanations on the OMA DRM v2 inheritance capability, contribution that may help resolving issues raised in the liaison sent to us.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We will request the ISO MPEG SC 29/Working Group 11 to consider and accept these comments.
We will also thank the ISO MPEG SC 29/WG 11for its interest about our work and looks forward to continued collaboration on these matters.
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