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1 Reason for Contribution

The input contribution depicts the high level sequence diagram for Provisioning of Rights Object  in the Smart Card. The Use Case description is as given below for reference
5.3 Scenario 2: Provisioning of Rights Object in the Smart Card
5.3.1  ASK  \* MERGEFORMAT Short Description

Alice owns a state of the art mobile phone and is a faithful subscriber enjoying the multitude of services that her Network Service Provider offers. Alice wants to use the advanced features of her mobile phone but is reluctant to learn complicated technical topics. She wants a service that allows her to download music, and the associated Rights, in a seamless manner. In fact, Alice does not know what Rights Objects are and does not want to know how to “move” these “Rights Objects”. She wants to surf to her Network Service Provider’s portal, choose the music that she likes, download it, pay for the transaction and then just use it with the minimum of ease. 

Alice accepts that her Smart Card, which includes all her telecom account details, can be used to store Rights . Alice acquires a new mobile phone and wants to have her existing Rights transferred to the new mobile phone along with her account details. She just wants to be able to plug her Smart Card in her mobile phone, or any new mobile phone in the future, and immediately be able to Consume the music for which she has acquired the Rights.

This document is submitted to DLDRM WG to get consensus on the basic technical flow and inclusion of the sequence diagram in the latest Secure Removable Media Architecture Document.
2 Summary of Contribution

This Input Contribution document provides a high level sequence diagram for Provisioning of Rights Object in the Smart Card. The contribution also proposes appropriate text supporting the sequence flow.
3 Detailed Proposal

5.3.1 Provisioning of Rights Object in the Smart Card
The technical use case illustrates, Provisioning of Rights Object in the Smart Card, where Rights Issuer issues Rights Object to Secure Removable Media. The Rights Object thus issued by Rights Issuer is stored on the Secure Removable Media and not on the Device which downloads it.
The Secure Removable Media is connected to the Device and the interaction between DRM Agent on the Device and SRM Agent on Secure Removable Media is secure.

Action:
1. Rights Issuer sends ROAP Trigger to the Device, indicating in the Trigger that the Rights Object is bound to the Secure Removable Media.
2. Device interacts with Secure Removable Media and fetches the SRM info from Secure Removable Media.
3. Device sends RO Request to Rights Issuer with SRM info. Rights Issuer issues Rights Object bound to Secure Removable Media.
4. 
5. 
6. Device transfers Rights Object to Secure Removable Media and Rights Object is removed from temporary storage of the Device. SRM Agent verifies the Rights Object, if verification of the Rights Object is successful, SRM Agent stores the Rights Object.
It is assumed that Device performs necessary authentication and validation procedures, prior to communicating with Secure Removable Media. It also assumes that the Rights Object is signed by Rights Issuer.
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Sequence Diagram: Provisioning of Rights Object in the Smart Card
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG to agree on the basic flow and include the flow in the latest Secure Removable Media Architecture Document.
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