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1 Reason for Contribution

The latest draft of the SRM Architecture Document does not have text for several technical use cases and related flows.   Also, some of the technical use cases are redundant. 
2 Summary of Contribution

This contribution proposes new text and revisions to sections 5 and 6 of the SRM AD, OMA-AD-SRM-V1_0_0-20060406-D  
3 Detailed Proposal

[…]
5. Architectural Model

5.1 Dependencies

The OMA SRM enabler defines the format and the protection mechanism of the Rights in the SRM and the security model for managing encryption keys in the SRM. It also defines the protection mechanism for transferring Rights and contents between devices and SRM(s) and consuming Rights in the SRM(s). To achieve these functions, the OMA SRM enabler uses OMA DRM version 2.0 [OMADRMv2] as its foundation. The architecture defined in this document takes precedence over those specified by the foundation documents, thus creating the OMA SRM enabler.
The relationship between the enablers is illustrated in Figure 1.
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Figure 1: OMA SRM Profile Enabler Dependencies

5.2 Architectural Diagram

Figure 2 shows the architectural diagram of OMA SRM.
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Figure 2: Architectural Model
Figure 3 shows the functional architecture of OMA SRM.
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Figure 3: Functional Architecture

5.3 Functional Components and Interfaces

5.3.1 Functional Components
This section describes the OMA SRM functional components.  Some of these components are existing entities whose details are defined within OMA DRM v2.0.

· Rights Issuer

The Rights Issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects.  Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.  The Rights Issuer specifies in the Rights Object the usage of the SRM to store Rights.
· DRM Agent

A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc.   The DRM Agent securely communicates with the SRM Agent to control and manage the Rights stored in the SRM.
· SRM Agent

A SRM Agent is a trusted entity embodied in Secure Removable Media. This trusted entity is responsible for storing and removing Rights Objects in Secure Removable Media.  It also securely transfers Rights Objects and associated information to and from a DRM Agent, 
5.3.2 Interfaces

The OMA SRM interfaces are defined in the following table.
	Interfaces
	Description

	SRM-IF1
	This interface carries transactions and data between the DRM Agent and SRM Agent including

Rights Objects and associated state information delivered from the DRM Agent
Requests from the DRM Agent to read the list of Rights in the SRM

Requests from the DRM Agent to update state information
Mechanisms for mutual authentication and securing communication between the DRM Agent and SRM 

	SRM-IF2
	This interface carries transactions and data between the SRM Agent and DRM Agent including

Rights Objects and associated state information delivered from the SRM Agent
List of Rights stored in the SRM
Acknowledgement of requests from the DRM Agent
Mechanisms for mutual authentication and securing communication between the DRM Agent and SRM 

	DRM-IF1
	The interface is out of scope for OMA SRM.  The required messages and protocol are defined in the ROAP contained in OMA DRM v2.0. It is shown here for completeness and to indicate that the Rights Objects delivered over this interface may contain rules governing the usage of the SRM.

	DRM-IF2
	The interface is out of scope for OMA SRM.  The required messages and protocol are defined in the ROAP contained in OMA DRM v2.0.  It is shown here for completeness.   


· 
· 
· 
· 
5.3.3 Flows

Functions between each component which constitute the functional architecture in Figure 3 are explained in this chapter.

· Move Rights

This function moves a Rights Object and its associated state information (i.e. Rights) from the SRM to the DRM agent (or visa versa). After the move, the Rights Object and its associated state information is present in the destination and deleted from the source and it is guaranteed that duplication or loss of Rights is not possible.

· Read Rights

The DRM agent reads the Rights Object and its associated state information (i.e. Rights) from the SRM and can use it (i.e. locally consume) if and only if the same SRM agent is securely connected to the DRM agent. 

· Update Rights State Information

The DRM agent updates the state information of SRM's Rights that are locally consumed by the DRM agent.
· 
· Get Rights List

· The DRM Agent retrieves a list of Rights identifiers from the SRM Agent.  The SRM Agent can provide this list identifying Rights Objects that are associated with a specific DRM Content.
· ROAP

The ROAP (RO Acquisition Protocol) in the OMA DRM version 2.0 provides the format, the protection mechanism and the transport mechanism for the Rights Object and the security model for managing of content encryption keys. The OMA SRM enabler provides the extended mechanisms and security model to enable the Rights Object to be stored in the SRM.

· Download OTA

This is out of the scope of the OMA SRM Profile. It provides the transport mechanism to deliver contents from the content issuer to the DRM Agent.
6. Example Flow of Technical Use Cases (Informative)

The use cases defined in the OMA SRM requirement document [SRMP-RD] can be classified into the following technical use cases. This chapter provides the definition of the technical use cases and shows how to achieve the use cases and the requirements in [SRMP-RD].

6.1 Flow

6.1.1 Rights Move from Device to SRM

This technical use case describes the basic functionality of OMA SRM. Rights are moved from the Device to the SRM. Users can store her or his Rights in the SRM by this use case. This move procedure includes relocating and removing the Rights from the Device. 
Action:
· 1. The DRM Agent selects Rights stored in the Device. 

· 2. The DRM Agent moves the selected Rights to the SRM Agent and the SRM Agent stores it in the SRM. The selected Rights are removed immediately from the Device after it is moved.
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Figure 4: Sequence Diagram – Rights Move from Device to SRM
6.1.2 Rights Move from SRM to Device
This technical use case describes the case when Rights is moved from the SRM to the Device. This transfer procedure includes relocating and removing the Rights from the SRM.

Action:

· 1. The DRM Agent requests the SRM Agent to retrieve a list of Rights identifiers in the SRM and the SRM Agent sends the list to the DRM Agent.

· 2. The DRM Agent selects Rights in the SRM by referring to the list of Rights identifiers.

· 3. The DRM Agent requests the SRM Agent to move the selected Rights to the Device. On receiving the request, the SRM Agent moves the selected Rights to the DRM Agent and the DRM Agent stores it in the Device. The selected Rights are removed immediately from the SRM after it is moved.
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Figure 5: Sequence Diagram – Rights Move from SRM to Device
6.1.3 
6.1.4 
6.1.5 Rights Consumption in SRM

This technical use case illustrates the case when Rights stored in the SRM is consumed by the DRM Agent to use DRM contents. The consumption is realized by reading and updating state information of the Rights stored in the SRM. 

If the DRM Agent once reads the Rights, the Rights are stored in the buffer of the device temporarily. It cannot be used if the SRM Agent from which the Rights were retrieved is not securely connected to the DRM Agent.
Action:

· 1. The DRM Agent requests the SRM Agent to retrieve a list of Rights identifiers in the SRM and the SRM Agent sends the list to the DRM Agent.

· 2. The DRM Agent select Rights by referring to the list of Rights identifiers.

· 3. The DRM Agent requests the SRM Agent to read the selected Rights (i.e. Rights Object and its state information) in the SRM. 

· 4. While DRM content is being used, the DRM Agent requests the SRM Agent to update the state information of the selected Rights in the SRM and the SRM Agent updates it. The SRM Agent returns the result of the state information update to the DRM Agent.
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Figure 6: Sequence Diagram – Rights Consumption in SRM
6.1.6 Rights Backup to Device
This technical use case describes the case when Rights is backed up to the Device. 

Action:

· 1. The DRM Agent requests the SRM Agent to retrieve a list of Rights identifiers in the SRM and the SRM Agent sends the list to the DRM Agent.

· 2. The DRM Agent selects Stateless Rights in the SRM by referring to the list of Rights identifiers.

· 3. The DRM Agent requests the SRM Agent to move the selected Rights to the Device. On receiving the request, the SRM Agent moves the selected Rights to the DRM Agent and the DRM Agent stores it in the Device. The selected Rights are removed immediately from the SRM after it is moved.
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Figure 7: Sequence Diagram – Rights Backup to Device
6.1.7 Rights Restore from Device
This technical use case describes the case when Rights are restored from the Device. 

Action:
· 1. The DRM Agent selects Rights stored in the Device. 

· 2. The DRM Agent moves the selected Rights to the SRM Agent and the SRM Agent stores it in the SRM. The selected Rights are removed immediately from the Device after it is moved.
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Figure 8: Sequence Diagram – Rights Restore from Device
6.1.8 
6.1.9 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed text be included in the SRM Architecture Document.
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