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1 Reason for Change

Additional clarification is required regarding the precedence of Silent Header & Preview Header in the case that a DCF contains textual headers in this order:
    1. Preview "preview-rights";

    2. Silent "in-advance"

It is not specified when “preview-rights” should be requested; however it seems logical to treat the preview-rights URL in the same way as the "on-demand" silent case; i.e. retrieve the rights when the user actually tries to consume the content. However, if the silent header has "in-advance" method then we should make an attempt to that URL at a different time; i.e. when the content is received on the device.

To restate the desired behaviour in the above example:

When the user receives the DCF a request should be made to the Silent URL. Afterwards when the user tries to use the DCF (and if there are no rights) then a request should be made first to the preview-rights URL; if that fails then another request to the Silent URL could be made.A use case: Two textual headers (both silent and preview) could be used to support a subscription scenario where there is an additional free preview for those users who have not joined the subscription service. In that case, the Silent header may be first in the DCF; and a request to it would return the Subscription Directed Child RO. Then if the user has the Subscription's parent RO, the content will be automatically usable. If however the user is not a member of the subscription a subsequent request can be made to request the Preview Rights - hopefully convincing the user to join the service.
The existing requirement (DRM-DRM section 5.2.2) is too broad and lacks specificity:

If the DRM Agent receives a DCF with both a Silent header and a Preview header, the DRM Agent MUST give priority to the header that appears first in the DCF.
In addition, there is no point to prioritise Preview Header with method "instant" vs a Silent Header; because the “instant” preview method is treated very differently by DRM aware applications. Therefore this CR proposes that this requirement should be rewritten as:

If the DRM Agent attempts to acquire rights for a DCF containing both a Silent header with method "on-demand" and a Preview header with method "preview-rights", the DRM Agent MUST give priority to the header that appears first in the DCF. If a request to the first header does not provide valid rights then the DRM Agent SHOULD make a request to the second header.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the proposed DRM 2.1 specification.

6 Detailed Change Proposal

Change 1:  Section 5.2.2 Initiating ROAP from a DCF

This section applies ONLY to Connected Devices.

If the DRM Agent attempts to acquire rights for a DCF containing both a Silent header with method "on-demand" and a Preview header with method "preview-rights", the DRM Agent MUST give priority to the header that appears first in the DCF. If a request to the first header does not provide valid rights then the DRM Agent SHOULD make a request to the second header.
The DRM Agent MAY attempt to acquire Rights silently for the DCF if the DCF includes a Silent header with a specified silent rights URL or a Preview header with method “preview-rights” and a specified preview rights URL, the rules for obtaining user consent for this case are defined in section Error! Reference source not found., the DRM Agent MUST send a request message to the silent or preview URL stored in the DCF, and respond to the ROAP Trigger and/or Download Descriptor that will be returned by the Rights Issuer.  

The RI MUST return a suitable ROAP error if this RO request cannot be reconciled to a prior purchase transaction. Upon receipt of a ROAP error, the Device MAY take further action. In this case, if the context is a user-initiated session, it is recommended that the Device start a browsing session with the RI by sending a request to the DCF RightsIssuerURL. If the context is a DRM Agent-initiated session to acquire rights silently and automatically, then the DRM Agent is RECOMMENDED to abandon the rights acquisition effort.

In all other cases, the DRM Agent MUST NOT attempt to silently acquire the RO for the DCF.  As specified in section Error! Reference source not found. the DRM Agent needs to obtain the user’s consent before attempting to acquire an RO for the DCF. Once the user has given consent, the DRM Agent MUST send a request to the DCF RightsIssuerURL, and MUST be prepared to receive either an (X)HTML page or ROAP Trigger from the RI.  The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does not provide consent.  The DRM Agent MAY store the DCF, however, even if the user does not give consent for RO acquisition.

On any occasion where the DRM Agent successfully retrieves and installs an RO acquired as a result of a Silent header or Preview header (with method preview-rights) in a DCF, the DRM Agent MUST add the domain name of the silent or preview URL to the list of authorized domain names for that RI, if the domain name is not already present. As specified in section Error! Reference source not found., a DRM Agent must be capable of storing a minimum of 5 domain names for each RI Context. In the case where a new domain name is to be added to the list and the list of domain names is full, then the last domain name SHOULD be deleted.  Each remaining domain name at position n, SHOULD be moved to position n+1 and the new domain name SHOULD be stored in the first position.
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