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11Figure 1: Sequence Diagram – Movement of Rights from Device to SRM


13Figure 2: Sequence Diagram – Movement of Rights from SRM to Device
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오류! 그림 목차 항목을 찾을 수 없습니다.
1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

The scope of OMA “Secure Removable Media” is to enable the use of the Secure Removable Media based on the OMA DRM version 2.0. This specification defines mechanisms and protocols necessary to implement the Secure Removable Media and the extended part of the OMA DRM version 2.0 system to enable the use of the Secure Removable Media.
2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[SRMP-AD]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance(, OMA-AD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SRMP-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion (From [OMADRMv2])

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [OMADRMv2])

	Protected Content
	Media Objects that are consumed  according to a set of Permissions in a Rights Object (From [OMADRMv2])

	Rights
	A Rights Object and its associated states.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant devices (From [OMADRMv2])

	Rights Object
	A collection of Permissions and other attributes which are linked  to Protected Content (From [OMADRMv2])

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)

	
	

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	DRM
	Digital Rights Management

	LCID
	List of Content Identifier

	LRID
	List of Rights Object Identifier

	OMA
	Open Mobile Alliance

	R-UIM
	Removable User Identity Module

	SD
	Secure Digital

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	USIM
	UMTS Subscriber Identity Module

	DRM
	Digital Rights Management

	
	


4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

Secure Removable Media is a removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. Example of Secure Removable Media (referred to as SRM hereinafter) may be the secure memory card and the smart card.

The secure memory card has an embedded microprocessor and is capable of storing Rights or contents in a secure manner (e.g. S-MMC, SD). The smart card also has an embedded microprocessor and is capable of storing access codes, user subscription information, secret keys, contents, Rights etc (e.g. SIM, USIM, R-UIM). If a user uses devices with a physical interface to connect SRM, the user can use the SRM as a mean of increasing storage space for contents and portability of Rights. Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.

OMA DRM with SRM can provide a mechanism to write, read, delete and update Rights in SRM in a secure manner to realize the use cases defined in the OMA SRM requirements document [SRMP-RD]. The architecture of the OMA SRM is specified in the OMA SRM architecture document [SRMP-AD]. 
While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for Protected Content and Rights Object distribution among the device, the rights issuer and the content issuer, this specification defines mechanisms and protocols of the SRM to extend the OMA DRM version 2.0 to allow users to move Rights between the device and the SRM and to consume Rights stored in the SRM.
5. SRM Rights Management Process

5.1 Local Rights Management
This chapter describes the processes occurred between the DRM Agent and the SRM Agent.
5.1.1 Movement of Rights from Device to SRM
A Rights Object and its state information in a device are moved to an SRM by this process. The Rights Object is installed in the device as defined in OMA DRM v2.0 and its state information is generated by the DRM Agent in the device if the Rights Object is stateful. The Rights Move process from the device to the SRM involves the following steps. This process is not performed if the Rights doesn’t satisfy the conditions described in chapter 5.2.
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Figure 1: Sequence Diagram – Movement of Rights from Device to SRM
Step 1: The Rights Object and its state information (i.e. Rights) in the device become disabled by the DRM Agent before they are moved to the SRM. Disabled Rights is unavailable to any DRM Agent until it is enabled by the DRM Agent that disabled the Rights. 
Step 2: In order to store the Rights in the SRM, the DRM Agent pushes the Rights into the SRM Agent. The pushed Rights is stored in the SRM and is in disabled state until the DRM Agent enables it. The DRM Agent achieves this step by sending the Rights Push Request message which is defined in chapter 8.1.1.1 to the SRM Agent. The message carries the Rights Object and its state information. On receiving it, the SRM Agent writes the Rights Object and the state information of the Rights Push Request message in the SRM and sends the Rights Push Response which is defined in chapter 8.1.1.2 to the DRM Agent. The message carries the result of the Rights Push Request message. At the end of this step, sensitive parts of the Rights MUST be securely protected as defined in chapter 6.3. While the pushed Rights is disabled in the SRM, it is unavailable to any DRM Agent until it is enabled by the DRM Agent that pushed the Rights.
Step 3: If the Rights Push Response message carries the successful result of the previous step, the DRM Agent enables the pushed Rights by sending the Rights Enablement Request message which is defined in chapter 8.1.6.1 to the SRM Agent. On receiving it, the SRM Agent enables the Rights. The SRM Agent returns the result of the Rights Enablement process by sending the Rights Enablement Response message which is defined in chapter 8.1.6.2 to the DRM Agent. The Rights can be enabled only by the DRM Agent that pushed the Rights.
Step 4: If the Rights Enabling Response message carries the successful result of the previous step, the DRM Agent removes the original Rights Object and its state information from the device permernantly.
Prior to the above steps, the DRM Agent and the SRM Agent have already authenticated each other as described in chapter 6.1 and all transactions of the steps MUST be protected by using the result of the authentication as described in chapter 6.2.
If transaction is failed or any error is detected during the process, the failure or error is handled as defined in chapter 8.3. If the transaction failed in any of the above steps a roll back must be done on both sides. At the end of the roll back the Rights is reenabled on the device and deleted from the SRM.
5.1.2 Movement of Rights from SRM to Device
A Rights Object and its state information stored in an SRM are moved to a device by this process. The Rights Object and state information have been stored in the SRM as defined in the Movement of Rights from Device to SRM process in chapter 5.1.1. The Rights Move process from the SRM to the device involves the following steps. This process is not performed if the Rights doesn’t satisfy the conditions described in chapter 5.2.
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Figure 2: Sequence Diagram – Movement of Rights from SRM to Device
Step 1: The Rights Object and its state information (i.e. Rights) in the SRM become disabled by the DRM Agent before they are moved to the device. The DRM Agent sends the Rights Disablement Request message which is defined in chapter 8.1.5.1 to the SRM Agent. On receiving the message, the SRM Agent disables the Rights and returns the result to the DRM Agent by sending the Rights Disablement Response message which is defined in chapter 8.1.5.2. Disabled Rights is unavailable to any DRM Agent until it is enabled by the DRM Agent that disabled the Rights.
Step 2: If the Rights Disablement Response message carries the successful result of the Rights Disablement process, the DRM Agent reads the Rights Object and its state information in the SRM by sending the Rights Retrieval Request message which is defined in chapter 8.1.2.1 to the SRM Agent. On receiving the message, the SRM Agent reads the Rights Object and state information. They are carried to the DRM Agent on the Rights Retrieval Response message which is defined in 8.1.2.2.
Step 3: If the Rights Retrieval Response message carries the Rights Object and its state information to the DRM Agent successfully, the DRM Agent enables the retrieved Rights.
Step 4: The DRM Agent removes the original Rights Object and its state information from the SRM permenantly by sending the Rights Removal Request message which is defined in chapter 8.1.4.1 to the SRM Agent. On receiving the message, the SRM Agent removes the Rights and returns the result of the Rights Removal process to the DRM Agent on the Rights Removal Response message which is defined in chapter 8.1.4.2.
Prior to the above steps, the DRM Agent and the SRM Agent have already authenticated each other as described in chapter 6.1 and all transactions of the steps MUST be protected by using the result of the authentication as described in chapter 6.2.

If transaction is failed or any error is detected during the process, the failure or error is handled as defined in chapter 8.3. If the transaction failed in any of the above steps, a roll back must be done on both sides. At the end of the roll back, the Rights is reenabled on the SRM and removed from the device.
5.1.3 Initiation of Local Rights Consumption

5.1.4 Update of Rights in SRM for Local Consumption
5.1.5 Rights Backup

5.1.6 Rights Restore
5.2 Additional Rights Permission and Constraint
6. Security Management
6.1 Mutual Authentication
6.2 Protection of Transaction

6.3 Protection of Rights

7. Data Format
8. Protocol
8.1 SRM Rights Management Operation
8.1.1 Rights Push
8.1.1.1 Rights Push Request

8.1.1.2 Rights Push Response
8.1.2 Rights Retrieval
8.1.2.1 Rights Retrieval Request
8.1.2.2 Rights Retrieval Response
8.1.3 Rights Update
8.1.3.1 Rights Update Request

8.1.3.2 Rights Update Response

8.1.4 Rights Removal
8.1.4.1 Rights Removal Request
8.1.4.2 Rights Removal Response
8.1.5 Rights Disablement
8.1.5.1 Rights Disablement Request
8.1.5.2 Rights Disablement Response
8.1.6 Rights Enablement
8.1.6.1 Rights Enablement Request
8.1.6.2 Rights Enablement Response
8.2 SRM Rights Management Utility
8.2.1 List of Rights Object Identifier Retrieval
8.2.1.1 List Retrieval Request
8.2.1.2 List Retrieval Response
8.3 Failure Recovery
9. Transport Mappings
Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>
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<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>
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	Date
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	Description
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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