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1 Reason for Contribution

OMA DRM V2 supports “Domains” that are managed by a Rights Issuer. Secure Content Exchange (SCE) introduces the concept of “Ad Hoc Domains” where Users can share Content in ad hoc situations for a limited amount of time. Rights Issuers might find it compelling to offer the equivalent of SCE Ad Hoc Domains to DRM V2 Devices. This Input Contribution proposes a method that would allow SCE-like Ad Hoc Domains to be created using DRM V2 Domains. This Input Contribution does not require any Change Requests to either DRM V2 or SCE. It is intended only as a short term solution until SCE has been finalized and implemented by Devices.
2 Summary of Contribution

QUALCOMM proposes a method of creating SCE Ad Hoc Domains using OMA DRM V2 Domains.

3 Detailed Proposal

3.1 Distinctions

There are several distinctions between a “permanent” V2 Domain and an Ad Hoc Domain:

· Permanent Domains typically will have long lifetimes, usually several years.

· Permanent Domains are used to purchase Content that will be shared among members of the Domain.

· Ad Hoc Domains have very limited lifetimes, usually a few hours maximum.

· Ad Hoc Domains are NOT used to purchase Content but to share already purchased Content.

· Ad Hoc Domains may be triggered by the proximity of two Devices.

3.2 Background

The following diagram illustrates one possible method for a Device to join a DRM V2 Domain.
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Figure 1, Joining a Domain

The following steps describe the method illustrated above.

1. Using a Web Browser, the Device requests a list of Domain types from the Rights Issuer. The Rights Issuer has different Domain types, generally based on size.

2. The Rights Issuer returns the list of Domain types.

3. The User selects the Domain type he/she wants to join based on the allowed size of the Domain. The Device sends the selected Domain type to the Rights Issuer.
4. The Rights Issuer sends a joinDomain ROAP Trigger to the Device.

5. The Device (via the DRM Agent) sends a Join Domain Request to the Rights Issuer.

6. The Rights Issuer adds the Device to the selected Domain and sends the Join Domain Response to the Device.

7. The User acquires Domain Content.
8. The Device renders the Domain Content.
After acquiring Domain Content, the User can now share it with other Devices that are members of the Domain.
An alternative method of joining a Domain is illustrated in the following figure.
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Figure 2, Alternate Joining a Domain

The following steps describe the alternate method illustrated above.

1. The Domain ID is received out-of-band and provided to the Device. This will be the case when a User is adding a new Device to his/her already existing Domain as the User will know the Domain ID or when the Device receives a DCF with an embedded Domain RO from an existing member of the Domain.

2. The Device (via the DRM Agent) sends a Join Domain Request to the Rights Issuer with the Domain ID.

3. The Rights Issuer adds the Device to the selected Domain and sends the Join Domain Response to the Device.

4. The Device can now acquire either existing Domain Content or new Domain Content.
5. The Device renders the Domain Content.
How a Device acquires the existing Domain Content is not described or addressed by OMA DRM V2.

3.3 Proposed Method for Ad Hoc Domains
The following diagram illustrates one possible method for two (or more) Devices to create an Ad Hoc Domain.
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Figure 3, Creating an Ad Hoc Domain

The following steps describe the method illustrated above.

1. Using a Web Browser, the User 1 requests a list of Domain types from the Rights Issuer. This time the Rights Issuer has different Domain types, based on size and expiry. The (Ad Hoc) Domains will have an expiry of a few hours.

2. The Rights Issuer returns the list of Domain types.

3. The User selects an (Ad Hoc) Domain he/she wants to join. The Device sends the selected Domain type to the Rights Issuer.
4. The Rights Issuer sends a joinDomain ROAP Trigger to Device 1.

5. Device 1 (via the DRM Agent) sends a Join Domain Request to the Rights Issuer.

6. The Rights Issuer adds the Device to the selected (Ad Hoc) Domain and sends the Join Domain Response to Device 1. This (Ad Hoc) Domain will expire in a few hours.

7. Device 1 interacts with the Rights Issuer to acquire (without payment) new Domain ROs for the Content the Rights Issuer will allow to be Ad Hoc Shared. These Domain ROs will expire at the same time as the (Ad Hoc) Domain. Note: It is assumed that Device 1 has an existing relation with the Rights Issuer and has acquired and paid to Content from the Rights Issuer. Thus, the Rights Issuer knows what Content it has provided to Device 1.
8. Device 1 and 2 discover each other through some process such as Universal Plug and Play.

9. Device 1 sends Device 2 a joinDomain ROAP Trigger which includes the Domain ID for the Ad Hoc Domain.

10. Device 2 sends Join Domain Request to the Rights Issuer with the Ad Hoc Domain ID.

11. The Rights Issuer adds Device 2 to the Ad Hoc Domain and sends the Join Domain Response to Device 2.

12. Device 1 and 2 can now share Content that has Ad Hoc Sharing Rights Objects.

13. After the Ad Hoc Sharing Rights Objects and the (Ad Hoc) Domain expire, they can no longer be rendered by any Device in the (Ad Hoc) Domain.
Note that steps 1 – 6 are almost identical to steps 1 – 6 of Figure 1. Also, steps 8 and 9 can be eliminated if Device 2 receives a (Ad Hoc) Domain ID out-of-band as described in the alternative method of Figure 2, i.e. Device 2 receives a DCF with an embedded (Ad Hoc) Domain Rights Object.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please provide your thoughts and comments to this proposal.
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