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1 Reason for Contribution

The purpose of this contribution is to discuss initial flows of interactions between of the components of the SCE Architecture. 

2 Summary of Contribution

This input proposes initial versions of the way in which the components of the SCE architecture interact to provide the following functionality:

5.4.1
Import for a specific OMA DRM 2.0 Device

5.4.2
Import into a OMA DRM 2.0 Domain

5.4.3
Import into a User Domain

5.4.4
Purchase for a User Domain

5.4.5
Management and usage of the User Domain 

5.4.6
User Domain backward compatible usage

3 Detailed Proposal

5. Architectural Model

5.1 Flows

5.1.1 Import for a specific OMA DRM 2.0 Device

Figure xxx depicts the flow of events in case of import for an OMA DRM 2.0 Device.
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1. The LRM registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication.

2. The LRM received Import-ready data from an entity outside of the scope of OMA DRM

3. The LRM request an RO for the Import-ready data. In the CreateRORequest-call, the LRM will provide to the RI the permission and restrictions that should be expressed an the RO as well as any neccesary key material. The RI creates an OMA DRM 2.0 compatible RO from this information and stored it for download. 

4. The LRM will create a DCF from the Import ready data. The DCF will contain a silent header, to initiate download of the RO by the Device.  

5. The DCF is transported to another Device, as enabled by OMA DRM 2.0 super distribution.

Using the silent header information contained in the DCF, the DRM Agents in other Device requests an RO from the RI.

5.1.2 Import into a OMA DRM 2.0 Domain

Figure xxx depicts the flow of events in case of import into a OMA DRM 2.0 Domain.
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1. The LRM registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication.

2. The LRM is assigned to a specific domain. The involved protocols are similar to the Device join domain protocols as in OMA DRM 2.0 

3. The LRM received Import-ready data from an entity outside of the scope of OMA DRM

4. The LRM request an RO for the Import-ready data. In the RORequest-call, the LRM will provide to the RI the permission and restrictions that should be expressed an the RO as well as any neccesary key material. The RI create an OMA DRM 2.0 compatible RO from this information and return it to the LRM. 

5. The LRM will create a DCF from the Import ready data. 

6. The RO and DCF may be transported to other Devices, as enabled by OMA DRM 2.0.

7. Using the information contained in the RO, the DRM Agents in other Device may request from the RI to be added to the domain as specified in OMA DRM 2.0.

5.1.3 Import into a User Domain

Figure xxx depicts the flow of events in case of import into a User Domain. 
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1. The LRM registers with the DA. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication.

2. The LRM is assigned to a specific domain. The involved protocols are similar to the Device join domain protocols as in OMA DRM 2.0. Any neccesary key material to allow an LRM to create Ro’s for a User Domain is echanged in these protocols

3. The LRM received Import-ready data from an entity outside of the scope of OMA DRM

4. The LRM creates an RO for the Import-ready data. 

5. The LRM will create a DCF from the Import ready data. 

6. The RO and DCF may be transported to other Devices, as specified in OMA DRM 2.0.

7. Using the information contained in the RO, the DRM Agents in other Device may request from the DA to be added to the domain. The protocols are very similar to the  join domain protocols as specified in OMA DRM 2.0.

5.1.4 Purchase for a User Domain

Figure xxx depicts the flow of events in case of purchase for a User Domain. 
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1. The LRM registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be an exchange of information regarding the User Domain(s) for which the DRM Agent intends to purchase content. The RI will use this information to check that it trust the DA responsible for this User Domain and that it supports the associated domain policy. The protocols to do this are outside of the scope of this architecture. The results of the check is communicated back to the DRM Agent. 

2. The DRM Agent is triggered to request a purchased RO, tied to the selected User Domain. These calls are similar to the calls in OMA DRM 2.0.

5.1.5 Management and usage of the User Domain 

Figure xxx depicts the flow of events when devices join a User Domain. 
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1. DRM Agent1 is triggered by the Domains Authority to join a User Domain. 

2. DRM Agent1 purchases content (see section xxx)

3. DRM Agent1 transports the RO and DCF to DRM Agent2, using any mechanism as enabled by in OMA DRM 2.0.

4. DRM Agent 2 uses the information contained in the RO to contact the DA en requests to joins the User Domain

 User Domain backward compatible usage
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1. DRM Agent1 is triggered by the Domains Authority to join a User Domain. 

2. DRM Agent 1 purchases content (see section xxx)

3. DRM Agent 1 transports the RO and DCF to DRM Agent2, using any mechanism as enabled by in OMA DRM 2.0.

4. DRM  Agent 2 is OMA DRM 2.0 conformant and unable to contact a DA. Instead it uses the information conained in the RO to contact the RI (as specified in OMA DRM 2.0 to request to be joined to the domain. The OMA DRM 2.SCE1 RI acst as proxy  for the DA and forwards the join domain call to the DA that manages the domain. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We aim to gather feedback on these flows.
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