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1 Reason for Change

While reviewing the specification of the registration protocol we found that there is a problem with verification of the signature in the registrationResponse when the device has multiple deviceIds and does not send the certificate chain. 

Let's assume the following:

- A device sends a deviceHello message including 10 deviceIDs.

- The server has a device context for 5 of them and sends a riHello with 5 PeerKeyIdentifiers accordingly.

- The device sends a registrationRequest for one of these 5 IDs without attaching the certificate chain to the request. Following the DRM specification this is correct.

- The server receives the registrationRequest and wants to verify the signature. Which certificate will the server use for this? As the registrationRequest does not contain any information about which deviceID was chosen by the device the only way for signature validation we see is trying to validate the signature with all 5 certificates stored on the server.

This doesn't look like being a good idea. 

Our idea to clear this situation is to never send more then one PeerKeyIdentifier extension. If the device chooses an ID according to this one the server would know which certificate can be used for signature validation. If the device chooses one of the other deviceIDs it must send its certificate chain what would solve the problem.
An empty peerKeyIdentifier is supposed to inform the device about having all certificates for all given deviceIDs stored. We suggest to not allowing empty PeerKeyIdentifiers anymore to also make this point clear. As the PeerKeyIdentifier extension is used in registrationRequests, roAcquisitionRequests and joinDomainRequests as well, we suggest to not allowing the PeerKeyIdentifier extension to be empty here, too. This makes things less confusing and allows to explicitly specifying this change in the schema.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into a future version of the DRM specification.
6 Detailed Change Proposal

5.2.1.1 RI Hello

The ROAP-RIHello message is the second message of the Registration protocol and is sent from the Rights Issuer to the Device in response to a ROAP-DeviceHello message. The message expresses RI preferences and decisions based on the values supplied by the Device.

5.2.1.1.1 Message description

	Parameter
	ROAP-RIHello

	
	Status = “Success”
	Status ≠ “Success”

	Status
	M
	M

	Session ID
	M
	-

	Selected Version
	M
	-

	RI ID
	M
	-

	Selected Algorithms
	O
	-

	RI Nonce
	M
	-

	Trusted Device Authorities
	O
	-

	Server Info
	O
	-

	Extensions
	O
	-


Table 2: RI Hello Message Parameters

Status indicates if the ROAP-DeviceHello request was successfully (Status = Success) handled or not. In the latter case an error code as specified in Section 5.3.6 is sent.

Session ID is a protocol session identifier set by the RI. This allows for several, concurrent, RI-Device sessions.
Selected Version is the selected ROAP version. The selected version will be min(Device suggested version, highest version supported by RI). This information is part of the RI Context.

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. In case the RI holds multiple public keys, the RI must select exactly one of these and send the corresponding RI ID. Other identifiers are allowed but interoperability when using them is not guaranteed. This information is part of the RI Context.

Selected Algorithms specifies the cryptographic algorithms (hash algorithm, signature algorithm, MAC algorithm and key transport algorithm) to use in subsequent ROAP interactions. If the Device indicated support of only mandatory algorithms (i.e. left out the <supportedAlgorithms> element), or the RI only supports the mandatory algorithms, then the RI need not send this field. Otherwise, the RI MUST provide this parameter and MUST identify one algorithm of each type. This information is part of the RI context.
RI Nonce is a random nonce sent by the RI. Nonces are generated and used in this message as specified in section 5.3.10.
Trusted Device Authorities is a list of Device trust anchors recognized by the RI. This parameter is optional. The parameter is not sent if the RI already has the Device's certificate or otherwise is able to verify a signature made by the Device. If the parameter is present but empty, it indicates that the Device is free to choose any Device certificate to authenticate itself. Otherwise the Device MUST choose a certificate chaining back to one of the recognized trust anchors. Trust anchors are identified in the same manner as Devices and RIs.
Server Info contains server-specific information that the Device must return unmodified, in the ROAP-RegistrationRequest. The Device must not attempt to interpret the value of this parameter. Devices MUST support the Server Info element being of length 512 bytes and MAY support Server Info elements of length greater than 512 bytes. RIs SHOULD keep Server Info length to 512 bytes or less.
Extensions: The following extensions are defined for the ROAP-RIHello message:

· Peer Key Identifier: An identifier for a Device public key stored by the RI. If  the identifier matches one of the Device ID’s in the preceeding DeviceHello message, it means the RI has already stored that Device ID and the corresponding Device certificate chain, and the Device need not send  that certificate chain in a later request message. The RI may choose exactly one of the Device ID’s from the preceeding DeviceHello message to be included in the RIHello message. Keys are identified in the same way as Devices are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device's certificate). If the RI has stored the Device public key the RI MUST use this extension in the ROAP-RIHello. This extension also informs the Device that the RI has the capability to store information about Device certificates.

· Certificate Caching: When present, this extension indicates to the Device that the RI has the capability to store information about the Device certificate and that Device certificate chain sending is not necessary in subsequent protocol instances once the RI has received the Device certificate chain. This extension is not needed if the Peer Key Identifier is used, since the latter contains even more specific information. 

· Device Details: By including this extension, the RI requests the Device to return Device-specific information such as manufacturer and model in a subsequent ROAP-RegistrationRequest message. When present, the DeviceDetails extension SHALL be empty (i.e. <extension xsi:type="roap:DeviceDetails"/>)".

If the Certificate Caching extension was present in the ROAP-DeviceHello message and the RI has capabilities to store Device certificates, then the RI MUST send either the Peer Key Identifier or the Certificate Caching extension in its ROAP-RIHello message. If the Certificate Caching extension was not present in the ROAP-DeviceHello message, then the RI need not send the Certificate Caching extension in its ROAP-RIHello. If the ROAP-RIHello contains a Peer Key Identifier extension, it SHOULD NOT contain a Certificate Caching extension. 

The Device SHOULD note in the RI Context whether the RI has a correct public key for the Device stored and/or whether the RI has the capability to store information about the Device’s certificate.

5.2.1.1.2 Message syntax 

The <riHello> element specifies the ROAP-RIHello message, which is sent in response to the ROAP-DeviceHello  message. It has complex type roap:RIHello.

<element name="riHello" type="roap:RIHello"/>

<complexType name="RIHello">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a deviceHello message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="selectedVersion" type="roap:Version"/>

        <element name="riID" type="roap:Identifier"/>        

        <element name="selectedAlgorithm" type="anyURI" maxOccurs="unbounded" 

minOccurs="0"/>

        <element name="riNonce" type="roap:Nonce"/>

        <element name="trustedAuthorities" type="roap:KeyIdentifiers" minOccurs="0"/>

        <element name="serverInfo" type="base64Binary" minOccurs="0"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

      </sequence>

      <attribute name="sessionId" type="string"/>

    </extension>

  </complexContent>

</complexType>

<complexType name="KeyIdentifiers">

  <sequence minOccurs=”0” maxOccurs="unbounded">

    <element name="keyIdentifier" type="roap:KeyIdentifier"/>

  </sequence>

</complexType>

The following schema fragment defines the Peer Key Identifier extension:

<complexType name="PeerKeyIdentifier">

  <complexContent>

     <extension base="roap:Extension"/>


        <element name="identifier" type="roap:KeyIdentifier"/>

     
</extension>

  </complexContent>

</complexType>

The following schema fragment defines the Device Details extension:

<complexType name="DeviceDetails">

  <complexContent>

    <extension base="roap:Extension">

      <sequence minOccurs=”0”>

       <element name="manufacturer" type="string"/>

       <element name="model" type="string"/>

       <element name="version" type="string"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>
...
5.2.1.2 Registration Request

A Device sends the ROAP-RegistrationRequest message to an RI to request registration with the RI. The message is sent as the third message in the 4-pass Registration protocol.

5.2.1.2.1 Message description

	Parameter
	ROAP-RegistrationRequest

	Session ID
	M

	Device Nonce
	M

	Request Time
	M

	Certificate Chain
	O

	Trusted RI Authorities
	O

	Server Info
	O

	Extensions
	O

	Signature
	M


Table 3: Registration Request Message Parameters

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-RIHello message, otherwise the RI SHALL terminate the Registration protocol.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.10.

Request Time is the current DRM Time as measured by the Device. Connected Devices and Unconnected Devices that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM Time MUST use the value “Undefined”.
Certificate Chain: This parameter MUST be present unless the preceding ROAP-RIHello message contained the Peer Key Identifier extension and its value identified the key in the Device's current certificate. When present, the value of a Certificate Chain parameter shall be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the RI indicated trust anchor preferences in the previous ROAP-RIHello message, the Device MUST select a Device certificate and chain which chains back to one of the trust anchors indicated by the RI. This mimics the features of [RFC3546]. The RI may need to update this information based on the received Certificate Chain.
Trusted RI Authorities is a list of RI trust anchors recognized by the Device. If the parameter is empty, it indicates that the RI is free to choose any certificate. Trust anchors are identified in the same way as Devices and RIs.
Server Info: As discussed above, this parameter will only be present if a Server Info parameter was present in the preceding ROAP-RIHello message. In that case, the Server Info parameter MUST be present and MUST be identical to the Server Info parameter received in the preceding ROAP-RIHello message.
Extensions: The following extensions are defined for the ROAP-RegistrationRequest message:

· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the RI ID in the preceding RI Hello message, it means the RI need not send down its certificate chain in its response message. Keys are identified in the same way as Devices and RIs.

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies a trusted OCSP responder key stored in the Device and is used to save bandwidth. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field identifies the Device’ manufacturer, the model field identifies the Device's model and the version field identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the RI ID in the preceding RI Hello message. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI.

Signature is a signature on data sent so far in the protocol. The signature is made using the Device's private key on the two previous messages (ROAP-DeviceHello, ROAP-RIHello) and the current message (besides the Signature element itself). The signature method is as follows:

The previous messages and the current one except the Signature element is canonicalized according to Section 5.3.3.

The three messages are concatenated in their chronological order, starting with the ROAP-DeviceHello message. The resulting data d is considered as input to the signature operation.

The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-RegistrationRequest message.

5.2.1.2.2  Message syntax

The <registrationRequest> element specifies the ROAP-RegistrationRequest message, which is the third message in the ROAP Registration protocol. It has complex type roap:RegistrationRequest, which extends the basic roap:Request type. 

<element name="registrationRequest" type="roap:RegistrationRequest"/>

<complexType name="RegistrationRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to request registration.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="roap:dateTimeOrUndefined"/>

        <element name="certificateChain" type="roap:CertificateChain"

                 minOccurs="0"/> 

        <element name="trustedAuthorities" type="roap:KeyIdentifiers"

                 minOccurs="0"/>

        <element name="serverInfo" type="base64Binary" minOccurs="0"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

      <attribute name="sessionId" type="string" use="required"/>

    </extension>

  </complexContent>

</complexType>

The <time> element expresses, in UTC, the current DRM Time as measured by the Device. The value “Undefined” is used by Unconnected Devices that do not support DRM Time.

<simpleType name="dateTimeOrUndefined">

  <union memberTypes="dateTime roap:UndefinedString"/>

</simpleType>

<simpleType name="UndefinedString">

  <restriction base="string">

  <enumeration value="Undefined"/>

  </restriction>

</simpleType>

The following schema fragment defines the CertificateChain type, containing a sequence of one or more base64-encoded X.509 certificates in DER-encoded form.
<complexType name="CertificateChain">

  <sequence maxOccurs="unbounded">

    <element name="certificate" type="base64Binary"/>

  </sequence>

</complexType>

The following schema fragment defines the extensions defined for the ROAP-RegistrationRequest message (besides the Peer Key Identifier and Device Details extensions already defined earlier in this document):

<complexType name="NoOCSPResponse">

  <complexContent>

    <extension base="roap:Extension"/>

  </complexContent>

</complexType>

<complexType name="OCSPResponderKeyIdentifier">

  <complexContent>

    <extension base="roap:Extension">

        <sequence>

          <element name="identifier" type="roap:KeyIdentifier"/>

        </sequence>

    </extension>

  </complexContent>

</complexType>

…
5.2.1.3 RO Request

The ROAP-RORequest message is sent from a Device to an RI to request Rights Objects. This message is the first message of the 2-pass RO Acquisition protocol.

5.2.1.3.1 Message description

	ROAP-RORequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	Domain ID
	O

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 5: RO Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1.

Domain ID, when present, identifies the Domain for which the requested ROs shall be issued.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.10.

Request Time is the current DRM Time, as seen by the Device.
RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g. due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the <contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be calculated. The DCF hash, if computed, MUST be computed as specified in section 5.3 of [DRMCF-v2] using the SHA-1 algorithm. 

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:
· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Transaction Identifier: Allows a Device to provide the RI with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF scheme). The Device SHOULD use the <contentID> elements of the ROAP Trigger, when present, to identify the associated DCF(s) from which the TransactionID should be extracted. If no <contentID> elements have been included in the trigger, then the Transaction Identifier SHOULD not be used.
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3.

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-RORequest message.

5.2.1.3.2 Message syntax

The <roRequest> element specifies the ROAP-RORequest message. It has complex type roap:RORequest, which extends the basic roap:Request type.

<element name="roRequest" type="roap:RORequest"/>

<complexType name="RORequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to request an RO.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="domainID" type="roap:DomainIdentifier"

                 minOccurs="0"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="dateTime"/>

        <element name="roInfo">

          <complexType>

            <sequence maxOccurs="unbounded">

              <element name ="roID" type="ID"/>

              <element name="dcfHash" minOccurs="0">

                <complexType>

                  <sequence>

                    <element name="hash" type="base64Binary"/>

                  </sequence>

                  <attribute name="algorithm" type="anyURI” 

       default="http://www.w3.org/2000/09/xmldsig#sha1"/> 

                </complexType>

              </element>

            </sequence>

          </complexType>

        </element>        

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the Transaction Identifier extension:

<complexType name="TransactionIdentifier">

  <complexContent>

    <extension base="roap:Extension">

      <sequence maxOccurs=”unbounded”>

       <element name="contentID" type=”anyURI”/>

       <element name="id">

          <simpleType>

            <restriction base="string">

              <length value="16"/>

            </restriction>

          </simpleType>

        </element>

      </sequence>

    </extension>

  </complexContent>

</complexType>

…

5.2.1.4 Join Domain Request

The ROAP-JoinDomainRequest message is sent from a Device to an RI and is a request to join a Domain. This message is the first of the 2-pass Join Domain protocol. 

5.2.1.4.1 Message description

	ROAP-JoinDomainRequest

	Parameter
	Mandatory/Optional

	DeviceID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	Domain Identifier
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 7: Join Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1. 

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.10.
Request Time is the current DRM Time, as seen by the Device. Connected Devices and Unconnected Devices that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM Time MUST use the value “Undefined”.
Domain Identifier shall identify the Domain the Device wishes to join. 

Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the RI Context with this RI. When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-JoinDomainRequest message:
· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Hash Chain Support: When this extension is present, it signals that the client supports a technique of generating Domain Keys through hash chains, see section 8.7.1.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI. The Device MUST send the Hash Chain Support extension if, and only if, it supports hash-chained Domain keys.

Signature is a signature on this message (excluding the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3.

· The result of the canonicalization, d, is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The RI MUST verify the signature on the ROAP-JoinDomainRequest message.

5.2.1.4.2 Message syntax

The <joinDomainRequest> element specifies the ROAP-JoinDomainRequest message. It has complex type roap: DomainRequest, which extends the basic roap:Request type. Note that this type is used both for join and leave Domain request messages.

<element name="joinDomainRequest" type="roap:DomainRequest"/>

<complexType name="DomainRequest">

  <annotation>

    <documentation xml:lang="en">

      General PDU for sending domain-related requests from a Device to an RI.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="roap:dateTimeOrUndefined"/>

        <element name="domainID" type="roap:DomainIdentifier"/>  

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the roap:DomainIdentifier type. The last three characters (digits) represent the Domain Generation (see section 8.7 for further information). The other, preceding characters represent the Domain baseID. RIs will always respond with the Domain Key corresponding to the most recent Domain Generation and, if hash chains are not supported, all earlier Domain Keys for this Domain too.

<simpleType name="DomainIdentifier">

  <restriction base="string">

    <pattern value=".{1,17}\d{3}"/>

  </restriction>

</simpleType>

The following schema fragment defines the Hash Chain Support extension:

<complexType name="HashChainSupport">

  <complexContent>

    <extension base="roap:Extension"/>

  </complexContent>

</complexType>












�Note for the Editor: Please adapt XML-Schema [OMA-DRM-ROAP-V2_0-20060303-A] accordingly. 
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