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Reason for Change

This CR fixes problem raised by PR0020. :  “It is unclear how a client can report more than one DCF hash per RO ID if the server specifies more than one content ID per RO ID in the trigger.”

It proposes a way to send multiple dcf Hashes when sending RORequest, without impact on Xml schema.

Impact on Backward Compatibility

None
Impact on Other Specifications

None
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

This CR is a clarification, so we recommend to approve this CR.
Detailed Change Proposal
5.4.3 RO Acquisition

5.4.3.1 RO Request

The ROAP-RORequest message is sent from a Device to an RI to request Rights Objects. This message is the first message of the 2-pass RO Acquisition protocol.

5.4.3.1.1 Message description

[…]

RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g. due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the <contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be calculated. The DCF hash, if computed, MUST be computed as specified in section 5.3 of [DRMCF-v2] using the SHA-1 algorithm. 
In case the RO refers to many OMA DRM container (i.e. CID), the Agent MAY send multiple DCF Hashes (one per file containing a DRM container refered by the RO) by duplicating the <roID> in the sequence. Refer to Annex G.1.6 for an example of multiple DCF Hashes case.
G.1.6  RO Request with dcfHash

The request is for a Device RO using dcfHash and Device RO referring to 2 dcf Files. Note that the roIDs are identical and the hash values different.
<roap:roRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <time>2004-03-17T14:20:00Z</time>

    <roInfo>

        <roID>n8yu98hy0e2109eu09ewf09u</roID>

        <dcfHash algorithm="http://www.w3.org/2000/09/xmldsig#sha1">

        <hash>AFGK+7/diuUSH7hdjkaq==</hash>

        </dcfHash>
        <roID>n8yu98hy0e2109eu09ewf09u</roID>

        <dcfHash algorithm="http://www.w3.org/2000/09/xmldsig#sha1">

        <hash>12JDik684d/kdjhap9KDZ==</hash>

        </dcfHash>

    </roInfo>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>321ue3ue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:roRequest>
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