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1 Reason for Change

DRM 2.0 Problem Report raised an issue regarding the relevance of Mutable DRM Information to the PDCF format.

Problem Summary:

Can PDCFs really have MDRI boxes?
Problem Text:

Spec says that MDRI including ROs and/or a transaction tracking identifier (TTID) may be appended to DCFs and PDCFs.  The Figure 4 seems to indicate that an MDRI box is also allowed for PDCFs. It doesn't seem to be useful in practice to add ROs or TTIDs to streaming content, though. 
Are all ISO box formats (and 3GP especially) supposed to ignore an MDRI box? Has this ID been officially registered to omit possible conflicts with other specifications?”

This Problem Report raises an interesting issue.  The Mutable DRM Information certainly does not seem to be applicable to stream content. However, remember that PDCF has two formats and two different uses:
· Streamable PDCF – used in 3GPP streaming

· Non-Streamable PDCF – for progressive download and superdistribution of packetized media.

This CR aims to clarify that Mutable DRM Information is not applicable to Streamable PDCFs; but that it is entirely relevant and useful for non-streamable PDCFs.

Currently the MDRI box enables:

· Delivery of “embedded” rights objects to a device.

· Transaction Tracking – to track the distribution of content.

PDCF Streaming

3GPP Streaming allows for delivery of DRM protected media data. The streaming server will retrieve the encrypted tracks from a server profile 3GPP file. In the case of OMA DRM 2.0 protection this will be a Streamable PDCF. The streaming session between the client and server is established via the Session Descriptor Protocol (SDP). The SDP is extended to provide DRM information to the client; this includes the Content Id, and other OMA DRM 2.0 DCF Common Headers. After the session is established (RTSP) the 3GPP streaming protocol uses RTP to deliver the individual data chunk to the client. In the case of OMA DRM 2.0 these data chunks may be encrypted. However, the 3GPP streaming protocol provides no means to deliver an mdri box to the device. 

3GPP streamed content cannot be saved/stored on the receiving device; therefore Transaction Tracking is completely irrelevant to the streamed PDCFs. It may be useful for the DRM Server to provide a rights object to the device as part of the Streaming Session Setup; for example the RO could be delivered in the SDP. However, according to DRM-DCF section 7.2.2 the SDP can only contain DCF Common Headers. 

Currently it is impossible to deliver MDRI information in a PDCF streaming session. This is OK, but should be clarified in the specification.

Non-Streamable PDCF

Non-streamable PDCF, may be used for progressive download. After download the PDCF is stored on the device and may be superdistributed. In the case of Progressive Download it can be useful to include the Rights Object in the PDCF if the MDRI box is at the start of the PDCF. This avoids delays in starting the playback until after the DRM Agent has enough information to obtain rights.

Otherwise, after a PDCF is fully received and stored on the device the DRM Agent may use the mdri box to add additional received Domain ROs for that PDCF.

Naturally during Super Distribution Transaction Tracking is important for certain use cases.

The main problem with the MDRI box in the Progressive Download box is that MDRI is recommended to be at the end of the DCF; which means it is not recommend to deliver an RO for a PDCF via the MDRI. Also, since the MDRI is at the end of the DCF; when the DRM Agent initiates 2-pass RO Acquisition during the PDCF download; the TID will not be known and therefore cannot be reported to the server.

This CR proposes changes to OMA-TS-DRM-DCF-V2_0-20060303A:

· Add an informative note that Mutable DRM Information is only applicable to Non-Streamable PDCFs.

· Modify the recommendation that the MutableDRMInformation should be at the end of the file. In fact in the case of PDCF it is better to have the MDRI directly after the movie box.

· Update the figure in section 7.1 to show the MDRI box after the Movie Box.

· Clarify that DRM Agents are not expected to add a Transaction ID Box. 

2 Impact on Backward Compatibility

None. There is not meaningful interpretation of non-zero Plain Text Length in PDCF case.

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  Section 5.2.4 Mutable DRM Information Box

7.1.1 Mutable DRM Information Box

The MutableDRMInformation box MAY appear in both DCF and non-streamable PDCF. MutableDRMInformation  is not applicable to streamable PDCF. In the OMA DRM system, the MutableDRMInformation box is used to include information editable by the Device, and thus is not protected for integrity. A Device MUST ignore the MutableDRMInformation box when calculating the DCF hash. 

The MutableDRMInformation box MUST be located at the top level of the box hierarchy and there MUST NOT be more than one instance of the box per DCF or PDCF. The MutableDRMInformation box MAY include free space boxes as defined in ISO base media file format [ISO14496-12] to pre-allocate space for editing. A MutableDRMInformation box MUST NOT appear in the beginning of the file, but MAY appear after the last OMADRMContainer (see Error! Reference source not found.) in DCF and after the movie box in PDCF. Having the MutableDRMInformation box as the last box in the file is RECOMMENDED for DCF. 
For PDCF the location of the MutableDRMInformation should be carefully considered by the Content Issuer. Generally it is preferable to place the MutableDRMInformation directly after the Movie Box, this enables Transaction Tracking and Rights Object delivery during Progressive Download. However, if the MutableDRMInformation box is after the movie box it will be difficult for the client to insert new Rights Objects into the Rights Object box because if the size of the MutableDRMInformation box changes the device must also update the Chunk Offset Box (‘stco’) in the PDCF headers. Therefore Content Issuers are recommended to also include a Free Space Box if the MutableDRMInformation is placed before the Media Data.
A Device MAY modify, extend, truncate, delete or add the MutableDRMInformation box. The contents of the box MUST be interpreted as an array of Boxes, continuing until the end of the parent box. 

 aligned(8) MutableDRMInformation extends Box(‘mdri’) {


Box 
data[];


// array of any boxes and free space

}

5.2.1.1 Transaction Tracking Box

The OMA DRM Transaction Tracking Box enables transaction tracking as defined in [DRM-v2] section 12.3. The OMADRMTransactionTracking box MUST include a single TransactionID value as defined below. It MAY appear in both DCF and PDCF.

aligned(8) class OMADRMTransactionTracking extends FullBox('odtt', 0, 0) {


char
TransactionID[16]; 
// value to enable transaction tracking

}
Table 1: OMA DRM transaction tracking header field

	Field name
	Type
	Purpose

	TransactionID
	char[16]
	TransactionID of the DCF or PDCF respectively


The Rights Issuer MAY provide any value as a TransactionID to the DRM Agent during the Rights acquisition process and the TransactionID included in the DRM Container may be changed by the DRM Agent as defined in [DRM-v2]. When packaging content, the TransactionID MAY be set to an arbitrary value.
As per [DRM-v2] section 12.3 the DRM Agent does not need to generate the OMADRMTransactionTracking box, nor does the DRM Agent ever need to modify the size of the box.
5.2.1.2 Rights Object Box

The rights object box MAY be used to insert a Protected Rights Object, defined in [DRM-v2] section 5.3.8, into a DCF or PDCF.  A MutableDRMInformation box MAY include zero or more Rights Object boxes. The Rights Object is treated as binary data and a Device MAY add or delete Rights Object boxes in the MutableDRMInformation box.

aligned(8) class OMADRMRightsObject extends FullBox('odrb', 0, 0) {


byte 
Data[];


// binary Rights Object

}

Table 2: OMA DRM Rights Object box fields
	Field name
	Type
	Purpose

	Data
	byte[]
	A Rights Object as binary data


Change 2:  Section 7.1 PDCF File Format

This specification defines the OMA DRM key management part of the PDCF format. In the ProtectionSchemeInfoBox, there is space for a “black box” (SchemeInformationBox) describing the key management governing access to the encrypted media content. In a PDCF file, this box MUST be the OMADRMKMSBox. 

The basic PDCF file format data structures are defined by the corresponding base file format specification, and this specification only adds OMA DRM specific structures and parameters. Other DRM mechanisms MAY be used in those file formats supporting encrypted media tracks, but not in PDCF files, as explained in this specification.

Figure 1: Example PDCF Structure
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The Figure 1 illustrates how protection information is stored in a PDCF. It is an example where only the video track is protected by placing a ProtectionSchemeInfoBox into the track and specifying the OMA DRM identifier as the key management system. All tracks in a PDCF can be protected with the mechanism.

There is a difference between a streamable PDCF and a non-streamable PDCF. A streamable PDCF MUST conform to the server profile of the file format specification, and the media data is stored as packets. In a non-streamable PDCF, media data is stored as samples. An access unit is a group of one or more samples.

The encryption process changes both packet and sample formats from the original plaintext.  The file format may support also other DRM key management systems than OMA DRM 2.0, but the encrypted access unit format is specific to OMA DRM. Thus, in the encryption process, non-streamable PDCFs MUST have the OMADRMAUHeader (see  Error! Reference source not found.) inserted before each access unit.
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