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1 Reason for Change

OMA DRM 2.0 explicitly addresses export and defines mechanisms to allow content providers to specify to which systems the content may be exported and under which conditions. 

Import is not explicitly mentioned, suggesting that OMA DRM 2.0 does not allow for import. 

In the SCE work item we are addressing this thoroughly and adding protocols and use cases specifically for import. 

However, OMA DRM 2.0 does not disallow deployment of an RI/CI on a device, nor the ability of an RI/CI to create RO’s and DCF’s from data it receives from other protection systems on that device. This would already enable some import use cases. 

This CR proposes an additional informative appendix for 2.0 to clarify this. 
In Revision R01, the picture was modified, such that the RI/CI deployed in the export/import equipment is part of an OMA compliant Module instead of Device. Also “white-washing” was renamed “laundering”
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

7. Appendix H. Import (Informative)

Very similar to export from OMA DRM(chapter 13), the user may wish to render content on a OMA DRM Device after having downloaded that protected content using another device using a non-OMA DRM system. Import is an operation in which the non-OMA DRM protected content and corresponding rights are transferred from a non-OMA DRM system to the OMA DRM system. The non-OMA DRM system controls whether or not to allow the import into OMA DRM.

The basic concept of import into OMA DRM from a non-OMA DRM system is illustrated below in Figure 1. OMA does not specify the exact rules for mapping rights from non-OMA DRM systems to OMA Rights. It is the responsibility of appropriate bodies governing the use the non-OMA DRM system to define the necessary mechanisms for mapping into OMA DRM Rights. 

In OMA DRM 2.0, the entities to manage RO’s and DCF’s and their distribution to other devices are the Rights Issuer and Content Issuer. Based on this specification, import is therefore possible by developing an import user equipment that implements an OMA DRM Rights Issuer and Content Issuer and provides a secure environment for the transfer of content and rights from the non-OMA system to OMA. This import user equipment must be approved by the appropriate trust authorities. After the content has been imported into OMA DRM, it can be transferred to other Devices using ROAP and possibly using the Domain concept. 
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Figure 1
It must be stressed that the trust authorities must carefully consider the security threats involved with this deployment of functions. If the security of the environment in which the import takes place is compromised, then the OMA certificate of the import user equipment can be misused to create seemingly valid Rights Objects for pirated Content (“content laundering”), until the compromise is discovered and the certificate is revoked. Future versions of this enabler are expected to provide additional mechanisms to mitigate these threats. 

This deployment of functions also requires the import user equipment to manage the domain in which the created Rights Objects are valid (if domains are used) and a proprietary way for the import user equipment to receive OCSP responses and other revocation information. Also these issues are expected to be addressed by future versions of this enabler. 
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