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1 Reason for Change

In section 5.4.4.2.1 of the document to change, there is the following paragraph:
“The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain Generation), the Domain Context Expiry Time, the riURL (as stored in the associated RI Context), and, if applicable, an indication that the RI supports hash-chained Domain Keys. . If the process of joining a domain has started with a Domain Trigger that contained the <domainAlias> element, the Domain Context SHALL also contain the Domain Alias. If the Device and RI both support hash chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known generation, otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. The Domain Context SHALL also contain the RI Public Key for the case when the Domain Context Expiry Time extends beyond the RI Context Expiry Time.”
The text further mentions this riURL from the Domain Context in two sections. In section 8.4 it says that the Device may send a LeaveDomainRequest to this riURL from the Domain Context, and in section 8.7.2.1 it says that the Device may send a JoinDomainRequest to this riURL from the Domain Context in case of a necessary domain upgrade.
It is our view that it is not clear whether the “contain” … “the riURL (as stored in the associated RI Context)” means that the Domain Context refers to this associated RI Context for the value of the riURL, or whether it means that this riURL from the RI Context has to be copied at the time the Domain Context is created.
Furthermore, we hold the view that if section 5.4.4.2.1 is to be understood to imply a copy of the riURL is to be created and maintained separately from the riURL in the RI Context, that management of this riURL in Domain Contexts is very cumbersome indeed. For in order to change the riURL in a Domain Context, a Device would first have to be forced to re-register in order to first update the riURL from the RI Context, and next would have to be forced to re-join the domain in question in order to re-establish the Domain Context.

This CR attempts to clarify that Devices are not required to maintain separate copies of the riURL in Domain Contexts, but instead should use the value as stored in the RI Context.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

This CR applies only to the DRM specifications listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR.

6 Detailed Change Proposal

Changes proposed to section 5.1.7 of OMA-TS-DRM-DRM-20060303-A.doc
When a ROAP trigger is unavailable the riURL from the RI Context MUST be used. By using such context riURL a Device is able to perform unsolicited ROAP protocols to, for instance, leave a domain.

Changes proposed to section 5.4.4.2.1 of OMA-TS-DRM-DRM-20060303-A.doc
The Device MUST verify this signature. A Device MUST NOT accept the Join Domain protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the Join Domain protocol failed the Device MUST NOT store a Domain Context, otherwise the Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain Generation), the Domain Context Expiry Time, and, if applicable, an indication that the RI supports hash-chained Domain Keys. . If the process of joining a domain has started with a Domain Trigger that contained the <domainAlias> element, the Domain Context SHALL also contain the Domain Alias. If the Device and RI both support hash chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known generation, otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. The Domain Context SHALL also contain the RI Public Key for the case when the Domain Context Expiry Time extends beyond the RI Context Expiry Time.

A Device MUST NOT install any Domain ROs for a Domain whose Domain Context has expired. In the case of Unconnected Devices that do not support DRM Time, the Domain Context does not expire and hence has a value that is infinite, as indicated in the DomainInfo:NotAfter element.

Changes proposed to section 8.4 of OMA-TS-DRM-DRM-20060303-A.doc
In order for a Device to leave a Domain, it must assure the RI that it has deleted all information about the Domain that enables it to use any ROs for the Domain. When leaving a Domain a Device MUST delete the associated Domain Context, without a Domain Context ROs issued for that Domain will no longer be consumable. When leaving a Domain a Device MAY, but is not required to, remove the corresponding Domain ROs and associated Content.  The Device SHOULD obtain user confirmation before deleting Domain ROs and associated Content.

A Device MUST execute the Leave Domain protocol (see 5.4.4
) to leave a Domain. A Device may do this by sending a LeaveDomainRequest message to the riURL as stored in the RI Context associated with the Domain Context or as a result of receiving a <leaveDomain> ROAP Trigger. The riURL from a <leaveDomain>  ROAP trigger MUST be used if  the LeaveDomain is triggered by a ROAP trigger (See section 5.1.7).

Prior to sending a Leave Domain Request, the Device MUST ensure that the corresponding Domain Context is deleted.

Changes proposed to section 8.7.2.1 of OMA-TS-DRM-DRM-20060303-A.doc
After the Device verifies the signature of the Domain RO, it MUST compare the <domainID> field within the Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.

2. The Domain baseID of the <domainID> field matches the Domain baseID of a stored Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domain ID. The device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the riURL  in the RI Context associated with the Domain Context. The Device may have to obtain user consent to contact the RI, section 5.1.8 defines when explicit user consent is required. 

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 

3. The Domain baseID of the <domainID> field does not match a Domain baseID in any valid Domain Context already established with the RI. The Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section 5.1.8 defines when explicit user consent is required. 
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