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1 Reason for Change

The purpose of this CR is to clarify the intended behaviour of an OMA DRM v2.0 device when interpreting a rights expression that contains a parent rights asset that holds an <inherit> element. 
The REL specification makes clear that an <asset> element that is intended as a parent rights asset must not contain a <ds:KeyInfo> element. Furthermore, since it is not supposed to be a child rights asset simultaneously, it should not contain an <inherit> element.

Note that the most discriminating factor that determines the <asset> as a parent asset is the missing <ds:KeyInfo> element. An <asset> without <inherit> element, but with a <ds:KeyInfo> element is valid, and is a ‘normal’ asset (not a child asset, and not a parent asset). An <asset> without <ds:KeyInfo> element must be a parent asset, since it cannot be a normal asset, nor a child asset.

The question that is not answered easily by the specification text is what the behaviour should be of a device that encounters a Rights Object that contains an <asset> without a <ds:KeyInfo> but with an <inherit> element. 
The CR proposes additional text for the REL specification that should make it clear that an <asset> without <ds:KeyInfo> element is a parent <asset>, and that if it has an <inherit> child element it violates a semantic rule and cannot be used to inherit permissions and constraints. Effectively, this means that the offending <asset> element shall be ignored by the device for the purpose of determining applicable rights.
Although this conclusion seems logical, it is not really apparent from the specification text, and we feel there is a need to make this clear in the REL specification.
2 Impact on Backward Compatibility

None (it is a clarifying CR).
3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The working group is encouraged to review this proposal, and if found in accordance with the interpretation of its members, to agree this CR with the intent to clarify the OMA DRM v2.0 specification.
6 Detailed Change Proposal

[section 5.6]
Note that the other instances of DRM Content (Content2 through ContentN) would be referenced by separate child Rights Objects each inheriting from the parent Rights Object just like the child Rights Object shown for Content1. Also note that the subscription as well as content references MUST be globally unique. 
Access to DRM protected content through a child <asset> that has an <inherit> child element requires selection of an appropriate <permission> element from the Child Rights Object or selection of an appropriate <permission> element in a Parent Rights Object. The DRM Agent SHALL use exactly one <permission> element that contains a permission element that is appropriate for the type of requested access. In case both the Child Rights Object as well as the Parent Rights Object contain suitable <permission> elements, then the DRM Agent MUST select the most appropriate <permission> element to use, this selection SHALL be done in accordance with section 5.9.
Note that a parent <asset> is not allowed to inherit permissions and constraints from other parent <asset> elements and therefore it SHOULD NOT contain an <inherit> child element. An <asset> element with an <inherit> child element but without a <ds:KeyInfo> child element is semantically illegal and SHALL NOT be used by the DRM agent to grant access to protected content. Such an illegal asset SHALL NOT inherit permissions and constraints, and permissions and constraints SHALL NOT be inherited from it by child <asset> elements.

Note further that a parent <asset> can be distinguished from a child <asset> as the former does not hold a <ds:KeyInfo> element, whereas the latter holds a <ds:KeyInfo> element and an <inherit> element.
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