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1 Reason for Change

The purpose of this CR is to clarify how a DRM Time supporting Device synchronizes its DRM Time. There is some confusion about what should happen when a DRM Time supporting Device should synchronize its DRM Time when the DRM Time is completely wrong, e.g. years out of sync. This CR attempts to clarify what should happen.
2 Impact on Backward Compatibility

If approved, this CR may affect how existing DRM V2.0 DRM Agents synchronize their DRM Time.
3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

QUALCOMM recommends that this CR be approved.
6 Detailed Change Proposal

Change 1:  Change the 3rd paragraph of section 6.3 Device DRM Time Synchronization
Background
By definition, DRM Time is a non-user changeable time source. In DRM V2.0, this non-user changeable time source supposed to be set via the producedAt field of an OCSP Response provided to the Device by the Rights Issuer. However, standard signature verification rules state that when a Device verifies a Rights Issuer’s certificate chain, it should validate the validity dates of each certificate is in the chain. If the dates fall outside the Device’s current time, then the certificate verification fails. So if the certificate verification fails (because the validity dates are outside the current time), how does the Device know that the producedAt field is valid?
It turns out that because it is the Rights Issuer that determines whether the Device’s DRM Time is correct or not, there is no security risk is allowing the Device to always set its DRM Time to the value in the producedAt field before verifying the signature (and certificates). If the DRM Time has been tampered with, next time the Device sends it DRM Time to the Rights Issuer, the Rights Issuer will send a new OCSP Response. This process will continue until the Rights Issuer is satisfied with the Device’s DRM Time.
Proposed Solution

The 3rd paragraph of section 6.3 should be changed as follows (including the footnote):
A Device, which receives a ROAP-RegistrationResponse message containing a nonce-based OCSP response where the nonce in the OCSP response matches the nonce sent in the Device's ROAP-RegistrationRequest, MUST set its DRM Time to match the time in the producedAt component of the OCSP response, whether or not the signature verification fails or the Registration protocol exchange was successful. Barring network latency and response times, the procedure described here will synchronize the Device’s DRM Time with the OCSP responder's.
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