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1 Reason for Change

Metadata:

The currently defined metadata in the DCF specification does not meet existing market requirements for music and other services.  We propose to extend the metadata support in order to provide the appropriate functionality. For full details see:
· OMA-DLDRM-2006-0244-metadata-requirements

Device Identification:

At present it is not possible to reliably determine a Device DRM ID until a ROAP session is established.  This means that it is not possible for a Content Issuer to tailor the presentation logic on it server/portal according to the Device DRM ID.  For example the Device may belong to a Domain and the Content Issuer may wish to offer the user the option of purchasing content for the Domain rather than just for the Device.  We propose the addition of a requirement to address this issue. 

For full details see:

· OMA-DLDRM-2006-0245R01-Lightweight Device identification

2 Impact on Backward Compatibility

V2.0 Devices will not support the proposed extensions.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
6 Detailed Change Proposal

7. Engineering Requirements

7.1 General

Version 2.1
1. It  SHALL be possible  to restrict the use of a content to a certain class of application.
2. Support for the non-streamable PDCF format SHALL be Mandatory in DRM v2.1.
3. CD burning SHALL be possible.

4. It SHALL be possible for the Content Issuer to identify the Device for the purpose of presenting the user with customized options.
5. It SHALL be possible for the Content Issuer to include all the “usual” music metadata information in the DCF.
6. It SHALL be possible for the Content Issuer to embed a CoverArt picture in the DCF, or an URI where the CoverArt picture may be retrieved from.

7. It SHALL be possible for the Content Issuer to embed a Lyrics text in the DCF, or an URI where the Lyrics text may be retrieved from.

8. It SHALL be possible for the DRM Agent to store the user-edited Metadata information in the DCF.
9. It SHALL be possible for the DRM Agent to cancel the user edits and revert back to the original Metadata information in the DCF.
10. It SHALL be possible for the DRM Agent to insert a CoverArt picture or a Lyrics text in the DCF.
7.2 Security

Version 1

1.  It SHALL be possible for the Confidentiality of the DRM Content to be protected, between the Content Provider and the Device.

Version 2

2. The Rights Issuer SHALL be able to authenticate, prior to delivery of Rights Objects to the intended Device, some or all of the following:

a. The identity of the User of the Device;

b. The identity of the subscriber (relating to the Network Service Provider) associated with the Device;

c. The identity of the Content Subscription (relating to the Content Provider) associated with the Device;

d. The identity of the Device (for example: serial number; Device manufacturer; model number; software version);

e. The identity of any smartcard inserted in the Device.

Note: Sub-requirement (d) is the only requirement that is explicitly satisfied by the OMA DRM Version 2 specifications.

3. It SHALL be possible for Rights Issuers to protect Rights Objects for a particular Device or group of Devices such that the Rights Object can only be processed by the intended Device or group of Devices.

4. The Rights Issuer SHALL be able to conduct the authentication described in requirement (2) of this sub-section without any explicit relationship (contractual or otherwise) with the Device manufacturer.

5. It SHALL be possible for the Confidentiality of the DRM Content to be protected, in a manner independent of the transport mechanism, between the Content Provider and the DRM Agent on the Device.

6. It SHALL be possible for the Confidentiality of the DRM Content to be protected, in a manner independent of the transport mechanism, between the DRM Agent on a Device and the DRM Agent on any other Device to which the DRM Content is transferred.

7. It SHALL be possible for the integrity of the DRM Content to be protected, in a manner independent of the transport mechanism, between the DRM Agent on a Device and the DRM Agent on any other Device to which the DRM Content is transferred.

8. It SHALL be possible for the Confidentiality of any content encryption key (CEK) in a Rights Object to be protected, in a manner independent of the transport mechanism, between the Content Provider and the DRM Agent on the Device, such that the CEK can only be read by the Device for which the Rights Object is intended.

9. It SHALL be possible for the Content Provider to encrypt each instance of a particular piece of DRM Content with a different CEK and for superdistribution of that DRM Content to still be possible.

10. It SHALL be possible for the integrity of the Rights Object to be protected, in a manner independent of the transport mechanism, between the Content Provider and the DRM Agent on the Device for which the Rights Object is intended.

11. It SHALL be possible for the integrity of the DRM Content to be protected, in a manner independent of the transport mechanism, between the Content Issuer and the DRM Agent on the Device to which the DRM Content is transferred.

12. It SHALL be possible for the integrity of the Rights Object to be protected, in a manner independent of the transport mechanism, between the DRM Agent on a Device and the DRM Agent on any other Device to which the Rights Object is transferred.

13. It SHALL be possible for the Confidentiality of any content encryption key (CEK) in a Rights Object to be protected, in a manner independent of the transport mechanism, between the DRM Agent on the Device and the DRM User Agent on any Device to which the Rights Object is transferred, such that the CEK can only be read by Devices for which the Rights Object is intended.

14. It SHALL be possible for the Confidentiality of sensitive information within the Rights Object, for example, user identities, to be protected, in a manner independent of the transport mechanism, between the Content Provider and the DRM Agent on the Device, such that this sensitive information in the Rights Object can only be read by the Device for which the Rights Object is intended.

15. It SHALL be possible for the Confidentiality of sensitive information within the Rights Object, for example, user identities, to be protected, in a manner independent of the transport mechanism, between the DRM Agent on the Device and any other Device to which the Rights Objects is transferred, such that this sensitive information in the Rights Object can only be read by Devices for which the Rights Object is intended.

16. It SHALL be possible for the Device to authenticate the identity of the source of the Rights Object.

17. It SHALL be possible for entities other than the Device manufacturer to provide trusted assertions to Content Providers concerning some or all of the identities listed in requirement (2) within this sub-section.

18. It SHALL be possible for individual components of a composite object to be encrypted with different keys.

19. It SHALL be possible for some components of a composite object to be encrypted and some not. 

20. It SHALL be possible for the Device time source, as used for DRM purposes, to be protected from interference by the user of the Device or by unauthorized applications loaded onto the Device.
21. It SHALL be possible for Rights Issuers to synchronize the Device time source, as used for DRM purposes, to a time source within the RI.

Version 2.1

22. It SHALL be possible to encrypt metered usage information so that it can be transferred securely between the OMA DRM agent and the RI. 

23. It SHALL be possible to integrity-protect metered usage information being transferred between the OMA DRM agent and the RI.  
24. If metering is disabled on the user's device (e.g. because the user has not given consent to use metering), the DRM agent SHALL NOT allow rendering of content items which are only accessible using metering
25. It SHALL be possible to protect the integrity of the original Metadata (the values set by the Content Issuer)

26. It SHALL be possible for the Content Issuer to encrypt the CoverArt picture and the Lyrics text. 
27. It SHALL NOT be possible for the DRM Agent to modify the Metadata information originally set by Content Issuer. The DRM Agent SHALL store the User-edited Metadata information in another place in the DCF.
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