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1 Reason for Change

The currently defined metadata in the (P)DCF specification does not meet existing market requirements for music and other services.  We propose to extend the metadata support in order to provide the appropriate functionality. 

2 Impact on Backward Compatibility

V2.0 Devices will not support the proposed extensions.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
Note: we recommend that the 4CC constants used in DCF and PDCF formats are registered in the MP4REG (aka the registration authority for code-points in "MP4 Family" files at http://www.mp4ra.org/ ).
6 Detailed Change Proposal
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5.2.4
Mutable DRM Information Box

The MutableDRMInformation box MAY appear in both DCF and PDCF. In the OMA DRM system, the MutableDRMInformation box is used to include information editable by the Device, and thus is not protected for integrity. A Device MUST ignore the MutableDRMInformation box when calculating the DCF hash. 

The MutableDRMInformation box MUST be located at the top level of the box hierarchy and there MUST NOT be more than one instance of the box per DCF or PDCF. The MutableDRMInformation box MAY include free space boxes as defined in ISO base media file format [ISO14496-12] to pre-allocate space for editing. A MutableDRMInformation box MUST NOT appear in the beginning of the file, but MAY appear after the last OMADRMContainer (see 6.3.1) in DCF and after the movie box in PDCF. Having the MutableDRMInformation box as the last box in the file is RECOMMENDED.

A Device MAY modify, extend, truncate, delete or add the MutableDRMInformation box. The contents of the box MUST be interpreted as an array of Boxes, continuing until the end of the parent box. 

 aligned(8) MutableDRMInformation extends Box(‘mdri’) {


Box 
data[];


// array of any boxes and free space

}

5.2.4.1
Transaction Tracking Box

The OMA DRM Transaction Tracking Box enables transaction tracking as defined in [DRM-v2] section 12.3. The OMADRMTransactionTracking box MUST include a single TransactionID value as defined below. It MAY appear in both DCF and PDCF.

aligned(8) class OMADRMTransactionTracking extends FullBox('odtt', 0, 0) {


char
TransactionID[16]; 
// value to enable transaction tracking

}
Table 4: OMA DRM transaction tracking header field

	Field name
	Type
	Purpose

	TransactionID
	char[16]
	TransactionID of the DCF or PDCF respectively


The Rights Issuer MAY provide any value as a TransactionID to the DRM Agent during the Rights acquisition process and the TransactionID included in the DRM Container may be changed by the DRM Agent as defined in [DRM-v2]. When packaging content, the TransactionID MAY be set to an arbitrary value.
5.2.4.2
Rights Object Box

The rights object box MAY be used to insert a Protected Rights Object, defined in [DRM-v2] section 5.3.8, into a DCF or PDCF.  A MutableDRMInformation box MAY include zero or more Rights Object boxes. The Rights Object is treated as binary data and a Device MAY add or delete Rights Object boxes in the MutableDRMInformation box.

aligned(8) class OMADRMRightsObject extends FullBox('odrb', 0, 0) {


byte 
Data[];


// binary Rights Object

}

Table 5: OMA DRM Rights Object box fields
	Field name
	Type
	Purpose

	Data
	byte[]
	A Rights Object as binary data


5.2.4.3 User-Data Box
A MutableDRMInformation box MAY include one or more User-Data boxes ('udta'), as defined in 6.2.3.2.
The insertion of a User-Data box in the MutableDRMInformation box allows Users and Devices to add to and edit the metadata associated with DRM Content.
The corresponding DRM Content is identified by the ContentID sub-box.
When available the Device SHALL use the metadata information stored in the User-Data box in the MutableDRMInformation box, instead of the equivalent metadata information stored in the User-Data box in the OMADRMDiscreteHeaders box.
If it is desirable to allow User editing of metadata information, it is RECOMMENDED that the appropriate free space boxes in the MutableDRMInformation box are inserted to facilitate User and Device edits.
5.2.4.3.1 ContentID sub-box
· aligned(8) class OMADRMContentID extends FullBox('ccid', version, 0) {

· 
unsigned int(16)
ContentIDLength;
// Length of ContentID field in bytes


char


ContentID[];

// Content ID string

}

The ContentID box (‘ccid’) contains the unique identifier for the Content Object the metadata are associated with.
The value of the ContentID MUST be the value of the ContentID stored in the Common Headers for this Content Object.
There MUST be exactly one ContentID sub-box per User-Data box, as the first sub-box in the container.
Table 9: ContentID box

	Field name
	Type
	Purpose

	ContentIDLength
	unsigned int(16)
	Length of ContentID field in bytes

	ContentID
	char[]
	Content ID string


5.2.4.3.2 Other User-Data sub-boxes
The User-Data box in the MutableDRMInformation MAY include any User-Data sub-boxes as defined in 6.2.3.2.
6.3 Overall structure

The high-level overview of the DCF format is depicted in the Figure 2. The mandatory parts of the format include the file header (File Type box with brand number and minor version fields), immediately followed by an OMA DRM Container box. The OMA DRM Container box MUST include a DCF headers box and a Protected Content box.

The design principles for the format include that the DCF headers box is located at a fixed offset from the beginning of the file, and thus, the OMA DRM Container box MUST be the first box after the file header of 20 octets and the DCF headers box MUST be the first box in the OMA DRM Container.

Figure 2: DCF structure
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The table below outlines the mandatory boxes and their order. Additional boxes MAY be added after the mandatory boxes have first appeared. Table 6 shows the nesting order of the mandatory boxes, on the left is the parent and on the right, the child. The first column indicates which fields and boxes MUST be present in DCF (marked as ‘M’) and which boxes MAY appear in the DCF (marked as ‘O’). Note that in the table, the second OMA DRM Container box MUST include all the mandatory nested boxes as well.

Table 6: Logical DCF box structure diagram

	Present in DCF
	Data type/value
	
	
	Nesting level
	Offset from beginning of file
	Field purpose

	M
	Box(‘ftyp’)
	
	
	0
	0
	File header ( fixed File Type box, 20 bytes)

	M
	Box(‘odrm’)
	
	
	0
	20
	OMA DRM Container box

	M
	
	Box(‘odhe’)
	
	1
	40
	Discrete Media headers box

	M
	
	
	Box(‘ohdr’)
	2
	53 + ContentTypeLength 
	OMA DRM Common Headers box

	O
	
	
	Box(‘udta’)
	2
	53 + ContentTypeLength + Box(‘ohdr’)
	ISO User Data box (optional)

	M
	
	Box(‘odda’)
	
	1
	40 + Box(‘odhe’)
	Content Object box

	O
	Box(‘odrm’)
	
	
	0
	
	If multipart DCF, additional OMA DRM Container box

	O
	Box(‘mdri’)
	
	
	0
	
	Mutable DRM information box

	O
	
	Box(‘odtt’)
	
	1
	
	Transaction tracking box

	O
	
	Box(‘odrb’)
	
	1
	
	Rights Object container box

	O
	
	Box(‘udta’)
	
	1
	
	ISO User Data box (optional)

	M
	
	
	Box(‘ccid’)
	2
	
	ContentID reference for the User-Data

	O
	
	Box(‘skip’)
	
	1
	
	Additional free space


[…]
6.3.2
Discrete Media Headers Box

[…]
6.3.2.3
User-Data
A user-data box ('udta'), as defined in [ISO14496-12], MAY be present in the discrete headers box. When a DCF includes the UserDataBox, it MUST be added immediately after the OMADRMCommonHeaders box. The presence of the user-data box MUST be indicated with the flag 0x000001 in the containing box header. The user-data box is a container box for informative user data. This user information is formatted as a set of sub-boxes with specific box types that more precisely define their usage.  Each of the sub-boxes MAY be included only once unless otherwise noted.

Some of these sub-boxes contain text information, which is metadata, as defined in [TS26.244]. This specification supports a superset of the sub-boxes defined in [TS26.244].
A Device MUST NOT modify any of the sub-boxes in the User-Data box in the OMADRMDiscreteHeaders.
The User-Data in the OMADRMDiscreteHeaders MAY be protected for integrity by using a DCF hash.
6.3.2.3.1 Usual User-Data sub-boxes
The User-Data box in the OMADRMDiscreteHeaders MAY include any User-Data sub-boxes as defined in 3GPP [TS26.244].

The following sub-boxes are currently specified:

· titl – title for the media (see [TS26.244] table 8.1)

· dscp – caption or description for the media (see [TS26.244] table 8.2)

· cprt – notice about organisation holding copyright for the media file (see [TS26.244] table 8.3)

· perf – performer or artist (see [TS26.244] table 8.4)

· auth – author of the media (see [TS26.244] table 8.5)

· gnre – genre (category and style) of the media (see [TS26.244] table 8.6)

· rtng – media rating (see [TS26.244] table 8.7)

· clsf – classification of the media (see [TS26.244] table 8.8)

· kywd – media keywords (see [TS26.244] table 8.9)

· loci – location information (see [TS26.244] table 8.10)

· albm – album title and track number for the media (see [TS26.244] table 8.11)

· yrrc – recording year for the media (see [TS26.244] table 8.12)
Each of those sub-boxes MAY be included zero, one or more time as noted in 3GPP [TS26.244].


7 
8 
8.3.2.3.1 
9 
10 
10.3.2.3.1 
11 
12 
12.3.2.3.1 
13 
14 
14.3.2.3.1 IconURI

aligned(8) class OMADRMIconURI extends FullBox('icnu', version, 0) {


char


IconURI[];

// Icon URI
}
The IconURI box (‘icnu’) contains a URI where an appropriate icon for this content may be retrieved from.  The device MAY request the object at this URI, and if an appropriate content is returned, use this as an icon associated with the content to the user.

The value of the IconURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached. 

If the DCF is a Multipart DCF, a IconURI MAY be a CID reference [RFC2557] within the current file. In this case, the referenced Content Object MUST be NULL-encrypted.

Table 8: IconURI box

	Field name
	Type
	Purpose

	IconURI
	char[]
	URI for an Icon for the content.  


14.3.2.3.2 InfoURL

aligned(8) class OMADRMInfoURL extends FullBox('infu', version, 0) {


char


InfoURL[];

// Info URL
}
The InfoURL box (‘infu’) contains a URL where additional information can be found regarding the Content Object. The device MAY obtain this information prior to using the RightsIssuerURL field or after the Rights Object has been obtained.

The value of the InfoURL MUST be a URL according to [RFC2396] and MUST be an absolute identifier. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.

Table 9: InfoURL box

	Field name
	Type
	Purpose

	InfoURL
	char[]
	Location of additional information for the content.  


14.3.2.3.3 CoverURI

aligned(8) class OMADRMCoverURI extends FullBox('cvru', version, 0) {

char


CoverURI[];

// Cover URI
}
The CoverURI box (‘cvru') contains a URI where an appropriate Artwork picture (ex: CD Album Cover, DVD front Cover, …) for this content MAY be retrieved from. The device MAY request the object at this URI, and if an appropriate content is returned, use this as an Artwork associated with the content to the User.

The value of the CoverURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.

If the DCF is a Multipart DCF, a CoverURI MAY be a CID reference [RFC2557] within the current file. 
The referenced Content Object MAY be DRM protected.
Table 8: CoverURI box

	Field name
	Type
	Purpose

	CoverURI
	char[]
	URI for an ArtWork picture for the content.  


14.3.2.3.4 LyricsURI
aligned(8) class OMADRM LyricsURI extends FullBox('lrcu', version, 0) {

char


LyricsURI [];

// Lyrics URI
}
The LyricsURI box (‘lrcu') contains a URI where an appropriate Lyrics text for this content MAY be retrieved from. The device MAY request the object at this URI, and if an appropriate content is returned, use this as a Lyrics associated with the content to the User.

The value of the LyricsURI MUST be a URI according to [RFC2396]. It is a string encoded using UTF-8 characters, continuing until the end of the box is reached.
If the DCF is a Multipart DCF, the value of the LyricsURI MAY be a CID reference [RFC2557] within the current file.
The referenced Content Object MAY be DRM protected.
Table 8: LyricsURI box

	Field name
	Type
	Purpose

	LyricsURI
	char[]
	URI for Lyrics text for the content.  


14.3.2.3.5 Custom User-Data sub-boxes
Content author MAY insert additional Custom sub-boxes to the User-Data. 
Consuming Devices MUST ignore the User-Data sub-boxes that they do not recognize.
Appendix A. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

A.1 Client Conformance Requirements 

	Item
	Function
	Reference
	Status
	Requirement

	DRM-DCF-CLI-1
	DCF support
	6
	M
	

	DRM-DCF-CLI-2
	PDCF support
	7
	O
	(DRM-DCF-CLI-25 AND DRM-DCF-CLI-26 AND DRM-DCF-CLI-27 AND DRM-DCF-CLI-28 AND DRM-DCF-CLI-29 AND DRM-DCF-CLI-30 AND DRM-DCF-CLI-31 AND DRM-DCF-CLI-32 AND DRM-DCF-CLI-33 AND DRM-DCF-CLI-34)

AND 

(DRM-DCF-CLI-23 OR

DRM-DCF-CLI-24) 



	DRM-DCF-CLI-3
	AES128CBC encryption algorithm
	5.2.1.2
	M
	

	DRM-DCF-CLI-4
	AES128CTR mode encryption algorithm
	5.2.1.2
	O
	

	DRM-DCF-CLI-5
	Ignore unsupported boxes 
	5.1
	M
	

	DRM-DCF-CLI-6
	Common headers
	5.2.1
	M
	

	DRM-DCF-CLI-7
	Textual headers
	5.2.2
	M
	

	DRM-DCF-CLI-8
	GroupID
	5.2.3.1
	M
	

	DRM-DCF-CLI-9
	Mutable DRM Information box
	5.2.4
	M
	

	DRM-DCF-CLI-10
	Transaction Tracking box
	5.2.4.1
	M
	

	DRM-DCF-CLI-11
	Rights Object box
	5.2.4.2
	M
	

	DRM-DCF-CLI-35
	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	

	DRM-DCF-CLI-12
	ISO format constraints
	6.2.1
	M
	

	DRM-DCF-CLI-13
	FullBox version
	6.2.1
	M
	

	DRM-DCF-CLI-14
	DCF header
	6.2.2
	M
	

	DRM-DCF-CLI-15
	OMA DRM container box
	6.3.1
	M
	

	DRM-DCF-CLI-16
	Discrete headers box
	6.3.2
	M
	

	DRM-DCF-CLI-17
	User-Data box in Discrete headers box
	6.3.2.3
	M
	

	DRM-DCF-CLI-18
	Content Object box
	6.3.3
	M
	

	DRM-DCF-CLI-19
	Multipart DCF
	6.4
	M
	

	DRM-DCF-CLI-20
	Extension boxes
	6.3.4
	O
	

	DRM-DCF-CLI-21
	UTF-8 character encoding for 3GPP asset information
	6.3.2.3
	M
	

	DRM-DCF-CLI-22
	UTF-16 character encoding for 3GPP asset information
	6.3.2.3
	O
	


A.2 Client Conformance Requirements For The PDCF Format

	Item
	Function
	Reference
	Status
	Requirement

	DRM-DCF-CLI-23
	3GPP conformance
	7
	O
	Conform to [TS26.244] 

	DRM-DCF-CLI-24
	3GPP2 conformance
	7
	O
	Conform to [C.S0050] 

	DRM-DCF-CLI-25
	OMA DRM key management
	7.1.3
	O
	

	DRM-DCF-CLI-26
	OMA DRM scheme
	7.1.1
	O
	

	DRM-DCF-CLI-27
	Common headers
	5.2.1
	O
	

	DRM-DCF-CLI-28
	AES128CTR mode encryption algorithm
	5.2.1.2
	O
	

	DRM-DCF-CLI-29
	Textual headers
	5.2.2
	O
	

	DRM-DCF-CLI-30
	GroupID
	5.2.3.1
	O
	

	DRM-DCF-CLI-31
	Mutable DRM Information box
	5.2.4
	O
	

	DRM-DCF-CLI-32
	Transaction Tracking box
	5.2.4.1
	O
	

	DRM-DCF-CLI-33
	Rights Object box
	5.2.4.2
	O
	

	DRM-DCF-CLI-34
	OMA DRM access unit format
	7.1.4
	O
	

	DRM-DCF-CLI-36
	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	


Appendix B. Reserved Numbers 
(Informative)

This Appendix lists common 4CC constants used in DCF and PDCF formats. The tables list only 4CC constants specified by OMA.

Table 18: Reserved identifier constants in the DCF format

	4CC
	Reference
	Purpose

	‘ohdr’
	5.2.1
	Common headers box

	‘mdri’
	5.2.4
	Mutable DRM Information box

	‘grpi’
	5.2.3.1
	Group ID box

	‘odtt’
	5.2.4.1
	Transaction Tracking box

	‘odrb’
	5.2.4.2
	Rights Object box

	‘odcf’
	6.2.2
	File brand

	‘odrm’
	6.3.1
	OMA DRM Container box

	‘odhe’
	6.3.2
	Headers box for the Discrete Media profile box

	‘icnu’
	6.3.2.3.2
	Icon URI

	‘infu’
	6.3.2.3.3
	Info URL

	‘cvru'
	6.3.2.3.4
	Cover URI

	‘lrcu'
	6.3.2.3.5
	Lyrics URI

	‘odda’
	6.3.3
	Content Object box


Table 19: Reserved OMA DRM specific identifier constants in the PDCF format

	4CC
	Reference
	Purpose

	‘grpi’
	5.2.3.1
	Group ID box

	‘mdri’
	5.2.4
	Mutable DRM Information box

	‘odtt’
	5.2.4.1
	Transaction Tracking box

	‘odrb’
	5.2.4.2
	Rights Object box

	‘ccid’
	5.2.4.3.1
	ContentID box

	‘icnu’
	6.3.2.3.2
	Icon URI

	‘infu’
	6.3.2.3.3
	Info URL

	‘cvru'
	6.3.2.3.4
	Cover URI

	‘lrcu'
	6.3.2.3.5
	Lyrics URI

	‘odkm’
	7.1.2, 7.1.3
	OMA DRM scheme type, OMA DRM scheme information box identifier

	‘ohdr’
	7.1.3.1
	Common headers box

	‘adaf’
	7.1.3.2
	Acess Unit Format box











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

_1181923449.vsd
OMA DRM Container


20


OMA DRM headers


DRM Content


Content Object


Content Object container


2nd OMA DRM Container


(multipart)
 other content containers


20


DCF Headers


Common headers


OMA DRM Container Length - 20


Complete File Size


2nd OMA DRM Container Length


Fixed DCF 
header


User
Data


Mutable DRM Info


Rights Object


(Editable space) 
RO, 
TransactionID



