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1 Reason for Change

The current SCE AD does not address moving Rights from one Device to another Device directly. This CR begins specifying how Device to Device Moves, either full or partial, and Ad Hoc Sharing can be accomplished.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

QUALCOMM recommends approving this CR.

6 Detailed Change Proposal

Change 1:  Change section 1

Change section 1 as follows:

1. Scope
(Informative)

The scope of this document is to define the architecture for enhancements to the OMA Digital Rights Management (DRM) specifications to enable the secure exchange of DRM -protected content among multiple devices.  These enhancements include the following:

· The definition of a centralized domain management function, such that users do not have to manage domains for each source of Protected Content for a domain

· The definition of an Import function that will allow content protected by non-OMA DRM mechanisms to be consumed by OMA DRM devices.  Together with the Export function defined in OMA DRM V2.0, the Import function will make it possible for OMA DRM devices to securely exchange content with non-OMA DRM devices.

· The definition of a Move function that will allow a Device to Move Rights to another Device, either directly between two Devices or via a Rights Issuer. The Move can be the complete Rights or a subset of the Rights (Partial Rights). The Move function will make it possible for OMA DRM devices to securely exchange content with other OMA DRM devices.
· The concept of Ad Hoc Sharing that allows Users to exchange Content in an ad hoc manner (as permitted by the Rights Issuer).
Change 2:  Change Figue 1

Change Figure 1 as follows:


[image: image1.wmf]Content 

Issuer

Rights Issuer

Domain 

Authority

Domain 

Enforcement 

Authority

Local Rights 

Manager

DRM Agent

DRM Agent

R

D

P

-

1

L

R

M

P

-

1

L

R

M

P

-

2

R

O

A

P

 

1

.

1

D

M

P

-

1

D

T

D

-

1


Figure 1, Architecture Overview

Change 3:  Change Section 5.3.12

Change section 5.3.12 as follows:
5.3.12 DTD-1

This interface is used to Move Content from a sending Device to a receiving Device directly, i.e. without involving the Rights Issuer.
5.3.13 Out of scope interfaces

The following interfaces are out of scope:

· Between the Content Issuer and the Rights Issuer
· Between the Content Issuer and the DRM Agent
· Between the LRM and the DRM Agent – instead, as in OMA DRM 2.0, RO’s and DCF’s can be exchanged between Devices and devices hosting LRM’s using any mechanism.

· Between the DA and the DEA
Change 4:  Add Sections starting at 5.4.7

Add the following new sections:

5.4.7 Moving Between Devices via the Rights Issuer

Figure xxx depicts the flow of events in the case of Moving between two Devices via a Rights Issuer. These flows occur over the ROAP-1.1 interface. The steps below correspond to the numbers at the right of the figure.
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Figure 2, Moving Directly Between Devices

1. The User of the sending Device gets some sort of unique identifier of the receiving Device. The User then accesses the Rights Issuer and informs the Rights Issuer that he/she wants to (whole or partial) Move the Rights to the receiving Device using the unique identifier. This step is outside the scope of OMA DRM.
2. The sending Device sends a StartRIMove to the Rights Issuer. This message contains a nonce, the RO ID of the RO that is being moved, the current state if the RO is stateful, and the set of Rights being Moved for partial Moves. The message is signed by the Device. [Note: it appears that the RI has to be the RI that originally provided the RO.]
3. The Rights Issuer processes StartRIMove and verifies that signature. It then sends back a StartRIMoveAck which contains the nonce sent by the Device and is signed by the RI.
4. The sending Device processes the StartRIMoveAck, making sure it contains the nonce it sent and the signature verifies. The sending Device deletes the Rights being moved. It then deletes the Rights as appropriate. If a whole Move, the all the Rights are deleted (however, the sending Device MUST keep track that it Moved the RO and can NOT restore the RO if it had been previously backed up). If a Partial Move, then the appropriate Rights are deleted, keeping into account the prevention of restoring the deleted Rights. [Question: what should happen if the sending Device does not get the StartRIMoveAck or it is invalid?]
5. The Rights Issuer sends a ROTrigger to the receiving Device. [Note: this assumes that in step 1 the unique identifier allows the RI to identify the receiving Device.]
6. The receiving Device does a standard ROAP with the Rights Issuer to get the RO.
5.4.8 Mutual Authentication Between Two Devices

Before the transfer of Rights can take place directly between two Devices, they MUST mutually authenticate each other. Figure xxx depicts the flow of events that performs the mutual authentication between two Devices. The mutual authentication will be used to Moving, Copying and Ad Hoc Sharing. These flows occur over the DTD-1 interface. 
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Figure 3, Mutual Authentication Between  Two Devices
1. The sending Device sends an AuthRequest, which contains a nonce and is signed by the sending Device.

2. The receiving Device processes the AuthRequest, including verifying the signature. It then sends back an AuthResponse, which contains the sending nonce, a nonce it generated and is signed by the receiving Device.

3. The sending Device processes the AuthRequest, making sure it contains the nonce it sent and the signature verifies. This set up the mutual authentication. [Do the Devices need to provide OCSP Responses?]
Note: This is not the complete mutual authentication. The sending Device MUST ensure that any future message from the receiving Device includes the nonce it sent in the AuthRequest. Likewise, the receiving Device MUST ensure that any future message from the sending Device includes the nonce it sent in the AuthResponse.
5.4.9 Moving Directly Between Devices

Figure xxx depicts the flow of events in the case of Moving directly between two Devices. These flows occur over the DTD-1 interface. The steps below correspond to the numbers at the right of the figure.
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Figure 4, Moving Directly Between Two Devices

1. The two Devices discover each other using some mechanism such as UPnP. This step is outside the scope of OMA DRM.

2. The sending Device and the receiving Device do the mutual authenctication protocol of section 5.4.8.
3. The sending Device then creates an RO for the receiving Device based on the current Rights and state information. This new RO can be the “whole” Rights currently in the sending Device or the partial Rights.
4. The sending Device sends a MoveRO, which contains the RO bound to the receiving Device, the nonce sent by the receiving Device and is signed by the sending Device.

5. The receiving Device processes the MoveRO, making sure it contains the nonce it sent and the signature verifies. It then sends back a MoveROAck, which contains the nonce sent by the sending Device (in step 2) and is signed by the receiving Device.

6. The sending Device processes the MoveROAck, making sure it contains the nonce it sent (in step 2) and the signature verifies. It then deletes the Rights as appropriate. If a whole Move, the all the Rights are deleted (however, the sending Device MUST keep track that it Moved the RO and can NOT restore the RO if it had been previously backed up). If a Partial Move, then the appropriate Rights are deleted, keeping into account the prevention of restoring the deleted Rights. [Question: what should happen if the sending Device does not get the MoveROAck or it is invalid?]
7. The sending Device transfers the DCF (corresponding to the Moved RO) to the receiving Device. This step is outside the scope of OMA DRM. Note that step 8 could occur before step 2.
5.4.9 Ad Hoc Sharing Directly Between Devices

Figure xxx depicts the flow of events in the case of Moving directly between two Devices. These flows occur over the DTD-1 interface. The steps below correspond to the numbers at the right of the figure.
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Figure 5, Ad Hoc Sharing Between Two Devices

1. The two Devices discover each other using some mechanism such as UPnP. This step is outside the scope of OMA DRM.

2. The sending Device and the receiving Device do the mutual authenctication protocol of section 5.4.8.

3. The sending Device then creates an RO for the receiving Device based on the current Rights, the permissions set by the Rights Issuer for Ad Hoc Sharing and the current state information. It is expected that the Rights will include at least a <datetime> constraint.
4. The sending Device sends a ShareRO, which contains the RO bound to the receiving Device, the nonce sent by the receiving Device and is signed by the sending Device.

5. The receiving Device processes the ShareRO, making sure it contains the nonce it sent and the signature verifies. It then sends back a ShareROAck which contains the nonce sent by the sending Device (in step 2) and is signed by the receiving Device.

6. The sending Device processes the MoveROAck, making sure it contains the nonce it sent (in step 2) and the signature verifies.

7. The sending Device transfers the DCF (corresponding to the Moved RO) to the receiving Device. This step is outside the scope of OMA DRM. Note that step 8 could occur before step 2.
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