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1 Reason for Change

OMA DRM 2.0 does not offer any method of confirming delivery and installation of an OMA DRM RO. The reasons why confirmation might be required are discussed in document OMA-DLDRM-2006-0295-CR_RO_Installation_Requirement. 
The proposed solution consists of three parts: 

· An extension to the ROAP-ROResponse which indicates that confirmation is required. 

· A new ROAP-ROConfirmRequest from the DRM agent to the RI to communicate the installation status of each RO.
· A new ROAP-RO response from the RI to indicate that the installation information has been received. 

2 Impact on Backward Compatibility

V2.0 Devices will not support the proposed additions.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves this addition to the OMA DRM 2.1 specification.
6 Detailed Change Proposal
Change 1: 
3.2 Definitions

	Backup/Remote Storage
	Transferring Rights Objects and Content Objects to another location with the intention of transferring them back to the original Device.

	Billing Service Provider
	The entity responsible for collecting payment from a User.

	Combined Delivery
	A Release 1 method for delivering Protected Content and Rights Object.  The Rights Object and Protected Content are delivered together in a single entity, the DRM Message.

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion.

	Confidentiality
	The property that information is not made available or disclosed to unauthorized individuals, entities or processes. (From [ISO 7498-2])

	Connected Device
	A Connected Device is a Device that is capable of directly connecting to a Rights Issuer using an appropriate protocol over an appropriate transport/network layer interface. E,g, HTTP over TCP-IP.

	Content
	One or more Media Objects

	Content Issuer
	The entity making content available to the DRM Agent in a Device.

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer.

	Content subscription
	A subscription that a User has with a Content Provider for the purposes of paying for Protected Content purchased from that Content Provider and played on a Users Device. 

	Device
	A Device is the entity (hardware/software or combination thereof) within a user-equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.

In the case where functionality is specific to either Connected Devices or Unconnected Devices the explicit terminology (i.e. Unconnected Device or Connected Device) will be used, in all other cases the term Device generically applies to both Connected Devices and Unconnected Devices.

	Device Revocation
	The process of an RI indicating that a Device is no longer trusted to acquire ROs.

	Device Rights Object
	An RO dedicated for a particular Device by means of the Device Public Key.

	Domain
	A set of Devices, which are able to share Domain Rights Objects. Devices in a Domain share a Domain Key. A Domain is defined and managed by an RI.

	Domain baseID
	The first (leading) characters that precede the Domain Generation Counter in the Domain Identifier.

	Domain Identifier
	A unique string identifier of the Domain Key

	Domain Key
	A 128 bit symmetric cipher key

	Domain Generation
	A Counter reflecting the number of times the Domain has been upgraded. The Domain Generation is a part of the Domain Identifier (the last three digits).

	Domain Context
	The Domain Context consists of information necessary for the Device to install Domain Rights Objects, such as Domain Key, Domain Identifier and Expiry Time. 

	Domain Context Expiry Time
	An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.

	Domain Revocation
	The process of an RI indicating that a Domain Key is not trusted for protection of Domain ROs.

	Domain Rights Object
	An RO that is dedicated to Devices in a particular Domain by means of a Domain Key.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Message
	An OMA DRM Release 1 term defined in [DRM]

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale.

	Forward Lock
	An OMA DRM Release 1 term defined in [DRM]

	Hash Chains
	A Method of derivation of Domain Keys of different Domain Generations.

	Integrity
	The property that data has not been altered or destroyed in an unauthorized manner. (ISO 7498-2 )

	Join Domain
	The process of an RI including a Device in a Domain.

	Leave (De-Join) Domain
	The process of an RI excluding a non-revoked Device from a Domain.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [ODRL 1.1])

	Play
	To create a transient, perceivable rendition of a resource (From [MPEG21 RDD])

	Protected Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object. 

	Restore
	Transferring the Protected Content and/or Rights Objects from an external location back to the Device from which they were backed up.

	Revoke
	Process of declaring a Device or Rights Issuer certificate as invalid.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	RI Context
	RI Context (Rights Issuer Context) consists of information that was negotiated with a given Rights Issuer, during the 4-pass Registration Protocol such as RI ID, RI certificate chain, version, algorithms and other information. This RI Context is necessary for a Device to successfully participate in all the protocols of the ROAP suite, except the Registration Protocol.

	Rights Object
	A collection of Permissions and other attributes which are linked to Protected Content. 

	Rights Object Installation Confirmation
	Installation Confirmation occurs when the Device informs the RI from whom it received ROs of the success or failure of its attempts to install those ROs.

	Rights Object Acquisition Protocol (ROAP)
	A protocol defined within this specification. This protocol enables Devices to request and acquire Rights Objects from a Rights Issuer.

	ROAP Trigger
	An XML document including a URL that, when received by the Device, initiates the ROAP.

	ROAP URL
	A URL according to [RFC2396] that is specifically used by a Device for exchanging ROAP PDU’s with a Rights Issuer.

	Separate Delivery
	A Release 1 term defined in [DRM].

	Stateless Rights
	Stateless Rights are Rights Objects for which the Device does not have to maintain state information. 

	Stateful Rights
	Stateful Rights are Rights Objects for which the Device has to explicitly maintain state information, so that the constraints and permissions expressed in the RO can be enforced correctly. An RO containing any of the following constraints is considered Stateful Rights: <interval>, <count>, <timed-count>, or <accumulated>. Additionally an RO with <export> permission and mode attribute of "move" is Stateful Rights.

	Superdistribution
	A mechanism that (1) allows a User to distribute Protected Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed Protected Content.

	Unconnected Device
	An Unconnected Device is a Device that is capable of connecting to a Rights Issuer via a Connected Device using an appropriate protocol over a local connectivity technology. E.g. OBEX over IrDA, Bluetooth or USB.  An Unconnected Device may support DRM Time.

	User
	The human user of a Device.  The User does not necessarily own the Device.


Change 2: 
5 The Rights Object Acquisition Protocol (ROAP) Suite

5.1 Overview

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for registration of a Device with an RI and two protocols by which the Device requests and acquires Rights Objects (RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). Each of the RO acquisition protocols can be optionally extended with an additional 2-pass RO installation confirmation exchange. This allows a device to confirm whether it has successfully installed the ROs delivered in the RO acquisition protocol. The ROAP suite also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave Domain protocol.

For RIs, execution of a ROAP protocol may involve interaction with one or more OCSP responders, in order to retrieve a valid set of OCSP reponses. This interaction is not always needed, and is illustrated in the following flow diagrams with dotted lined.
5.1.1 The 4-pass Registration Protocol

The Registration protocol is a complete security information exchange and handshake between the RI and the Device and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information, or when DRM Time in the Device is deemed inaccurate by the Rights Issuer. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and RI, integrity protection of protocol messages and optional Device DRM Time synchronization.

Successful completion of the Registration protocol results in the establishment of an RI Context in the Device containing RI-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. An RI Context is necessary for execution of the other protocols in the ROAP suite. 
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Figure 1: The 4-pass Registration Protocol

As indicated in the figure above, the RI may optionally perform a nonce-based OCSP request for its own certificate (using a nonce supplied by the Device) during the registration protocol, and then provide the Device with the returned OCSP response. The RI will perform this nonce-based OCSP request if it determines that the Device’s DRM Time is inaccurate. A Device will then be able to adjust its DRM Time based on the time in the OCSP response. If the Device is an Unconnected Device that does not support DRM Time, the RI must perform a nonce-based OCSP request for its own certificate (using a nonce supplied by the Device) during the registration protocol.

5.1.2 The 2-pass Rights Object Acquisition Protocol

The 2-pass RO acquisition protocol is the protocol by which the Device acquires Rights Objects. This protocol includes mutual authentication of Device and RI, integrity-protected request and delivery of ROs, and the secure transfer of cryptographic keying material necessary to process the RO. The successful execution of this protocol assumes the Device to have a pre-established RI Context with the RI. The 2-pass protocol can be optionally extended with the 2-pass RO Installation confirmation protocol if the RI requires installation status information. .  
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Figure 2: The 2-pass Rights Object Acquisition Protocol

5.1.3 The 1-pass Rights Object Acquisition Protocol

The 1-pass RO acquisition protocol is designed to meet the messaging/push use case. Its successful execution assumes the Device to have an existing RI Context with the sending RI. In contrast to the 2-pass RO acquisition protocol, it is initiated unilaterally by the RI and requires no messages to be sent by the Device. One use case is distribution of Rights Objects at regular intervals, e.g. supporting a content subscription. The 1-pass protocol is essentially the last message of the 2-pass variant. The 1-pass protocol can be optionally extended with the 2-pass RO Installation confirmation protocol if the RI requires installation status information.  
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Figure 3: The 1-pass Rights Object Acquisition Protocol

5.1.4 The 2-pass RO Installation Confirmation Protocol
The 2-pass RO installation confirmation protocol is an optional extension of the 1 or 2-pass RO acquisition protocol which allows the Device to communicate information about the installation status of the relevant ROs. The protocol must therefore be preceded by an ROAP-ROResponse. 
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Figure 4: RO Install Confirmation Protocol
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5.4.3.2 RO Response

The ROAP-ROResponse message is sent from the RI to the Device either in response to a ROAP-RORequest message (two-pass variant) or by RI initiative (one-pass variant). It carries the protected ROs.

5.4.3.2.1 Message description

	Parameter
	ROAP-ROResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	
	
	
	

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected ROs
	M
	-
	M

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	
	
	
	

	
	
	
	

	Extensions 
	O
	-
	O

	Signature
	M
	-
	M


Table 1: RO Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 was sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section 5.4.2.1.1The value returned here MUST equal the Device ID sent by the Device in the ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the value MUST equal the stored Device ID of the recipient Device as defined in Section 5.4.2.4.1. If the Device ID is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding ROAP-RORequest message. In the 1-pass protocol, the value MUST equal the stored RI ID as specified in Section 5.4.2.4.1. 
Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-RORequest. If the Device Nonce is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU. 

Protected RO(s) are the Rights Objects (in the form of <ProtectedRO> elements), in which sensitive information (such as content encryption keys, CEKs) is encrypted.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-RORequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6. 



Extensions: The following extensions are defined for the ROAP-ROResponse message:
· Transaction Identifier: Allows an RI to provide a Device with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF). The RI MUST NOT include a TransactionIdentifier ROAP extension in the ROResponse when the ROResponse contains a RO bound to a GroupID as specified in section 9.7, or a parent ID as defined in section 9.5. Upon reception of a ROResponse containing a TransactionIdentifier ROAP extension and a RO bound to a GroupID a Device MUST ignore the TransactionIdentifier ROAP extension.

· ConfirmROInstallation: Indicates to the DRM Agent that it must confirm installation of the ROs contained in this message by sending a ROAP-ROConfirmRequest PDU to the RI. RO Confirmation is a critical extension. 

Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized according to Section 5.3.3.

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the RO acquisition as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received ROs. 

Before installing any received ROs that are stateful (indicated by the stateful attribute of the <ro> element), the Device MUST apply the RO Replay protection described in the Replay Protection Section.

5.4.3.2.2 Message syntax

The <roResponse> element specifies the ROAP-ROResponse message. It has complex type roap:ROResponse, which extends the basic roap:Response type.

<element name="roResponse" type="roap:ROResponse"/>

<complexType name="ROResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a roRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>

        <element name="protectedRO" type="roap:ProtectedRO" maxOccurs="unbounded"/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>


        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The roap:ProtectedRO type is defined in The Protected Rights Object payload type section.

The following schema fragment defines the ConfirmROInstallation extension:

<complexType name="ConfirmROInstallation">

  <complexContent>

    <extension base="roap:Extension">

<attribute name="sessionId" type="string" use="required"/>
    </extension>
   </complexContent>
</complexType>
Session ID is a protocol session identifier set by the RI. This allows for several, concurrent confirmation sessions.
The critical attribute of the RO Confirmation type SHALL be present and the value of the attribute SHALL be “true”. 
Change 4: 
5.4.4 RO Installation Confirmation

The 2-pass RO acquisition protocol is an optional extension of the 1 or 2-pass RO acquisition protocol which allows the Device to confirm installation of ROs delivered in the preceding RO acquisition message. 

5.4.4.1 RO Confirm Request

The ROAP-ROConfirmRequest message is sent from a Device to an RI to confirm installation of one or more Rights Objects. This message SHALL be preceded by a 1-pass RO acquisition protocol or 2-pass RO Acquisition protocol.
5.4.4.1.1 Message description
	ROAP-ROConfirmRequest

	Parameter
	Mandatory/Optional

	Session ID 
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Confirm Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 2: RO Confirm Request Message Parameters

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-ROResponse message, otherwise the RI SHALL terminate the confirmation protocol.

Device ID identifies the requesting Device. The value MUST equal the stored Device ID.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.10..
Request Time is the current DRM Time as measured by the Device. Connected Devices and Unconnected Devices that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM Time MUST use the value “Undefined”.
RO Confirm Info identifies the Rights Object(s) which were previously issued to the device and their installation status. The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier whether or not the RO was successfully installed by the DRM agent. The status value will be true if the corresponding RO was successfully installed and false if the RO was not installed for whatever reason. Finally an install nonce element has been included to provide extra verification of the response from the RI. Nonces are generated and used in this message as specified in section 5.3.10.
Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: There are no extensions defined for the ROAP-ROConfirm message. 
Signature is a signature on data sent so far in the protocol. The signature is made using the Device's private key on the previous message (ROAP-ROResponse) and the current message (besides the Signature element itself). The signature method is as follows:

The previous messages and the current one except the Signature element are canonicalized according to Section 5.3.3.
The two messages are concatenated in their chronological order, starting with the ROAP-ROResponse message. The resulting data d is considered as input to the signature operation.

The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-ROConfirmRequest message.

5.4.1.1.2 Message syntax
The <roConfirmRequest> element specifies the ROAP-ROConfirmRequest message. It has complex type roap:ROConfirmRequest, which extends the basic roap:Request type.

<element name="roConfirmRequest" type="roap:ROConfirmRequest"/>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROConfirmRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to communicate RO installation status.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>
        <element name="time" type="roap:dateTimeOrUndefined"/>
         <element name="roConfirmInfo">

          <complexType>

            <sequence maxOccurs="unbounded">

              <element name ="roID" type="ID"/>

  <element name="installStatus" type="boolean">
            </sequence>

          </complexType>

        </element>        
        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>
      <attribute name="sessionId" type="string" use="required"/>













5.4.4.2 RO Confirm Response

The ROAP-ROConfirmResponse message is sent from the RI to the Device in response to a ROAP-ROConfirmRequest. 
5.4.4.2.1 Message description

	Parameter
	ROAP-ROConfirmResponse



	
	Status = Success
	Status ≠ Success

	Status
	M
	M

	Session ID
	M
	O

	Device ID
	M
	-

	RI ID
	M
	-

	Device Nonce
	M
	-

	Extensions 
	O
	-


Table 3: RO Confirm Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.
Session ID SHALL be identical to the Session ID of the preceding ROAP-ROConfirmRequest (and ROAP-ROResponse) message. If the Session ID of the ROAP-ROConfirmResponse does not equal the Session ID of the corresponding ROAP-ROConfirmRequest, the Device MUST terminate the protocol. . The Session ID can be present only if the Rights Issuer could detect the session identifier in the ROAP-ROConfirmRequest.
Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-ROConfirmRequest message that triggered this response in the 2-pass ROAP RO confirmation protocol. If the Device ID is incorrect, the ROAP-ROConfirmResponse processing will fail and the Device MUST discard the received ROConfirmResponse PDU.

RI ID identifies the RI. The value MUST equal the RI ID sent by the Device in the preceding ROAP-ROConfirmRequest message. 
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-ROConfirmRequest. If the Device Nonce is incorrect, the ROAP-ROConfirmResponse processing will fail and the Device MUST discard the received ROConfirmResponse PDU. 
Extensions: No extensions are defined for the ROAP-ROConfirmResponse message. 
5.4.4.2.2 Message syntax

The <roConfirmResponse> element specifies the ROAP-ROConfirmResponse message. It has complex type roap:ROConfirmResponse, which extends the basic roap:Response type.

<element name="roConfirmResponse" type="roap:ROConfirmResponse"/>

<complexType name="ROConfirmResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a roConfirmRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>
        <element name="installNonce" type="roap:Nonce" minOccurs="0"/>
        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

      </sequence>
      <attribute name="sessionId" type="string" />
    </extension>

  </complexContent>

</complexType>

Change 5: 
11 Confirming RO Installation 

All connected devices SHALL support RO install confirmation.  Information about the status of RO installations can be used by the RI for purposes such as customer care or billing. The RI SHALL use the ROAP-ROResponse message to indicate that he wishes to receive installation information for each RO contained therein. 
6.1 Sending ROConfirmRequest

When the DRM Agent receives a ROAP-ROResponse which requires confirmation, it SHALL attempt to install all ROs contained in the ROAP-ROResponse.,It SHALL then return a ROAP-ROConfirmRequest message containing the installation status of all ROs to the relevant RI. The request should be sent to the ROAP URL in the original RO acquisition trigger. 
If a Well-intentioned Attempt to send the ROAP-ROConfirmRequest is not successful, i.e. a valid ROAP-ROConfirmResponse is not received within a reasonable time, DRM Agent SHOULD continue to make Well-intentioned Attempts to send the message until a response is received.
6.2 Processing ROConfirmRequest

If the RI receives a ROAP-ROConfirmRequest message then the RI MUST respond with an appropriate ROAP-ROConfirmResponse message.  
If the RI receives a ROAP-ROConfirmRequest message it MUST first check that it has a valid Device Context with the Device sending the message by checking the value of <deviceID> element of the ROAP-ROConfirmRequest message.  
If the RI does not have a valid Device Context the RI MUST return a ROAP-ROConfirmResponse message with the value of the <status> element equal to NotRegistered. 
If the device ID is valid, the RI must verify that the session ID in the ROAP-ROConfirmRequest message corresponds to the session ID in a previous ROAP-ROResponse delivered by this RI to the device. If the session IDs do not match, the RI SHALL terminate the RO Confirmation installation protocol
If the RI has a valid Device Context and session ID it MUST validate the signature on the ROAP-ROConfirmRequest.

· If the RI cannot validate the Device signature on the ROAP-ROConfirmRequest message the RI MUST: 

· Return a ROAP-ROConfirmResponse with the status set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’. 

If the signature is valid, then the RI should verify that the ROIDs in the ROAP-ROConfirmRequest are valid. If any of the IDs are not valid, the RI MUST return a ROAP-ROConfirmResponse message with the value of the <status> element equal to NotFound. 

6.3 Processing ROConfirmResponse
If the DRM Agent receives a ROAP-ROConfirmResponse message it MUST check the value of the <DeviceNonce> element, and the <session ID> element. If the device nonce value does not match the value of the <nonce> element sent in the preceding ROAP-ROConfirmResponse message or the session IDs do not match the Device MUST: 
· Discard the ROAP-ROConfirmResponse, 
Otherwise the Device MUST next check the value of the <status> element.    

· If the value of the <status> element is equal to ‘Success’ the DRM Agent can consider the RO confirmation protocol to have been successful. 
· .If the value of the <status> element is not equal to ‘Success’ the DRM Agent  MUST 

· Follow the rules specified in section 5.3.6

· Consider the attempt to send the ROAP-ROConfirmRequest as successful. 
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