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1 Reason for Contribution

In the SRM and SCE work item a new operation is introduce which enables moving Rights Objects from one device to another. The Move operation can result in duplication of Rights Objects if the backup of ROs is allowed.

This proposal aims to resolve this problem.

2 Summary of Contribution

In OMA DRM v2 an RO (Rights Object) is bound to a device and cannot be moved to another. Backing-up of an RO is done by coping the RO to a local PC or a remote server. Since the RO is cryptographically bound to the device it cannot be used by another device. 

With the SCE and SRM work items the Move operation is introduced and may result in Rights Objects duplication.  Consider the following scenario:

· If a RO was backed-up to a PC (just by coping it to a PC or remote server)

· The RO is then moved to another device

· The backed-up RO is copied back to the first device

We now have a duplication of the same RO on two devices (or more if we continue the same process).

This input contribution proposes to add a new indication in the RO that it can be moved and impose the following rules in the SRM and SCE work items:

· An RO that is marked as ‘movable’ within the RO REL definition cannot be backed-up (meaning that the DRM agent will not allow this operation) but can be moved from the device to another device.

· An RO that is not marked as ‘movable’ within the RO REL definition (includes current OMA DRM V2 ROs) can be backed-up but cannot be moved from the device.

3 Detailed Proposal

In OMA DRM v2 an RO (Rights Object) is bound to a device and cannot be moved to another. Backing-up of an RO is done by coping the RO to a local PC or a remote server. Since the RO is cryptographically bound to the device it cannot be used by another device. 

With the SCE and SRM work items the Move operation is introduced and may result in Rights Objects duplication.  Consider the following scenario:

· If a RO was backed-up to a PC (just by coping it to a PC or remote server)

· The RO is then moved to another device

· The backed-up RO is copied back to the first device

We now have a duplication of the same RO on two devices (or more if we continue the same process).

The new Move operation breaks the assumption that an RO is bounded to a device forever. From now on it can be unbounded and rebounded to another device. It is important to introduce a solution that is backwards compatible to OMA DRM V2. 

It is proposed to not break the above assumption for Rights Objects that are defined within the scope of OMA DRM V2 and allow the Move operations only for Rights Objects that are marked as “movable” within the scope of the SRM and SCE work items. This will guarantee backward compatibility and avoid the complex implementation of keeping tracks of ROs that were moved or backed-up from a device.

This input contribution proposes to add a new indication in the RO REL definition that the RO can be moved (i.e. ‘movable’ RO) and impose the following rules in the SRM and SCE work items for the DRM agent:

· An RO that is marked as ‘movable’ within the RO REL definition cannot be backed-up (meaning that the DRM agent will not allow this operation) but can be moved from the device to another device.

· An RO that is not marked as ‘movable’ within the RO REL definition (which includes current OMA DRM V2 ROs…) can be backed-up but cannot be moved from the device.

This proposition preserves the previous behaviour or the DRM agent while safely introducing the new Move operation behaviour. This proposition assumes that DRM agent implementations silently ignore REL indications that they cannot interpret. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to integrate the behaviour that is proposed in this contribution into the specifications of the SRM and SCE work items. 
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