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1 Reason for Contribution

In the SRM and SCE work items a new operation is introduced which enables moving Rights Objects from one device to another. The Move operation can result in duplication of Rights Objects if also backup of ROs is allowed.

This proposal aims to resolve this problem.

2 Summary of Contribution

In OMA DRM v2, an RO (Rights Object) is bound to a device and cannot be moved to another. Backing-up an RO is possible by coping the RO to a local PC or a remote server. Since the RO is cryptographically bound to the device it cannot be used by any other device, if restored to it. 

With the SCE and SRM work items the Move operation is introduced and may result in Rights Objects duplication.  One can consider the following scenario:

· The RO was backed-up to a PC or a remote server
· The RO is then moved to another device

· The backed-up RO is restored back to the first device

We now have a duplication of the same RO in two devices (or more if we repeat the process). 
The new Move operation breaks the assumption that an RO is forever bound to a device. From now on, it can be unbound and rebound to another device. It is important to introduce a solution that is backwards compatible with OMA DRM V2 and this input contribution proposes a solution to this problem.

3 Detailed Proposal

First, we propose to allow the Move operation only for Rights Objects that have an RO version for which this operation is allowed (i.e. OMA DRM V2.0 and v2.1 RO do not have this permission). This will guarantee that the above RO duplication problem is avoided for ROs from previous versions (since we cannot know if these ROs were backed-up or not). 

In addition, it is proposed to introduce a tag with the name ‘unmovable’ that is associated with the RO. This tag indicates whether the RO may be moved or not. The DRM agent is responsible for retaining this tag for appropriate ROs. The following rules describe how this tag is interpreted by the DRM agent:

· If an unmovable tag is associated with the RO, then the RO cannot be moved to another device. It can be backed-up.

· If there is no unmovable tag associated with the RO, and the RO otherwise allows moving the RO, then the RO can be moved from the device to another device. However, it cannot be backed up.

· A new movable RO is installed without the unmovable tag. The tag is added when the RO is backed up, following a warning to the user (details below). Both the original and the backup copy of the RO shall include the added tag.
· The unmovable tag, once present, is never removed.

The tag ‘unmovable’ is attached to the RO by the DRM Agent if the user decides that he/she wants to backup the RO and give up the possibility to move it later on.  This can be done when the user attempts to backup the RO. The user can choose between having a backup copy of the RO and retaining the ability to move that RO to another device later on. He/she cannot have both.
This proposal eliminates the need to implement a mechanism that assures that an RO cannot be restored from backup, if the RO has been moved from its originated entity after being backed up. This would have demanded an implementation of a replay cache for the “restore from backup” operation that will grow constantly over time since all entries must be kept for ever.
The proposal also eliminates the highly undesirable user experience in which a backup copy that was once made is effectively revoked, leading the user to believe that he/she has a backup for a certain RO when in fact he/she has not.
Other than the backup issue, it is worth to consider a replay attack that is due to time synchronization issues in ROAP. The possible replay attack is mounted by immediately replaying a 1-pass ROAP message (within its allowed time-frame), after the RO that is carried by this message was moved to another device, leading to duplication of rights. This possible replay attack is not related specifically to backup and is thus out of the scope of this contribution. This attack can be mitigated by implementing a replay cache in the device. Entries of this cache can be removed after the replay window expires, so the cache does not grow endlessly. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree on the behaviour that is proposed in this contribution and consequently to apply the needed CRs into the specifications of the SRM and SCE work items. 
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